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Installing and Accessing VA Systems

1. How to Install Citrix Remote Access for VA Desktop Portal Pg1l
2. Accessing the Veteran Benefits Management System (VBMS) Pg9

3. Requesting VA Outlook and TEAMS Access Through “yourlT” Pg 15

IMPORTANT
After receiving your PIV Card, please contact Jonathan
Soto at Jonathan.soto@tn.gov to initiate the request for
Citrix Remote Access. You will have 24 hours, that includes
weekends, to install and utilize the VA Desktop Portal with
your PIV Card before the access expires. It is
recommended not to request access on a Friday to allow

time during the week for troubleshooting any potential
issues.
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Install Citrix Remote Access for VA Desktop

Portal

25 raportal.vpn.va.gov/downloads.aspx w 3}

Supported screen reader: NVDA

VA | Remote Access
Information and Media

As a best practice; use
PO I’ta| Google Chrome to access

website and Citrix in Linkedin | @& YouTube | W Twitter | @ GitHub

# Home

First Time Downloads

Step 1: Select to access

Citrix Desktop options
Citrix Related Software P oP

Title Download Link Supported OS Last Modified
Citrix Workspace App Windows Windows OE Citrix Bundle Package Windows 11, 10, 8.1, Thin PC as well as 12/18/2023
OS Remote Bundle Package Windows Server 2019, 2016, 2012, and

2012R2.

Citrix Workspace App for Mac

See supported OS on Citrix download link ~ 11/19/2021

Tor-mac-latest

Azure Virtual Desktop Software
Title Download Link Supported OS Last Modified

Microsoft Remote Desktop Client

/go.microsoft com/fwlink/?linkid=2068602

Windows 10 / Windows 11 11/02/2021
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Install Citrix Remote Access for VA Desktop

Portal

25 raportalvpn.va.gov/downloads.aspx x4 D .i. i |

BE An official website of the United States government Here’s how now

WindowsOECitrixBundlePack 4 [

137 KB » Done

VA | RemOte ACC@SS Step 2: Software has been saved

to your Download Folder.

| ch rmation a ﬂd Media Double click file to begin

installing software and follow

PO rtal installation instructions

in Linkedin | @ YouTube | W Twitter | € GitHub

# Home

First Time Downloads

Citrix Related Software

Title Download Link Supported OS Last Modified
Citrix Workspace App Windows Windows OE Citrix Bundle Package Windows 11, 10, 8.1, Thin PC as well as 12/18/2023
OS Remote Bundle Package Windows Server 2019, 2016, 2012, and
2012R2.
Citrix Workspace App for Mac orkspace- See supported OS on Citrix download link ~ 11/19/2021
R/ Mac/w C“'\'SD&CE"ExI:D’*C‘"’P'lﬁ["éi%?f ntmi
Azure Virtual Desktop Software

Title Download Link Supported OS Last Modified
Microsoft Remote Desktop Client https://go mic om/fwlink/?linkid=2068602 Windows 10 / Windows 11 11/02/2021
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Install Citrix Remote Access for VA Desktop
Portal

VA Citrix Remote Access
‘When logging into this system you agree to the following:

‘fou are acceszing a U.S. Government information system, which
includes:

(1) this computer, (2} this computer network, (3) all computers connecied
o this network, and (4) all devices and storage media attached to this
network or to a computer on this nefwork.

Thiz information system is provided for U S. Government-authorized use
only. Unauthorized or improper use of this system may result in
disciplinary acfion, as well as civil and criminal penalfies. By using this
information system, you understand and consent to the following:

“fou have no reasonable expectalion of privacy regarding any
communications or data fransiting or stored on this information system.
Al any time, the govemment may for any lawful govemment purpose
monitor, intercept, search and seize any communication or data
fransiting or stored on this information system. Any communications or
data transiting or stored on this information sysiem may be disclosed or
used for any lawful government purpose.

The enhanced features of ServiceNow and Your IT senvices online
requests will replace email requests to the Enterprise Service Desk. You
may access ServiceMow portal at hitps-fiyourit va.gov using the Chrome
browser. The tool is only available from VA workstations and will work
with your Personal ldentity Verification (PIV} card, eliminating the need
for a usemame and password. If you have additional questions, please
contact Managed Service Providers (MSP) at 1-555-673-4357.

Please select one of the following 2 Factor login oplions below. In the
event that the 2 factor is not a viable login method at this time, select the
bottom link

Step 3: Insert Smartcard.

Click the icon to login with VA PIV card. CAC
card, or USB eToken

POA enforced users require 3 Network: Account 1234956
exemption to use OTP Token

Select Smart Card Login
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Install Citrix Remote Access for VA Desktop
Portal

Step 4: Select your PIV
User Profile

oK tep 5: Select “OK”

Al any time, the govemment may for any |3 government purpose
monitor, intercept, search and seize any communication or data
transifing or stored on this informafion system. Any communications or
data transiting or stored on this information system may be disclosed or
used for any lawful government purpose.

The enhanced features of ServiceMow and Your IT services online
requests will replace email requests to the Enterprise Service Desk. You
may access ServiceMow porial at hitps:fyourit va.gov using the Chrome
browser. The tool is only available from VA workstations and will work
with your Personal ldentity Verfication (PIV) card, eliminating the need
for a usemame and password. If you have addifional questions, please
contact Enterprize Senvice Desk (ESD) at 1-855-673-4357.

Please select one of the following 2 Factor login oplions below. In the

event that the 2 factor iz not a viable login method at this time, select the
Ibottom link.

Click the icon to legin with VA& PRV card, CAC
card, or USE eToken

POA enforced users require a Network Account 12345k
exemplion to use OTP Token
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Portal

[ VALearning Univer.. [ pol

VA Citrix Remote Access
‘When legging into this system you agree fo the following:

You are accessing a U.S. Government information system, which
inciudes:

(1) this computer, (2} this computer network, (3) all computers connected
to this network, and (4) all devices and storage media atiached o this
network or to a computer on this network.

This inforrnaﬁu_n sys‘te!'n is provided for US Government—auﬂ!arized use

Wind ty

Smart Card

Please enter your PIN.

Click the icon to login with W& PIV card, CAC l
card. or USB eToken | |

POA enforced users require a Network Account 1234506
exemption to use OTP Token

-
Install Citrix Remote Access for VA Desktop

Step 6: Enter your 6 digit
Pin Number and Select “OK”




itrix Remote Access for VA Desktop
Portal _

Install C

V Communication b4 | - VA Remote Access|

& C & citrixaccesspiv.va.gov/Citrix/FASSt

VA Security Warning

nformation

Step 7: Select “Accept”
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Install Citrix Remote Access for VA Desktop

Portal

€ C 25 citrixaccesspiv.va.gov/Citrix/FASStoreWeb/ * & = 0

Department of Veterans Affairs

Citrix StoreFront DESKTOPS

Welcome DVORSKY Jr, Ronald W., VSONASH!

1VA General Applications 1VA Clinical West

Standard 'General’ VA Applications for all users. hoste: 1 Azur hosted from AWS-W

Favorites
1VA-General VBA - VBApp 1VA-Log Off My VBA - Common VBA - Common VBA - SHARE

Desktop Desktop Sessions_Users Security Empl...ger Security Use...ger

Step 8: Open by Double
Clicking “VBA - VBApp
Desktop”

D 7
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Install Citrix Remote Access for VA Desktop

& c & citriaccesspiv.va.gov/Citrix/FASStoreWeb/ 2 % =H &

HOME DESKTOPS

Desktops
All (5) Favorites (3)

e e

1VA-General HS_West_Desktop QITFO ATX XA VBA-VBApp Desktop VBA-VBApp Desktop
Desktop Published De...pps 1) 2)
Step 9: This is a one-time event.
Open

Click the drop down and select
“Always open files of this type”
Double click file to open

v Always open files of this type

Show in folder

GWS StoreFront Server: ..03F

@ SGIUZXNfQ29uc29s @ receiverconfig.cr ~ @ SGIUZXNfQ29uc29s..ica A

TN Department of 8
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Accessing the Veteran Benefits Management

System (VBMS)

2 N

VBMS-R Snipit

Recycle Bin Microsoft  TIMS-C EDGE
Edge Chrome Keywords
= »
2 =
CAPRI CWINRS - PCGL VA VistA yourlT
Shortcut Connectio...

- ® 2 a

PDFzam Basic VBA_APP_R...

Chapter 33
Leng Term ...
H » P A &=
Firefox Set TIMS VBMS EDGE PDF Google
Printer Defa... Dacuments Chrome
‘ ‘
|2 9o D
File Explorer LOGOFF TIMS-C VBMS-A
DESKTOP CHROME Chrome

Google
Chrome

]
o
i}
(1))
|
@

Veterans Services

Microsoft
Teamns

8"

Outlook

o

Share T11

Step 1: Double click by p
Selecting VBMS d?
VEMS

Chrome
Chrome

A e T )

2:25 PM
03/29/2022
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Accessing the Veteran Benefits Management

System (VBMS)

X {} @& ssologoniam.va.gov/centrallogin/Default.aspx

entity and Access Manager X +

Welcome to VetraS..
Selectac

Select a certificate to authenticate yourself to pivlogon.iam.va.gov:443
U'S' Dcpartmcnt’ ubject Issuer Serial
of Veterans Affairs -

Veterans Affairs User... 00D2C8E8

Authenticating. Pleas

Step 2: Click Here

ey 2 8:06 AM
= Q0 =5 € m 9 © AT s, O
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Accessing the Veteran Benefits Management

System (VBMS)

ogon.iam.va.gov/centrallogin/core/redirect.aspx&TYPE=33619969&REALMOID=06-20d743f2-7684-410e-ae8e-145b9a4aadbd &GUID =&SMAUTHREASON=0&METHO..

U.S. Department
of Veterans Affairs

Authenticating. Please wait...

Windows Security

Smart Card

Please enter your PIN.

Step 3: Enter your 6 digit Pin
Number and Select “OK"

Veterans Services



Accessing the Veteran Benefits Management

stem (VBMS)

C @ % ssologoniam.vagov/centrallogin/Default.aspx?appname=core&URL=https;//ssologon.iam.va.gov/centrallogin/care/redirect.aspx&TYPE=33619969&REALMOID=06-20d743f2-7684-410e-aeBe-145b%adaadbd & GUID=&SMAUTHREASON=0&ME... V¢ D a

U.S. Department
of Veterans Affairs

VA Single Sign-On | About | Contact Us

VA SINGLE SIGN-ON

Sign in to continue to

Step 4: Click Here

Veterans Tracking Application (VTA) Sign In
with VA PIV Card

View Other Sign-in Options

WARNING

This U5 government system is infended to be used by [authorized VA network users] for viewing and refrieving infermation only, except as otherwise explicitly authorized. VA informafion resides on and transmils through computer systems and networks funded by VA All use is considered to be with an
understanding and acceptance that there is no reasonable expectation of privacy for any data or transmissions on Govemment Infranet or Exiranef (non-public) networks or systems. All fransactions that occur on this system and all data fransmitted through this system are subject to review and aclion

including (but not limited fo) monitoring, recording, retrieving, copying, auditing, inspecting. investigating, restricting access, blocking, fracking, disclosing fo authorized personnel. or any other authorized acfions by all authorized VA and law enforcement personnel. All use of this system consfitutes
understanding and unconditional acceptance of these terms.

Unauthorized attempts or acts to either (1) access, upload, change, or delefe information on this system, (2) modify this system. (3) deny access to this system, or (4) accrue resources for unauthorized use on this system are skrictly prohibited. Such attempis or acts are subject to action that may resultin
criminal, civil, or administrative penalties.

TN Department of R
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Accessing the Veteran Benefits Management

stem (VBMS)

& C Y #& bss-prod.prod8.bip.va.gov/sso/ 2 v ® 0O & ¢
V Welcome to VetraS..

Benefits Integration Platform Login

320 VARO Nashville J\‘ Renas
Station ID:
[320 ]

Step$5: Click Here | qurrem—

Return to VA SSOi

epartment of
Veterans Services




Accessing the Veteran Benefits Management

System (VBMS)

W] Ciaims Queue - VBMS x V Welcome x| + v - g X

€ c O

V Welcome to VetraS

1VvBMS

@ vbms.vba.va.gov/vbmsp2/vso-ng#!/category/user

All Claims My Claims

Jeo Open Profile Open eFolder Open Claim

More Search Options

Wed Mar 30 2022 08:11:36AM CDT, Version 25.5-20220310-1540, ID 37964798

Narrow Results Clear ‘uments requiring your attention

Step 7: Select “Open

There ag 1060 documents available. View Documents
Select Saved Filter Criter eFOIder"
> Keyword Step 6: Type SSN or File# of BookmarkActons v
the Veteran s e
v Power of Attorney Column Settings | Save Preferences
0 gi?v-l;esnnessee DeparimentOfvelerans Claim Claim Last Pending General Veteran
Claim Status Status Date of Document Deferral EP Code - File Changed New Upload Power of Suspense Date of
R Station Name Code Claim Expiration Type Claim Label Number Date Document Indicator Attorney Date Suspense Reason Birth
097 - Veterans Of Foreign Wars Of The Us
+ O RN 49 Open PEND 04/15/2020 NONE 110 - 03/21/2022 = 097 - 04/21/2022 Requested/Awaiting
074 - American Legion eBenefits VETERANS Other Evidence
526EZ-Initial OF FOREIGN
Live Comp<8 WARS OF
» Claim Label Issues (110) € THE US
% Claim Station [>] + O MW 499 Open PEND 10/15/2020 NONE 335 - Review 10/15/2020 D4 074 - 04/24/2022 Requested/Awaiting
¢ AMERICAN Other Evidence
v Veteran Local Station -] LEGION
+ O M 49 Ready RFD 06/03/2021 NONE 020 - D2D- 08/23/2021 = 020 - 09/22/2021 Ready for Decision
an local stations for Supplemental TENNESSEE
Decision (020) ¢ DEPARTMENT
OF
VETERANS
EP Codes
2 SERVICES
¥ New Documents + O W 345 Closed  CLR 06/21/2021 NONE  688-FY21 02/08/2022 D4 074 - 02/08/2022  Closed
NDAA AMERICAN
v Claim Status Nehmer LEGION
Review -
Survivor ¢
O Open
"N [l .~ W 400 Nnan PENN  N7/02/2021 NONE non . N7/02/7021 W non . N4/110/2072  \IBICAntract Evam
Y £ 2 B e
Show 100 v  entries Skip to page: 1 1] K 1 ] "
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Requesting VA Outlook and TEAMS Access

| Through “yourlIT”
OR 2 M

VBMS-A Snipit TDVA Google LOGOFF
Chrome Keywords  Homeless ... Chrome DESKTOP

fvl.“ . 4 .
& ’ £l ’

VBMS-R VBMS
Chrome Chrome
o3 >
o B
VBMS EDGE

Outlock (2)

n

SRECYCLE....

J . /B scep 1 open yourit OITAUSAPVAR 7338

DOCZ[::EHB app"cat'on Logged on user: vba\vbaHE @ ¥orsr
Microsoft Windows NT version 6.2 Server (Terminal server) (build 9200)
CPU: 8 at 2200 MHz RAM: 32 GB
IP address: 10.225.6.84 Machine domain: VA

Support Systems (SS), Infrastructure Operations (10)

“To care for him who shall have borne the battle, and for his widow, and his orphan”
US Department of Veterans Affairs

Veterans Services



. _____
Requesting VA Outlook and TEAMS Access
Through “yourIT”

Terms and conditions

This U.S government system is intended to be used for viewing and retrieving
information only, except as otherwise explicitly authorized. VA information
resides on and transmits through computer systems and networks funded by
VA. All use is considered to be with an understanding and acceptance that there
is no reasonable expectation of privacy for any data or transmissions on
Government Intranet or Extranet (non-public) networks or systems. All
transactions that occur on this system and all data transmitted through this
system are subject to review and action including (but not limited to) monitoring,
recording, retrisving, copying, auditing, inspecting, investigating, restricting
access, blocking, tracking, disclosing to authorized personnel, or any other
authorized actions by all authorized VA and law enforcement personnel. All use
of this system constitutes understanding and unconditional acceptance of these
terms.

Unauthorized attempts or acts to either (1) access, upload, change, or delete
information on this system, (2) modify this system, (3) deny access to this
system, or (4) accrue resources for unauthorized use on this system are strictly
prohibited. Such attempts or acts are subject to action that may result in
criminal, civil, or administrative penalties.

Step 2 Click Accept

TN Department of

Veterans Services



Requesting VA Outlook and TEAMS Access

Is something broken? Need something new?

A =

Report an Issue Submit a Request

Request systems access for
Microsoft Office 365 submit a
request.

If you are having
system or access
issues with VBMS,
SHARE, Outlook,
TEAMS, Ect., open a
trouble ticket here.

My Tickets

‘ My Approvals H My Surveys

You do not have any open approvals.

Learn more Here

LEARN MORE THROUGH

Most Viewed Articles This Week

| Desktop: Remove Expired or Unnecessary Certificates

| PIV: Blocked / Locked / Damaged PIV Card and PIN Reset

@
o,

Hello! Not sure what to do? I'm
here to help you find your way

=

| Windowrs: Adjust Display Seftings
| &0PF Portal: Unable te Upload Documents to the Electronic Official Personnel Folder (OPF) Portal

| IAM: Request To Add, Madify, Or Remove A ldentity and Access Management (IAM) System POC

TN Department of 1y
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Requesting VA Outlook and TEAMS Access

h“

Search senvice catalog items, self-help articles, tickets and more... Q) ' 9 ENU

/ .

$ d
. Step 3 Click Submit a Request
Welcome to yourlT Service Portal! : —y ') d
Is something broken? Need something new? ’

A e

Report an Issue Submit a Request

Requests are for something new such as

application access, software, and new hire
access or equipment. Try typing keywordsin

My Tickets the search bar or use the chat function to locate €ys
the appropriate request type, Most general

users should use the Standard Services Catalog
and Technical users can toggle the Technical

You do not have any open

View All Tickets
e @i
+  New Hire Equipment
+  Microsoft Office 365

Display Name Madification , x
Email Distribution List Request Hello! Not sure what to do? 'm

here to help you find your way.

TN Department of 18
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Requesting VA Outlook and TEAMS Access

- : A e
| Search service catalog items, self-help articles, tickets and more... Q ) ' 9 MENU
M v pr—
Home » Catalog - Browse
Standard Services ql, ?  Not sure what service is right for you?
Cata |Og ‘e Answer a few simple questions and well do the rest.
Access & Account Services @)
.
Benefits & Memorial Services o MOSt POPUIur serVIces
Equipment Services (7]
Health Services (12} Q @
% IT Software or Hardware R ... o User Access
Intake Services 7] -\6_6 dequest additional or replacement [T [ nitiate VA network access request for New
Equipment (.., moniter, laptop, printer) or Hires and Returning Users.
Software Services m ms-a}rﬁﬂg\; I;\: s'lm -7. or, 1aptop, printery o Ires an ming TS
Technical Catalog (@))] © %
User Account Modification
Suite User Access ‘I ”  Requestio mc r disable a VA user
account within Active Directory.
Step 4: Select Microsoft Office 365. O O «°
OUtIOOk and MS TEAMS to be added ——— Application Access + Group Access Hellol Not sure what to do? I'm
to you r account. m Request access to a VA Application % g here to heip you find your way.

&

Computer Relocation —  New Hire Equipment

TN Department of L
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Requesting VA Outlook and TEAMS Access

h“

p:
[\ Search service catalog items, self-help articles, tickets and more..

‘

Home » AllCatalogs % Standard Services Catalog » Software Services »  Microsoft Office 365

Microsoft Office 365

Request for Office 365 Suite User Access & License Provisioning

VY

Request Microsoft Office 365 for user provisioning or access. Submission of this
request will allocate 8 SaaS user license subscription and provide the ability o use

the full Microsoft Office 365 suite software product line.

Office 365

REQUESTER INFORMATION

*Requester

=

ENU

Step 6: Order Now (see next page) Usually
approval takes 24-48 hours to receive access

| O | Ronald Dworsky (VBANASDVORSR)

*Requester Email Address

Step 5: Confirm name and

| Ronald.Dvorsky.Jr@va.gov

email address is you.

*Requester Supervisor/COR

Note: Do not change

| ®  Angela Odom (ADJAODOM)

Requester Supervisor/COR

TN Department of

Veterans Services
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X

Hello! Not sure what to do? I'm
here to help you find your way.

©



Requesting VA Outlook and TEAMS Access

Welcome to yourIT Service Portal! 2 I ¢

Is something broken? Need something new?

A =

Report an Issue Submit a Request

My Tickets

‘ My Approvals ‘ ‘ My Surveys ‘

'ou do not have any open approvals.

Select “My Ticket” for request update and
status

LEARN MORE THROUGH

Most Viewed Articles This Week

| Desktop: Remove Expired or Unnecessary Cerfificates
| PIV: Blocked / Locked / Damaged PIV Card and PIN Reset G::)\;
| Windows: Adjust Display Settings b 4
Hello! Not sure what to do? I'm
| OPF Portal: Unable to Upload Documents to the Electronic Official Personnel Folder (OPF) Portal hera to help you find your way.
-~ | IAM: Request To Add, Modify, Or Remeve A dentity and Access Management (IAM) System POC
/’/,/// Q

TN Department of el
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Questions/Issues

22

Recommended slide updates or
changes, please contact:

Ron Dvorsky, Training Director
Ronald.dvorsky@tn.gov
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