WEAPONS OF MASS DESTRUCTION/TERRORISM ANNEX  
Primary for Crisis Management: _____County Sheriff’s Office /_______ Police Department
Primary for Consequence Management: ________County Emergency Management Agency

Support:
Health Department



Fire Department



EMS



Hospitals



Road Department



Public Works



Law Enforcement agencies

I.
INTRODUCTION

This annex of the Cannon County Basic Emergency Operations Plan (BEOP) supports the Terrorism Incident Annex of the Tennessee Emergency Management Plan (TEMP).  It addresses direction, coordination, operations and follow-through during response to an act or the threat of an act of terrorism.  The annex addresses both crisis management and consequence management. 

Crisis management includes measures to identify, acquire, and plan the use of resources in anticipation, prevention, and/or resolution of a threat or act of terrorism.  Crisis management is predominantly a law enforcement response.  By law, primary authority to prevent and respond to acts of terrorism resides with the federal government, while state and local governments provide assistance as needed.  Technical operations and federal consequence management may support federal crisis management response concurrently.


Consequence management includes measures to protect public health and safety, restore essential services, and provide emergency relief to governments, businesses and individuals affected by the consequences of terrorism.  By law, primary authority to respond to the consequences of terrorism belongs to the state and local governments.  The local Basic Emergency Operations Plan is the foundation for emergency response for the community and will be utilized for response under this annex.  


This annex does not supercede existing Local or State laws governing emergency operations.

II. PURPOSE

This annex describes the local government and Tennessee concept of operations for providing assistance to prevent a terrorist act, international incident, and/or domestic militant act of violence, using specialized services to address the consequences of terrorism.  This annex describes crisis management, as well as the policies and relationships used to coordinate both crisis and consequence management.  It describes consequence management using the relationships established in the Local BEOP and the TEMP, supplemented, as necessary, by organizations and relationships normally activated through other local, state and federal plans.  The annex addresses unique policies, assumptions, relational structures, responsibilities, and actions applied in consequence management.

III. POLICIES

A. Local primary, Federal Lead and State Primary Agencies





-Local Lead Agencies






-Crisis Management: Sheriff / Police Department






-Consequence Management:  Emergency Management


-Federal Lead Agencies



-Crisis Management: FBI



-Consequence Management: FEMA


-State Primary Agencies



-Crisis Management: TBI/ Department of Safety


-Consequence Management: TEMA

B. Lead Agency Responsibilities

Crisis Management. The lead federal agency for counter-terrorism is the Department of Justice, which has in turn delegated those responsibilities to the FBI for threats or acts of terrorism within the United States.  The TBI/Department of Safety is the primary agency for state coordination of crisis management pertaining to a terrorist incident.  The Cannon County Sheriff’s Office is the primary agency for Local coordination of Crisis management. While the federal government has primary authority, it is expected that they will require support from local and state law enforcement. *
Consequence Management.  Local Emergency Management is the agency that will coordinate response and recovery under consequence management in accordance with the local BEOP.  The Tennessee Emergency Management Agency (TEMA) is the Primary Agency for state coordination of consequence management for a terrorist incident.  TEMA uses the emergency management organizational relationships of the TEMP to coordinate state assistance to local governments for consequence management.  TEMA retains the responsibility for coordinating state and local operations with the Federal Coordinating Officer.  The TBI/ Department of Safety Director retains the authority to make state crisis management decisions at all times relative to terrorism incident management.

The Federal Emergency Management Agency (FEMA) is the federal lead agency for coordination of federal support to the state for consequence management, and retains that responsibility throughout the federal response as it acts in support of the Federal Bureau of Investigation.  

IV. PLANNING ASSUMPTIONS AND CONSIDERATIONS


In planning for and responding to a terrorist incident, managers and responders will find several considerations unique to the emergency.  Those providing leadership for the responders must give additional consideration to the safety of those responding to the emergency.  The quickly escalating, multi-agency nature of the response requires additional coordination.  All responders must be aware of the need for evidence preservation and conservation, to include responder interaction with the media.  Special considerations should be given to victims’ needs and rights, including confidentiality.


No single government or private agency at local, state, federal, or national level possesses the authority and expertise to act unilaterally on the many difficult issues that are the consequences of threats or acts of terrorism, especially those 
   involving chemical, biological or radiological contaminants or weapons of mass destruction (WMD).


An act of terrorism may produce consequences that will quickly overwhelm the local and state government capabilities.  Those same consequences may also overwhelm existing Federal response capabilities.


Local, state and federal responders are likely to have overlapping responsibilities such as controlling access to the incident area, targeting public information messages, assigning operational sectors for responding agencies, and assessing potential effects on the population and the environment.  Different areas of the incident perimeter and different layers of the area may have different agencies controlling access.  This layering and sector responsibility may impede overall response if not adequately coordinated.


In the event of a terrorist incident, a TEMA representative will report to the Incident Command Post to offer advice and state support to cover gaps in the local response capabilities.  This same representative will assist in assessing needs beyond the state’s capabilities and begin coordinating federal assistance and response on scene.


First responders cannot be required to put their own lives as risk in a chemical, biological or radiological contaminated environment if protective capabilities are not available.  The perimeter may be closed until the level of contamination has degraded to a level that is considered safe for first responders.

V. CONCEPT OF OPERATIONS

A. Crisis Management.  Local Law Enforcement provides a response to a range of incidents, including:

A credible threat, whether verbal, written, intelligence-based, or other       form.


An act of terrorism 


The presence of an explosive devise or WMD capable of causing a significant destructive event confirmed prior to actual loss of life or property. (significant threat)


The detonation of a device or other destructive event, with or without warning, that results in limited injury or death.  (limited consequences, requires state and local consequence management response)


The detonation of a device or other destructive event, with or without warning, that results in substantial injury or death.  (major consequences, requires federal consequence management response)

During crisis management, Local Law Enforcement will coordinate closely with the TBI, Department of Safety and the FBI to achieve a successful law enforcement resolution to the incident.  The local Law Enforcement will determine what assistance authorities may need from state and other agencies to support crisis management.  Local law enforcement will coordinate this request through their EMA.  The TBI/ Department of Safety will coordinate requirements with other state agencies, to include TEMA.  Per the Terrorism 
Incident Annex to the Federal Response Plan, the FBI Field Office responsible 
for the incident site will modify its Command Post to serve as a Joint 
Operations Center (JOC).  The JOC will function under the standard ICS with an additional cell for Consequence Management.  Representation within these groups includes some Federal, State, and local agencies with roles in consequence management.  The FBI will request selected consequence management agencies to serve in certain groups.

A. Consequence Management

1. Pre-Incident

Federal agencies may notify various agencies, including local law enforcement, the TBI/ Department of Safety and TEMA, of a significant threat of an act of terrorism.  Local government may decide to establish a Forward Command Post (FCP) at the scene for coordination between the local incident commander and the state representative (normally the Area Field Coordinator) and the FBI.  The Incident Command System will be utilized.  If a JOC is established, a local EMA representative will work with a TEMA representative to monitor crisis response and providing advice on decisions that may have implications for consequence management, and to provide continuity should consequence management response become necessary.  Operational reports will be shared between the crisis management and consequence management lead agencies.  Although operational decisions will be made cooperatively to the greatest extent possible, the FBI On-Scene Commander retains authority to make federal crisis management decisions at all times.

As the situation progresses, the EMA Director may activate the Emergency Operations Center.  Consequences may become imminent.  State and Federal assets may be requested to avert or lessen the threat of a catastrophe.  The TEMA Director may activate the SEOC.  Co-location of Local, State and Federal agencies may be utilized for a Unified Command.

2. Trans-Incident (Situation involves transition from threat to act)

If consequences become imminent, the consequence management agencies will begin to disengage from the JOC.  A joint information centers (JIC) (Local, state and federal) will be established in the field to respond to the media, to members of Congress, and foreign governments.  Local PIO will respond to questions from the media for the local government.

3. Post-Incident (Incident without warning)

If what appears to be an act of terrorism occurs without warning and produces major consequences, Local law-enforcement and EMA will initiate crisis and consequence management actions concurrently.  EMA will immediately consult with the County Executive’s / Mayors office to declare a state of emergency.  During consequence management response, The local BEOP will be utilized to coordinate consequence response.

4. Disengagement

If there is no act of terrorism, the consequence management response disengages when the local EMA Director, in consultation with local law enforcement and TEMA, issues a cancellation notification through standard procedures.  Local agencies will disengage per standard procedures.

If there is an act of terrorism, then each agency responding will disengage at the appropriate time per standard procedure.  Agencies operating under other plans, may continue to assist local government monitoring, decontamination and site restoration.

VI. RESPONSIBILITIES

A. Law Enforcement (LE) will

· Appoint a LE on-site commander to provide leadership and direction for the Local crisis management response.

· Maintain coordination with the TBI/ Department of Safety and the FBI.

· Issue and track the status of crisis management actions assigned to Local agencies.

· Designate and assign the appropriate liaison and advisory personnel to support EMA.

· Determine when a threat of an act of terrorism warrants consultation with the Chief Elected Official’s office.

· Coordinate the local crisis management response with the lead federal and state crisis management agencies.

B. EMA will

· Convene meetings to formulate incident action plans, define priorities, review status, resolve conflicts, and identify issues that require decisions from higher authorities, and evaluate the need for additional resources.

· Issue and track the status of consequence management actions assigned to local agencies.  A common system should be used by LE and EMA to provide a capability to control, prioritize, de-conflict, and as appropriate, to audit and reimburse tasking given to Local agencies.

· Track the status of assistance requests.

· Establish/activate the EOC.

· Establish Mobile Command Posts (MCPs).

· Coordinate the Local consequence management response with the lead Federal and State consequence management agencies.

· Coordinate infrastructure vulnerability analysis.

C. Supporting Agencies.  Other than the changes noted in this annex, all other agencies will respond as identified in the BEOP.
National Terrorism Advisory System

The National Terrorism Advisory System, or NTAS, replaces the color-coded Homeland Security Advisory System (HSAS). This new system will more effectively communicate information about terrorist threats by providing timely, detailed information to the public, government agencies, first responders, airports and other transportation hubs, and the private sector.

It recognizes that Americans all share responsibility for the nation’s security, and should always be aware of the heightened risk of terrorist attack in the United States and what they should do.

NTAS Alerts

Imminent Threat Alert

Warns of a credible, specific, and impending terrorist threat against the United States.

Elevated Threat Alert

Warns of a credible terrorist threat against the United States.

After reviewing the available information, the Secretary of Homeland Security will decide, in coordination with other Federal entities, whether an NTAS Alert should be issued.

NTAS Alerts will only be issued when credible information is available.

These alerts will include a clear statement that there is an imminent threat or elevated threat. Using available information, the alerts will provide a concise summary of the potential threat, information about actions being taken to ensure public safety, and recommended steps that individuals, communities, businesses and governments can take to help prevent, mitigate or respond to the threat.

The NTAS Alerts will be based on the nature of the threat: in some cases, alerts will be sent directly to law enforcement or affected areas of the private sector, while in others, alerts will be issued more broadly to the American people through both official and media channels.

Sunset Provision

An individual threat alert is issued for a specific time period and then automatically expires. It may be extended if new information becomes available or the threat evolves.

NTAS Alerts contain a sunset provision indicating a specific date when the alert expires - there will not be a constant NTAS Alert or blanket warning that there is an overarching threat. If threat information changes for an alert, the Secretary of Homeland Security may announce an updated NTAS Alert. All changes, including the announcement that cancels an NTAS Alert, will be distributed the same way as the original alert.

The NTAS Alert – How can you help?

Terrorism Information

Terrorism information and intelligence is based on the collection, analysis and reporting of a range of sources and methods. While intelligence may indicate that a threat is credible, specific details may still not be known. As such, Americans should continue to stay informed and vigilant throughout the duration of an NTAS Alert.

Each alert provides information to the public about the threat, including, if available, the geographic region, mode of transportation, or critical infrastructure potentially affected by the threat; protective actions being taken by authorities, and steps that individuals and communities can take to protect themselves and their families, and help prevent, mitigate or respond to the threat.

Citizens should report suspicious activity to their local law enforcement authorities. The “If You See Something, Say Something™” campaign across the United States encourages all citizens to be vigilant for indicators of potential terrorist activity, and to follow NTAS Alerts for information about threats in specific places or for individuals exhibiting certain types of suspicious activity. Visit www.dhs.gov/ifyouseesomethingsaysomething to learn more about the campaign.
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