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SPECIAL PROVISION 

 

REGARDING 

PROHIBITION ON CERTAIN TELECOMMUNICATION AND VIDEO  

 

SURVEILLANCE SERVICES OR EQUIPMENT 

 

Installation of telecommunication and video surveillance equipment, services or systems shall contain 
no components from providers as listed in Title 2 Code of Federal Regulations (CFR) Part 200.216. 

The prohibition on certain telecommunication and video surveillance services or equipment regulation 
in Title 2 CFR 200.216 shall apply to this contract.  Take all necessary and reasonable steps in accordance 
with Title 2 CFR 200.216 to ensure that no prohibited telecommunication and video surveillance services 
or equipment are included in any of the work in this contract.  As defined in Title 2 CFR 200.471, the 
regulation provides clarity that the telecommunications and video surveillance costs associated with 
Title 2 CFR 200.216 are unallowable for services and equipment from the providers. 

It is prohibited from installing equipment, services, or systems that use covered telecommunications 
equipment or services from providers described in section 889 of the National Defense Authorization 
Act for Fiscal Year 2019 (NDAA 2019).   

As described in section 889 of the NDAA 2019, “covered telecommunications equipment or services” 
means: 

• Telecommunications equipment produced by Huawei Technologies Company or ZTE 
Corporation (or any subsidiary or affiliate of such entities); 

• Video surveillance and telecommunications equipment produced by Hytera Communications 
Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology Company 
(or any subsidiary or affiliate of such entities); 

• Telecommunications or video surveillance services provided by such entities or using such 
equipment; or 

• Telecommunications or video surveillance equipment or services produced or provided by an 
entity that the Secretary of Defense, in consultation with the Director of the National 
Intelligence or the Director of the Federal Bureau of Investigation, reasonably believes to be an 
entity owned or controlled by, or otherwise connected to, the government of a covered foreign 
country.  The term “covered foreign country” means the People’s Republic of China. 

Any prohibited equipment installed must be removed and replaced at the contactor’s expense with 
acceptable equipment. 


