
FY 2021 HOMELAND SECURITY GRANT PROGRAM 
INVESTMENT APPLICATION INSTRUCTIONS

Before completing the FY 2021 Homeland Security Grant Program (HSGP) Investment Justification (IJ) proposals, please read this 
Instructions Page and the Notice of Funding Opportunity (NOFO) – specifically, HSGP & UASI Funding Priorities and the Allowable 
Program Activities sections. Information specific to the grant criteria and guidelines for your investments is contained within those 
sections. Also, please ensure your projects are in alignment with the National and State priorities.  Applications must be complete and 
correct in order to be approved.   

PURPOSE: The purpose of this application is to build the State’s Investment Justification (IJ) for FY 2021 homeland security grant funds 
from the Department of Homeland Security/FEMA. DHS has mandated that applicants meet a required minimum spending in specific 
National Priority areas. This IJ outlines how the funds will be spent and in what areas. Should the applicant not address these 
requirements adequately, as deemed by DHS/FEMA, funding may be forfeited to another state. Having a strong, concise, and complete 
IJ ensures Tennessee will receive the initial proposed amount without delay and positions us for possible additional funding from 
applicants that do not meet DHS/FEMA IJ requirements. 

All FY 2021 Homeland Security Grant Program forms and related documents can be found on the Department of Safety & Homeland 
Security and TEMA websites  https://www.tn.gov/safety/homeland-security/grants.html and 
https://www.tn.gov/tema/emergency-community/grant-programs/hom.html respectively. Examples of the completed forms are also located 
on the TDOSHS and TEMA websites to assist you with completing the applications.

The following guidance pertains to sections in the Investment Application which require information.

POINT of CONTACT Sheet – Please complete all of the fields on the POINT of CONTACT Sheet. If you have an alternate point of 
contact person that you would like to identify, please indicate in the comments section. The Total Award block will auto-populate the 
dollar sign and commas - all that is required to be entered are the dollar and cent amounts (this is the amount your District or UASI was 
awarded). The Total All Projects block will auto-populate the amounts of all of your investment sheets. The Phone Number blocks will 
auto-populate the dash and area code brackets - all that is required to be entered are the phone number digits. 

INVESTMENT Sheets – Please complete all of the fields on the INVESTMENT sheet. Each INVESTMENT sheet is for one (1) identified 
National Priority. You may have several projects listed per sheet, but all of the projects must align with the selected priority. 
Investment Title – Assign a title of your choice to each investment.
National Priority - This is a drop-down field – select the priority that the investment addresses.
Law Enforcement Terrorism Prevention Activities (LETPA) Only Investment – Select YES or NO. This is to indicate an investment 
with LETPA projects that only applies to the law enforcement minimum spend requirement. If you have a law enforcement investment(s) that 
is combined with other disciplines - please indicate it in the description.
Investment Total - Total cost of the outlined investment(s). This field auto populates the dollar sign and commas - enter dollars and cents 
amounts only.
Investment Description – Please be clear, concise and complete. When completing the Investment Description, please articulate what 
Core Capabilities your investments are addressing (found in the NOFO under SHSP and UASI Funding Priorities); what needs or gaps 
your investments are addressing (e.g. Training, Equipment & Capital Expenses, Awareness Campaigns, Planning, Exercises, etc., also 
found under the SHSP and UASI Funding Priorities); who will receive/manage the investment; and keep the investments in alignment 
with the Priority you selected.  Lastly, please limit the number of individual county investments and focus on District wide investments - 
investments will be evaluated by FEMA/DHS personnel for effectiveness, adherence to programmatic guidelines, fiscal soundness, 
implementation timeliness and completeness.

FUNDS FOR THE FUSION CENTER 
If your District is allocating funds to the Fusion Center – please make this a separate investment. 
National Priority – Select "Intelligence & Information Sharing"
LETPA Investment - “YES” 
Investment Description –  Please enter the following: “Funds are allocated for Fusion Center activities and are applied towards the Law 
Enforcement Terrorism Prevention Activities (LETPA) HSGP allocation requirement.” 
Investment Total - Enter the amount for allocation. 

If you have any questions or need assistance with this form, please contact Agent James Cotter james.cotter@tn.gov with the Tennessee 
Department of Safety and Homeland Security.
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	Date1_af_date: 1/4/21
	District: [Select]
	POC Names: Humma Kavula
	Agency: Viltvodle VI
	Email: Humma@viltvodle.gov
	Cell#: 1118675309
	Award Amt: 900000
	Text1: ***PLEASE NOTE*** When completing the Investment Description, please articulate what Core Capabilities your investments are addressing (found in the NOFO under SHSP and UASI Funding Priorities) and what needs or gaps your investments are addressing (e.g. Training, Equipment & Capital Expenses, Awareness Campaigns, Planning, Exercises, etc., also found under the SHSP and UASI Funding Priorities).  Please try to reference lessons learned, After Action Reports from recent incidents, current national/world events, etc., when developing your investments. 

Please limit the number of individual county investments and focus on district-wide or multi-phased/year investments to maximize funding amounts. Investments will be evaluated by FEMA/DHS personnel for effectiveness, adherence to programmatic guidelines, fiscal soundness, implementation timeliness and completeness. 

Lastly, when developing investments, please be mindful of future sustainment and budgeting opportunities - this is addressed in the NOFO.

The following pages are example formats for various investments - please do not copy and paste these examples - check the Authorized Equipment List and Grant NOFO before writing your investments.
	Priority 1: [Enhancing Cybersecurity]
	Priority 2: [Soft & Crowded Spaces Security]
	Group1: Choice2
	Group2: Choice2
	Group3: Choice1
	office#: 1118675309
	project 2 text: LETPA FUNDS PROJECT - Due to recent active shooter events across the country - the district will enhance physical security and the ability to interdict and disrupt an unlawful act or dangerous event at our 120 annual special events with the purchase of a mobile, passive surveillance CCTV unit. This equipment will be maintained by the Knowhere Sheriff's Department and will be a deployable resource for the entire district. Training (use and care) is included in the package and will be offered to personnel from each of the counties to ensure an adequate number of personnel are trained in the proper use and deployment (this project addresses the Detection and Physical Security core capabilities and Equipment need for enhancing safety and security) - $65,000.00. 

LETPA FUNDS PROJECT - Due to the number of special and critical events that occur during the hours of darkness, portable security lighting is needed to enhance physical security and safety. The district will purchase two (2) portable, generator powered lighting units. These units will be maintained by the Xandar and Knowhere County Sheriff's Departments and will be deployable across the district for various special and critical events that need support/additional lighting (this addresses the Physical Protective Measures core capability and addresses the Equipment need for enhancing safety and security) - $50,000.00.

The district will purchase a mobile Long Range Public Address System to provide information and warnings at special and critical events. This will be a district-wide deployable asset and Terra County EMA will maintain the equipment (this addresses the Public Information and Warning core capability and the Equipment need for enhancing safety and security) - $10,000.00.

Xandar County's mobile command post needs to replace a satellite dish that enables communications and operational coordination between different agencies that support our special events or respond to critical incidents. This asset is deployable, used across the district monthly, has been deployed out of state to support disaster relief efforts, and is critical to providing communications at special events to ensure the safety of event attendees and staff (this addresses Operational Coordination and the Intelligence and Information Sharing core capabilities and the Equipment need for safety and security) - $5,000.00.

The district will purchase portable bollards for all eight (8) county EMA agencies to be used at  special events, election locations, and critical incident sites to direct pedestrian and vehicle traffic; while increasing safety and security (this addresses the Access Control core capability and Equipment need) - $50,000.00.





	project 1 text: LETPA FUNDS will be used to support this investment - $10,000.00.

Based on DHS CISA Election Security Best Practices for critical infrastructure - District XX will purchase network firewalls, backup servers for voter registration data, and patch management software for each of the district's eight (8) election commissions. Currently, none of the commissions are meeting these standards and this project will fill an identified gap in cybersecurity for the election commissions; while increasing election resiliency (this investment addresses the Cybersecurity core capability and Equipment need to reduce risk) -  $75,000.00. 

Based on Cybersecurity Industry Best Practices and the DOTGOV act of 2020 - the district will purchase and migrate all of the eight (8) counties to a .gov (DOTGOV) domain and purchase SSL/TLS certificates for each entity in an effort to enhance cyber protective measures. Currently, none of the counties are .gov and only two (2) have active SSL/TLS certificates on their current domains (this investment addresses the Cybersecurity core capability and follows recommended guidelines to reduce cybersecurity risk) - $18,750.00.

Based on recent trends involving ransomware and network compromises - the district will contract with a current vendor to purchase phishing and social engineering training/testing for all of the district's eight (8) counties and twenty-seven (27) cities to reduce the long-term vulnerability of these types of cyber incidents (this investment addresses the Cybersecurity core capability and a Training need and gap) - $6,250.00. 







	Total all pages: 900000
	Investment Title1: District Cybersecurity 
	Investment total 1: 100000
	investment total 2: 180000
	Investment Title 2: Event Security
	Investment Title3: Fusion Center Support
	Priority 3: [Intelligence & Information Sharing ]
	project 3 text: District funds are being allocated for Fusion Center activities and are applied towards the Law Enforcement Terrorism Prevention Activities (LETPA) HSGP allocation requirement (this addresses the Intelligence & Information Sharing core capability and Fusion Center operations need) - $10,000.00.

District funds will be used to establish a district real-time information and  intelligence sharing center at the Xandar County Sheriff's Department. The purpose of this center is to enhance information and intelligence sharing efforts with State, Local and Federal agencies across the State of Tennessee; and will be staffed and supported by all eight (8) counties in the district. Funding will be used to supply and train the analysts that will staff the center. No funds will be used for construction, hiring of personnel, or vehicles. Items to be purchased will include a server, lap top computers, monitors, projection equipment and licenses to gain access to various criminal and terrorism related data sources and properly manage data as required by Federal and State laws (this addresses and enhances the Intelligence & Information Sharing core capability while improving sharing activities with other Local, State and Federal agencies) - $80,000.00.

Funds will be allocated for DHS approved Intelligence Analyst training for newly hired and existing analysts (this addresses the Training need to ensure quality intelligence and information trade-craft and core capabilities) - $10,000.00.


	Investment total 3: 100000
	Group4: Choice2
	Investment Title4: Countering Emergent threats
	Priority 4: [Emergent Threats]
	project 4 text: LETPA FUNDS PROJECT - As indicated in the DHS NOFO for this grant period - the district will purchase Unmanned Aerial System (UAS) detection technology to interdict and disrupt unauthorized UAS operations near or at mass gathering events, crime scenes, our international airport and search and rescue operations. This will be a district asset and deployable across the district and available to be deployed across the state. This equipment will be maintained at the Knowhere Sheriff's Department (this addresses the Interdiction, Disruption, Physical Security, Search, Detection and Intelligence & Information Sharing core capabilities; and addresses an Equipment need to improve safety and security) - $75,000.00. 

LETPA FUNDS PROJECT - Xandar County has the district's only Hazardous Devices Unit (HDU/Bomb Squad) and is in need of new X-Ray equipment to replace current equipment that has reached its end of life and is no longer supported by the manufacturer. Acquiring new X-Ray equipment will greatly enhance the team's ability to screen and detect hazardous devices and respond accordingly. This purchase will also bring the team into compliance with current FBI and NBSCAB recommendations for latest equipment requirements (this addresses the Physical Protective Measures, Interdiction and Disruption core capabilities and Equipment need for safety and response) - $75,000.00.

Due to the availability of dual use chemicals and the threat of CBRNE attacks - the district will purchase handheld raman analyzers for the district-wide HAZMAT team. These devices will be a deployable district resource - training for the use and care is included and will be offered to all members of the team. These units will greatly improve the ability to protect, detect, respond and recover from a critical event involving hazardous materials (this addresses the Screening, Search & Detection core capabilities and the Equipment need to enhance safety and security) - $25,000.00.





***IF YOU HAVE MORE PROJECTS THAN THE PAGE WILL ALLOW, PLEASE MAKE A NOTE THAT THE INVESTMENT CONTINUES ON THE NEXT PAGE *** THE NEXT PAGE IS A CONTINUATION OF EMERGENT THREATS***
	Investment total 4: 175000
	Group5: Choice2
	Investment Title5: Equipment Needs - Emergent Threats
	Priority 5: [Emergent Threats]
	project 5 text: LETPA FUNDS PROJECT - The district will acquire Stop the Bleed training, tourniquets and first aid kits for each of the law enforcement agencies in the district (approximately 600 personnel) to enhance personal protective and response measures/capabilities (this addresses Physical Protective Measures core capability and enhances safety and security while addressing Equipment and Training needs) - $25,000.00.  

Due to lessons learned from the 2020 Kyloth Bombing - the district will purchase alternate communications equipment for all of the district EMA Directors, Sheriff's Departments, Police Departments, Fire Departments, and Ambulance Service dispatch centers so they may maintain operational communications should power or communications infrastructure be rendered inoperable.  This equipment will not be tied to a single Phone and/or Internet Provider for this immediate area. This purchase will include voice and data plans, phones and mobile devices (laptops and iPads/Tablets) and will enhance the response and recovery capabilities of these agencies in the event of a critical event (this addresses the Planning and Operational Coordination core capabilities while enhancing response, recovery, and security capabilities). This is a multi-phase project - $100,000.00.

Several local HAZMAT teams need to replace SCBA bottles due age and to not being able to be certified. Having certified SCBA equipment will sustain detection, response and recovery capabilities throughout the district (this addresses the Physical Protective Measures core capability while sustaining and enhancing response, recovery, detection and safety capabilities) - $100,000.00.

TN Task Force XX, which resides in Xandar County, needs to replace ten (10) Level A HAZMAT suits in order to maintain a deployable status and carry out detection, response and recovery duties (this addresses the Physical Protective Measures core capability while sustaining detection, response, recovery and safety capabilities of an established core FEMA Typed resource) - $80,000.00. 

Based on lessons learned during the primary election cycle and tornado outbreak, the district will purchase mobile generators for all of the district's eight (8) election commissions to provide backup power for polling locations in the event of power outages caused by storms or man-made events. Mitigating election disruptions will increase the election commission's resiliency and strengthen this critical infrastructure sector (this addresses Infrastructure Systems and Vulnerability Reduction core capabilities while filling an Equipment need to maintain Continuity of Operation of a DHS identified Infrastructure System) - $20,000.00.





	Investment total 5: 325000
	Group6: Choice1
	Investment Title6: Violent Extremism Project
	Priority 6: [Combating Violent Extremism]
	project 6 text: Due to recent events with the National Election cycle regarding misinformation and disinformation campaigns - the district plans to purchase Data Acquisition software and Data Fusion/Synthesis software for several law enforcement agencies to identify and analyze mis/disinformation open source campaigns, targeted violent threats, and tips & leads to provide actionable and timely information and/or intelligence to local, state and federal counterparts (this addresses Interdiction and Disruption; Intelligence and Information sharing; Planning and Operational Coordination Core Capabilities) - $15,000.00.

The district will also acquire training that is in alignment with 28 CFR part 23 and the protection of citizens civil rights and liberties (this addresses Risk Management and Protection program Core Capability and fulfills a Training need) - $5,000.00.   


	Investment total 6: 20000


