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Notice of Data Breach 

To State Tn Funder: 

We are sorry to tell you about a privacy event. This letter is from Change Healthcare ("CHC"). We work 
with many doctors, health insurance plans, and other health companies to help provide health services or 
benefits. This event may have involved your data. 

What happened? 
On February 21, 2024, CHC found activity in our computer system that happened without our pennission. 
We quickly took steps to stop that activity. We began investigating right away, and hired a special team to 
help us. We also called law enforcement. We also turned off CHC's systems to help protect our customers 
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and their individuals. 

On March 7, 2024, we learned a cybercriminal was able to see and take copies of some data in our computer 
system. This happened between February 17, 2024 and February 20, 2024. We received files that were safe 
to look at on March 13, 2024. 

What information was involved? 
We have told our clients about this event. Starting on June 20, 2024, we also told our clients about what data 
may have been seen and taken. We encourage you to remain vigilant by checking qills and accounts. The 
data that may have been seen and taken includes contact information (such as name, address, date of biiih, 
phone number, and email) plus one or more of the following: 

• Health insurance data (such as health plans/policies, insurance companies, member/group ID numbers, 
and Medicaid-Medicare-government payor ID numbers) 

• Health data (such as medical record numbers, doctors, diagnoses, medicines, test results, images, care, 
and treatment) 

• Billing, insurance claims and payment data (such as claim numbers, account numbers, billing codes, 
payment cards, financial and banking, and balance) 

• Other personal data (such as Social Security number, driver's license or state ID number, or other ID 
number) 

The data that may have been seen and taken was not the same for everyone. Some of this data may be about 
the person who paid the bill for health care services. 
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Why did this happen? 
A cybercriminal accessed our computer system without our permission. 

What is CHC doing? 
We investigated and called law enforcement. We are also making our computer systems even stronger than 
before. We do not want this to happen again. 

We would like to offer you free credit monitoring and identity theft protectio services. We will pay for the 
cost of this service for 2 years so that it is free for you. We have attached steps on how to sign up for this free 
service. 

What you can do: 
You can sign up for the free credit monitoring and identity protection services. JBe sure that bills and accounts 
look correct. We have attached steps on how to do that. If you learn of a crime against you, you can file a 
report with law enforcement. 

What if I have a question? 
If you have any questions or concerns, please call us toll free at 1-866-262-5342. You can also learn more at 
changecybersupport.com. We are sorry for any concern this event may cause. 

Sincerely, 

Change Healthcare Privacy Office 
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Aviso de filtracion de datos 

Para State Tn Funder: 

Lamentamos informarle sobre una filtraci6n de datos. Esta carta es de Change Healthcare ("CHC"). 
Trabajamos con muchos medicos, planes de seguro medico y otras compafiias de salud para brindar 
servicios o beneficios de salud. Este evento puede haber involucrado sus datos. 

;Que sucedio? 
El 21 de febrero de 2024, CHC detect6 que hubo actividad en nuestro sistema informatico sin nuestro permiso. 
Rapidamente tomamos medidas para detener dicha actividad. Comenzamos a investigar de inmediato y 
contratamos a un equipo especial ·para que nos ayudara. Tambien llamamos a la policia. Asimismo, 
desactivamos los sistemas de CHC para proteger a nuestros clientes y a sus personas. 

El 7 de marzo de 2024, nos enteramos de que un ciberdelincuente pudo ver y tomar copias de algunos datos 
en nuestro sistema informatico. Esto sucedi6 entre el 17 de febrero de 2024 y el 20 de febrero de 2024. 
Recibimos archivos que eran seguros para consultar el 13 de marzo de 2024. 

;Que informacion se vio involucrada? 
Les informamos a nuestros clientes sobre este evento. A partir del 20 de junio de 2024, tambien informamos 
a. nuestros clientes sobre que datos pudieron haberse visto y extraido. Le recomendamos que permanezca 
alerta revisando las facturas y cuentas. Los datos que se pudieron haber visto y extraido incluyen informaci6n 
de contacto ( como nombre, direcci6n, fecha de nacimiento, numero de telefono y correo electr6nico) y uno o 
mas de los siguientes detalles: 

• Datos del seguro medico ( como planes/p6lizas de salud, compamas de seguros, numeros de 
identificaci6n de miembros/grupos y numeros de identificaci6n de pagadores del gobiemo de 
Medicaid-Medicare) 

• Datos de salud ( como numeros de historias clinicas, medicos, diagn6sticos, medicamentos, resultados 
de pruebas, imagenes, atenci6n y tratamiento) 

• Facturaci6n, reclamaciones de seguros y datos de pago ( como numeros de reclamaci6n, numeros de 
cuenta, c6digos de facturaci6n, tarjetas de pago, datos financieros y bancarios, y saldo) 

• Otros datos personales ( como el numero de· Seguro Social, la licencia de conducir o el numero de 
identificaci6n estatal, u otro numero de identificaci6n) 
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Los datos que se pudieron haber vista y extraido no eran los mismos para lodes. 
pueden ser sobre la persona que pag6 la factura de los servicios de atenci6n riledica. 

;,Por que ocurri6 esto? 
Un ciberdelincuente accedi6 a nuestro sistema informatico sin nuestro permi~o. 

;,Que esta haciendo CHC? I 

Algunos de estos datos 

Investigamos y llamamos a la policia. Tambien estamos reforzando nuestros sistemas informaticos aun mas 
que antes. No queremos que esto vuelva a suceder. 

Nos gustaria ofrecerle servicios gratuitos de monitoreo de credito y protecci6n contra el robo de identidad. 
Pagaremos el costo de este servicio durante 2 afios para que sea gratis para usfed. Remos adjuntado los pasos 
a seguir para registrarse en este servicio gratuito. 1 

Que puede hacer usted: 
Puede suscribirse a los servicios gratuitos de monitoreo de credito y protecci6n de identidad. Verifique que 
las facturas y las cuentas sean correctas. Se adjuntan los pasos sobre c6mo hicerlo. Sise entera de un delito 
en su contra, puede presentar una denuncia ante la policia. 1 

;,Y si tengo una pregunta? 
Si tiene alguna pregunta o inquietud, llamenos al numero gratuito 1-866-26215342. Tambien puede obtener 
mas informaci6n en changecybersupport.com. Lamentamos cualquier preoc paci6n que este evento pueda 
causar. 

Atentamente. 

Change Healthcare Privacy Office 

'V 



ATTENTION: If you speak English, language assistance services, free of charge, are available to you. Call 
1-866-262-5342 (TTY: 1-866-262-5342). 

ATENCION: si habla espafioI; tiene a su disposici6n servicios gratuitos de asistencia lingi.iistica. Llame al 
1-866-262-5342 (TTY: 1-866-262-5342) .. 

ATANSYON: Si w pale Kreyol Ayisyen, gen sevis ed pou lang ki disponib gratis pou ou. Rele 1-866-262-
5342 (TTY: 1-866-262-5342) 

CHU Y: N€u b~n n6i Ti€ng Viet, c6 cac djch V\l h6 trq ng6n ngu mi~n phi danh cho b~n. Goi s6 11-~66-
262-5342 (TTY: 1-866-262-5342). 

ATEN<;AO: Se fala portugues, encontram-se disponiveis servi9os linguisticos, gratis. Ligue para 1-866-
262-5342 (TTY: 1-866-262-5342). 

;:i:~:tz□ ~1~.Hfffl~ifflcpjc, 1~i:iJ J;l~J:f:flU~!~ ~ fiW:Jfllif£o !~ttffl 1-866-262-5342 (TTY: 1-866-
262-5342) 0 

ATTENTION: Si vous parlez fran9ais, des services d'aide linguistique vous sont proposes gratuitement. 
Appelez le 1-866-262-5342 (ATS: 1-866-262-5342). 

P AUNA WA: Kung nagsasalita ka ng Tagalog, maaari kang gumamit ng mga serbisyo ng tulong sa wika 
nang walang bayad. Tumawag sa 1-866-262-5342 (TTY: l-866-262-5342). 

BHMMAHME: Ec;rn: Bbl r0Bop1ue Ha pyccKOM .S.C3b1Ke, TO BaM ,n:ocTyrrHl>I 6ecrrnaTHl>Ie ycnyrH rrepeBo,n:a. 
3BOHHTe 1-866-262-5342 (TeJieTaiirr: 1-866-262-5342). 

w:i~ \"'9.J) 866-262-5342 -1 \"'9Y. J..<,.:il .u~L: ~ _ftl_ji:i ~_,;.ill ~~L.....JI wLo~ u\-9 ,~I fi~I ~.l:o.:i:i w.iS. l~l ::U..~ 

.(866-262-5342-l :~I_, ~I 

ATTENZIONE: In cask la lingua palatal said litigant, so no disponibili servizi di assistenza linguistica 
gratuiti. Chiamare il numero 1-866-262-5342 (TTY: 1-866-262-5342). 

ACHTUNG: Wenn Sie Deutsch sprechen, stehen Ihnen kostenlos sprachliche Hilfsdienstleistungen zur 
Verfiigung. Rufnummer: 1-866-262-5342 (TTY: 1-866-262-5342). 

2? 0 1: ~~Oi ~ A~§o~AI ~ 7c3~, <2! Oi Al~ A·p::11 A~ ~.fi.£ 01§0~~ *~~LI q_ 1-866-262-5342 

(TTY: 1-866-262-5342)'r:! o £ ~£~ciH 2?~Al2.. 

UW AGA: Jezeli m6wisz po polsku, mozesz skorzystac z bezplatnej pomocy j~zykowej. Zadzwon pod 
numer 1-866-262-5342 (TTY: 1-866-262-5342). 

~~at.l: cit nil =>j°d'~Lrll ouc-t.rll ~' ctl R:~c--s etl"\:ll ~el~ ~cu~ rll-ll~l l-llZ a"ll.c-t.C,..U t). ~at B~ 1-866-

262-5342 (TTY: 1-866-262-5342). 

t~uu :n10 !oJn.L~GJ fl7'1Y7 L'VlU!oJrn~1:1-11·m L6llu ~n1~6ll1mV1~u'V17-:Jfl7'1Y7 L1n'W ~ 1'Vl~ 1-866-262-5342 (TTY: 1-866-
262-5342). 



REFERENCE GUIDE 

Review Your Account Statements 

Carefully review statements sent to you from your healthcare providers, insu 
1
ance company, and financial 

institutions to ensure that all of your account activity is valid. Report any questionable charges promptly to 
the provider or company with which you maintain the account. I 

Provide Any Updated Personal Information to Your Health Care Provider 

Your health care provider's office may ask to see a photo ID to verify your ideJtity. Please bring .a photo ID 
with you to every appointment if possible. Your provider's office may also as~.I you to confirm your date of 
birth, address, telephone, and other pertinent information so that they can I.make sure that all of your 
information is up-to-date. Please be sure and tell your provider's office when there are any changes to your 
information. Carefully reviewing this information with your provider's office 1t each visit can help to avoid 
problems and to address them quickly should there be any discrepancies. 

Order Your Free Credit Report 

To order your free annual credit report, visit www.annualcreditreport.com, call oll-free at (877) 322-8228, or 
complete the Annual Credit Report Request Form on the U.S. Federal Trade C mmission's ("FTC") website 
at www.ftc.gov and mail it to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-
5281. The three credit bureaus provide free annual credit reports only through the website, toll-free number 
or request form. 

Upon receiving your credit report, review it carefully. Look for accounts you did not open. Look in the 
"inquiries" section for names of creditors from whom you have not requested :credit. Some companies bill 
under names other than their store or commercial names; the credit bureau will be able to tell if this is the 
case. Look in the '~personal information" section for any inaccuracies in infoJ1 ation (such as home address 
and Social Security Number). • • 

If you see anything you do not understand, call the credit bureau at the telephone number on the report. Errors 
may be a warning sign of possible identity theft. You should notify the credit bi reaus of any inaccuracies in 
your report, whether due to error or fraud, as soon as possible so the informatifn can be investigated and, if 
found to be in error, corrected. If there are accounts or charges you did not aut~orize, immediately notify the 
appropriate credit bureau by telephone and in writing. Information that cannot be explained should also be 
reported to your local police or sheriff's office because it may signal criminal abtivity. 

I 
How to Enroll in IDX Credit and Identity Monitoring Services 

As a safeguard, you may enroll, at no cost to you, in online credit monitoring anh identity restoration services 
provided by IDX for two years. To enroll in these services, please call CHC dt 1-866-262-5342 and ask to 
enroll. • I 
Individuals must enroll in order for the available services to go into effect, and the monitoring included in the 
membership must be activated to be effective. Please note that credit monitoringjservices may not be available 
for individuals who have not established credit or an address in the United State (or its territories) and a valid 
Social Security number. Enrolling in this service will not affect your credit scorci. If you need assistance, IDX 
will be able to assist you. I 
We encourage you to take advantage of these protections and remain vigilant for incidents of potential fraud 
and identity theft, including regularly reviewing and monitoring your credit repbrts and account statements. 

Contact the U.S. Federal Trade Commission l 
If you detect any unauthorized transactions in any of your financial accounts, pr mptly notify the appropriate 
payment card company or financial institution. If you detect any incidents of idJntity theft or fraud, promptly 
report the matter to your local law enforcement authorities, state Attorney General and the FTC. 



You can contact the FTC to learn more about how to protect yourself from becoming a victim of identity theft 
by using the following contact information: Federal Trade Commission, Consumer Response Center, 600 
Pennsylvania Avenue, NW, Washington, DC 20580; 1-877-IDTHEFT (438-4338); www.ftc.gov/idtheft/. 

Place a Fraud Alert on Your Credit File 

To protect yourself from possible identity theft, consider placing a fraud ale1i on your credit file. A fraud 
alert helps protect against the possibility of an identity thief opening new credit accounts in your name. When 
a credit grantor checks the credit history of someone applying for credit, the credit grantor gets a notice that 
the applicant may be the victim of identity theft. The alert notifies the credit grantor to take steps to verify 
the identity of the applicant. You can place a fraud alert on your credit report by calling any one of the toll
free fraud numbers provided below. You will reach an automated telephone system that allows flagging of 
your file with a fraud alert at all three credit bureaus. 

Equifax 

Experian 

Trans Union 

P.O. Box 105069 
Atlanta, Georgia 30348 

P.O. Box 9554 
Allen, Texas 75013 

P.O. Box 2000 
Chester, PA 19016 

1- 888-766-0008 www .equifax.com 

1-888-397-3742 www.expenan.com 

1-800-680-7289 www.transunion.com 

Security Freezes 

You have the right to request a credit freeze from a consumer reporting agency, free of charge, so that no new 
credit can be opened in your name without the use of a PIN number that is issued to you when you initiate a 
freeze. A security freeze is designed to prevent potential credit grantors from accessing your credit report 
without your consent. If you place a security freeze, potential creditors and other third patties will not be able 
to get access to your credit report unless you temporarily lift the freeze. Therefore, using a security freeze 
may delay your ability to obtain credit. 

Unlike a fraud ale1i, you must separately place a security freeze on your credit file at each credit bureau. To 
place a security freeze on your credit repmi you must contact the credit rep01iing agency by phone, mail, or 
secure electronic means and provide proper identification of your identity. The following information must 
be included when requesting a security freeze (note that if you are requesting a security freeze for your spouse, 
this information must be provided for him/her as well): ( 1) full name, with middle initial and any suffixes; (2) 
Social Security number; (3) date of birth; (4) current address and any previous addresses for the past five 
years; and (5) any applicable incident rep01t or complaint with a law enforcement agency or the Registiy of 
Motor Vehicles. The request must also include a copy of a government-issued identification card and a copy 
of a recent utility bill or bank or insurance statement. It is essential that each copy be legible, display your 
name and current mailing address, and the date of issue. 

Below, please find relevant contact information for the three consumer reporting agencies: 

Equifax Security Freeze P.O. Box 105788 1-800-685-1111 www .equifax.com 
Atlanta, GA 30348 

Experian Security Freeze P.O. Box 9554 1-888-397-3742 www.expenan.com 
Allen, TX 75013 

Trans Union P.O. Box 160 1-888-909-8872 www .transunion.com 
Woodlyn, PA 19094 

Once you have submitted your request, the credit reporting agency must place the security freeze no later than 
1 business day after receiving a request by phone or secure electronic means, and no later than 3 business days 


