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CONTRACT
BETWEEN THE STATE OF TENNESSEE,
DEPARTMENT OF SAFETY AND HOMELAND SECURITY
AND
CONTRACTOR NAME

This Contract, by and between the State of Tennessee, Department of Safety and Homeland Security
(“State”) and Contractor Legal Entity Name (“Contractor”), is for the provision of Queuing and Virutal Line
Management Services, as further defined in the "SCOPE." State and Contractor may be referred to
individually as a “Party” or collectively as the “Parties” to this Contract.

The Contractor is a/an Individual, For-Profit Corporation, Non-Profit Corporation, Special Purpose
Corporation Or Association, Partnership, Joint Venture, Or Limited Liability Company.

Contractor Place of Incorporation or Organization: Location

Contractor Edison Registration ID # Number

A. SCOPE:

A1, The Contractor shall provide all goods or services and deliverables as required, described, and
detailed below and shall meet all service and delivery timelines as specified by this Contract.

A.2. Definitions. For purposes of this Contract, definitions shall be as follows and as set forth in the
Contract:

a.

a. Active Hub 5.0 Central Power: A central powered hub which connects devices in a
network—generating signals on the output side to keep the signal strong while
transmitting and relaying data simultaneously to multiple devices.

Central Dashboard: displays a visual of real-time queuing ticket activity for all DSCs
across the state of Tennessee.

Check-in Kiosk: A free-standing touch screen device that has a printer built in or as an
accessory to the device and is capable of printing tickets for service. Interaction with a
Check-in Kiosk is a person's first step when arriving at a DSC to receive service.

Credential or Credentials: The terms “Credential” or “Credentials” means any form of
identification issued by the State, to include but not be limited to the following: driver
license, photo identification card, and handgun carry permit.

Driver Service Center (“DSC”): The term “Driver Service Center” or acronym “DSC” shall
mean the division within the Department of Safety and Homeland Security that is
responsible for issuance of Tennessee driver licenses. The term Driver Service Center
or acronym “DSC” shall also refer to the department or division of a state other than
Tennessee that performs the same essential function for that state.

Display Monitor: a device or devices that display real-time ticket numbers for a specific
Service Category; the device can either be a television or a computer monitor.

EQ Controller: A media system processor that communicates to display devices and
audio equipment.

Examiner: State personnel working in DSCs, whose roles include a minimum of
updating drivers’ records in ALIST, administering knowledge testing exams, and issuing
Credentials.

Express DSC: DSC that only processes the following types of Credentials: 1) renewal of

driver license or renewal of handgun carry permit; 2) duplicate driver license or duplicate
handgun carry permit; and 3) original photo identification card.
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Full Service DSC: DSC that provides the full range of services that may include, but not
be limited to the following: 1) perform knowledge, skills, and vision exams; 2) issue
renewal driver licenses; 3) issue duplicate driver licenses; 4) issue restricted driver
licenses; 5) issue original handgun carry permits; 6) issue renewal handgun carry
permits; 7) issue duplicate handgun carry permits; 8) issue original photo identification
cards; 9) provide reinstatements; and 9) issue initial driver licenses to new residents or
returning residents to ensure that an individual has a single driver license in only one (1)
state.

Information Counter: A place where a customer may be served when additional
information is needed before service can be completed or before a customer receives
services from an Examiner (i.e., documentation needs to be reviewed; questions need to
be answered; the Check-in Kiosk is malfunctioning).

Printer: Direct thermal receipt printer with interfacing capabilities.

Queuing Management System Solution (“QMS”): An all-inclusive solution of hardware,
software, maintenance and support, project management, and software configuration for
use by the State as a central management tool to control and manage customer flow and
schedule appointments. The QMS provides real-time information, communicated via
dashboard and reports—which provides State designated personnel with the ability to
view and analyze the customer flow in each DSC throughout the State, as well as,
monitor the activities of DSC employees to ensure customers receive service in an
efficient and orderly manner.

The QMS also provides DSC Examiners (“Examiners”) with the ability to call and serve
the customers. It incorporates some features, which help the Examiner and other State
designated personnel with the ability to gain more control over the queues, categories,
service times, wait times, and the rate at which customers are called for assistance.

Reinstatement DSC: DSC which accepts reinstatement fees and compliance documents,
as well as, removes suspensions and revocations from an individual’s driver license.

Service Categories: Various categories of services performed at DSCs as defined by the
State; these shall include, but not be limited to Credential issuance, knowledge testing,
and skills testing.

Static Counter Display Unit: A monitor or other display device that is used to display, for
identification purposes, the counter number of each Examiner workstation.

Third Party Partners: alternative resources utilized by the State in accordance with Tenn.
Code Ann. § 55-50-331(a) that authorizes the State to contract with others for the
provision of any service related to the issuance, examination, and renewal of driver
licenses subject to applicable contracting statutes and regulations.

Web-based Software: QMS software, which provides DSC Examiners (“Examiners”) with
the ability to call and serve the customers. It incorporates some features, which help the
Examiner and other State designated personnel with the ability to gain more control over
the queues, categories, service times, wait times, and the rate at which customers are
called for assistance.

Background.

a.

The State’s Driver Services Division is responsible for issuing driver licenses, non-driver
identification cards, and handgun carry permits (collectively “Credentials”), as well as,
maintaining, updating, and adding data to the State’s current driver records management
system for Tennessee residents.
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b. Operations. There are forty six (46) State-operated DCSs and up to sixty (60) Third Party
Partners located in eight (8) districts across the State covering two (2) time zones
(Eastern and Central). The DSCs are typically open two hundred forty-eight (248) days
per year, Monday through Friday, 8:30 am to 5:00 pm. The hours of Third Party Partners
may be similar. Operating days and hours are subject to change. Details can be found
at the State’s website (www.tn.gov/safety).

C. Transactions.
(1) The State serves on average almost two million eight hundred thousand (2.8
million) customers per year, generating approximately two million eight hundred

thousand(2.8 million) transactions per year.

Contract Goals and Objectives.

a. The Contractor shall provide a basic industry standard queuing management system, or QMS
Solution, which shall permit multiple categories of customers to be served in turn, but which also
prioritizes the services to be established at different Examiner workstations according to the
services being requested. Statistics from this type of QMS shall provide State designated
personnel with reports that not only contain summary statistics but also analyzes data to assist
with and guide the business operations of the State. The QMS shall also measure actual wait
time from the time an individual "checks in" until the time he or she reaches the counter. Data
from the QMS should be capable of being captured and stored for further analysis and reporting
purposes.

b. The Contractor shall provide services and interfaces necessary to calculate transaction time
captured by another system added to wait time captured by the QMS to give the State a total time
from when an individual enters the DSC and leaves the DSC.

c. The QMS Solution shall be fully implemented with all functionalities and interfaces no later than
June 15, 2026.

d. Data Ownership. Data created by the State is and shall remain the sole property of the State.
The Contractor shall not review, share, distribute, print, or reference any data except as expressly
defined by the terms of a Contract between the Contractor and the State. The Contractor may at
times view or access individual records and State configuration details for the purpose of
preventive maintenance or diagnosis and resolution of solution problems or user support issues.

QMS Description and Requirements.

a. The QMS shall consist of at minimum, a Check-in Kiosk, Printer, Display Monitor, a two
dimensional (2D) or three dimensional (3D) bar code reader, and operating software. The
QMS shall also include a system that enables customers to check-in anywhere and wait
anywhere to provide a contactless check-in option and a virtual waiting room.

b. Within DSCs, the QMS shall have the following requirements:

(1) The QMS’s software shall run on Contractor provided hardware compatible with
the Contractor’s operating software as agreed to by the Parties;

(2) The QMS shall generate tickets that include at minimum the DSC location name,
unique ticket number, customer name, current date and time, and Service
Category;

(3) The QMS shall provide the ability for the display of a ticket being called to a
certain counter (Information Counter or Examiner workstation);
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(4) The QMS shall display the ticket number that is being called on the Display
Monitor located within each DSC;

(5) The QMS shall, for reporting purposes, provide the ability to add and separate
any wait time components together and apart to get a true wait time from
issuance to closing of a ticket for any DSC;

(6) The QMS shall log and store tracking data related to system access, customer
visits (servicing Examiner ID, date/time, etc.) and any administrative actions or
configuration changes made to the QMS by authorized users for any DSC;

(7) All Examiner workstations within the DSC, the supervisor management
dashboard, and administrative office dashboard shall be able to be accessed
remotely for monitoring and reporting purposes;

(8) The QMS shall have an interactive display to view current operational status
throughout the day and reflect and/or display the following:

i. Number of customers waiting;
ii. Number of Examiner workstations open;

iii. Number of customers per Examiner workstation;

iv. Number of customers served per Service Category;

V. Wait time per customer;

vi. Wait time by Service Category;

vii. Wait time per Examiner workstation;

viii. Total wait time for the DCS.

iX. The QMS shall notate all customers left in the queue at DSC closing and

automatically remove these individuals. The QMS shall have the ability to
configure service priorities specific to the DSC (i.e. Express, Full Service,
or Reinstatement) — as not all locations provide the same services. The
QMS shall only display services applicable to the DSC.

C. Within the State’s administrative offices, the QMS shall have the following requirements:
(1) The QMS shall have the ability to be remotely monitored and centrally managed;
(2) All data shall be aggregated to, and housed in, a central location for reporting

and monitoring purposes from any location;

(3) Management and administrative office dashboard shall be accessible remotely
for monitoring and reporting purposes;

(4) The QMS shall have the capability of being remotely accessed — as a whole or
within individual DSCs — for diagnostic, operational, and supervisory
functionalities and requirements;

(5) The QMS shall have a real-time display to view current operational status for all

Examiners, Examiner workstations, and/or DSCs collectively and individually;
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(6) The QMS shall display the number of customers waiting collectively (throughout
the state) and individually (at each DSC);

(7) The QMS shall display the number of Examiner workstations open;
(8) The QMS shall display the number of customers served;
(9) The QMS shall display the number of customers served per Service Category;

(10) The QMS shall display the wait time per customer;

(11) The QMS shall display the wait time by Service Category;

(12)  The QMS shall display the wait time for each Examiner workstation;
(13) The QMS shall display the Examiner activity;

(14)  The QMS shall display the total wait time for each DSC;

(15)  The QMS shall display the total wait time for the entire state;

(16)  The QMS shall provide statistics for management to be able to optimize business
operations based on existing, past, and predictive data;

(17) The QMS shall provide the capability to select the data by time period, Service
Category, Examiner, and by Examiner workstation;

(18) The QMS shall provide the capability to display data in numerical and/or graphic
form, on the color display monitor, as well as, be printed in black and white and in
color;

(19)  Areport of QMS malfunctions should be made available on a daily, weekly, and a
monthly basis documenting the occurrences of outages;

(20) The QMS shall have the capability to print data for any time period (e.g., hourly,
daily, weekly, monthly, and annually) at any time without compromising system
operation;

(21) The QMS shall have the capability to automatically print and auto e-mail certain
reports at pre-set times (e.g., daily, weekly, and monthly reports);

(22) Statistics shall be captured and stored at least every five (5) minutes to ensure
that if a system malfunction occurs, a minimal amount of data is lost, i.e., number
of waiting customers, waiting time, number of open windows, and time of day;

(23) The QMS shall have the capability to give one or more Service Categories
(renewals, handgun carry permits, etc.) priority at certain Examiner workstations
and to change the priorities as needed, even while the QMS is active;

(24) The QMS shall have the capability to change all settings and priorities on-site;

(25) QMS shall have the capability to update information as it changes and for
calculated fields at periodic intervals of no greater than one (1) minute; and

(26) The QMS shall have the capability to recall a number that was by-passed (e.g., if
the number was missed or the customer did not respond when the number was
called, the number should be able to be called again allowing the customer to be
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served) and to randomly call numbers (e.g., call a ticket number randomly
instead of in sequential order).

d. The QMS shall have the following notifications displayed:

(1) The QMS shall indicate and provide notification when the number of waiting
customers or the wait time exceeds a preset, predetermined time value {(KPls) —
thereby allowing for the opening of additional Examiner workstations. The preset
values shall be determined by the State.

e. The QMS shall have the following statistical requirements:

(1) The QMS shall have the capability to track and store various data for reporting,
which shall include at a minimum:

i Customer Data:

(a) Number of customers that have arrived;
(b) Arrival time for each customer;
(c) Number of customers waiting;
(d) Number of no shows (customers who did not show up);
(e) Number of customers served;
(f) Service Category selected by each customer at the Check-in
Kiosk and at the Information Counter; and
(9) Examiner workstation number where each customer was served.
ii. Wait Time:
(a) Real wait time for each customer;
(b) Real wait time by Service Category;
(c) Real wait time by transaction type;
(d) Real wait time by Examiner;
(e) Real wait time by DSC;
(f) Real wait time by DSC district;
(9) Real wait time by region of the State; and
(h) Real wait time Statewide (real wait time for the whole State).
iii. DSC Data:
(a) Number of Examiner workstations open at a given time during
the day;
(b) Active time for each Examiner workstation;
(c) Idle time (e.g., time between customers) for each Examiner
workstation;
(d) Number of customers served by each Examiner workstation;
(e) Active time for all Examiner workstations at each DSC;
(f) Idle time (e.g., time between customers) for all Examiner
workstations at each DSC;
(9) Number of customers served at all Examiner workstations at
each DSC; and
(h) Statewide data (all DSCs combined).
iv. Examiner Activity:

(a)
(b)
(c)

Number of transactions at a given time during the day;
Active time for each Examiner;
Idle time (e.g., time between customers) for each Examiner;
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(d) Number of customers served by each Examiner; and
(e) Processing, or service, time for each Examiner by transaction.
f. The QMS shall have the following report requirements:

(1) The QMS shall have the capability to print and e-mail both numerically and
graphically (e.g., pie charts, bar charts, etc.) the following reports on a daily,
weekly, monthly, quarterly, semi-annually, and annually:

i. General statistics (per hour for all or selected Service Categories):

(a) Number of customers that have arrived;

(b) Number of customers that are waiting;

(c) Number of customers that have been served;

(d) Number of customers that have been served per Service

Category;
(e) Number of Examiner workstations open;
(f) Number of no shows (customers who did not show up);
(9) Average wait time (DSC, district, region, and statewide)
(h) Number of Examiner workstations open;
(i) Number of Examiner workstations that should have been open to
maintain specified wait time;
() Wait time per Examiner workstation;
(k) Examiner’s activity;
(I Total wait time for the DSC; and
(m) Total wait time for the State of Tennessee.

ii. Examiner workstation statistics (per hour for all or selected Service
Categories):

(a) Number of customers served per Examiner workstation;

(b) Hours, or percent of time, each Examiner workstation is active;

(c) Hours, or percent of time, each Examiner workstation is idle; and

(d) Additional reports on an ad hoc basis reflecting any of the
identified data elements in Sections A.5.e.(1) and A.5.f.(1). shall
be required.

g. Requirements regarding a system that enables customers to check-in anywhere and wait
anywhere to provide a contactless check-in option and a virtual waiting room:

(1) Contractor Requirements.

i. The Contractor shall provide all necessary implementation services needed for
this feature to be operational in all of the State’s DSCs;

ii. The Contractor shall provide maintenance, licenses, and hosting services
needed for this feature;

iii. The Contractor shall ensure that access is locked down to specific subnets
and that only needed ports are open to the State and the Contractor;

iv. The Contractor shall ensure that remote access to services is controlled by a
unique username and password and that passwords are changed every ninety
(90) days and meet strict complexity requirements;

v. The Contractor shall ensure that remote access to servers is controlled in

accordance with the State’s security requirements; and
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vi. The Contractor shall ensure that the latest version(s) of all operating systems
and application software needed for this feature are kept up-to-date in
accordance with the State’s security requirements.

(2) QMS Requirements

i. The QMS shall possess the ability to create a QR code with designated check-in
questions as established by the State. The QR code shall be capable of being
printed out or embedded on a mobile tablet and be scanned using both iOS and
Android based mobile devices. The customer shall receive an SMS with a
system generated ticket number. Typically, this could be done by a customer
waiting outside a DSC and will allow a customer to be placed in line or schedule
an appointment for service at the designated DSC.

ii. The QMS shall possess the ability to issue an SMS to the customer within thirty
(30) minutes of the designated service time.

The QMS shall have the capability to create mobile event scheduling for mobile
credential events across the State.

(1) The QMS shall restrict the establishment of an event to State personnel only and
allow State personnel to set a limit on the number of registrants per each State-specific
event.

(2) The QMS shall provide a unique registration link or code per identified State-
scheduled event. The link or code must be a one-time use link or code specific to the
State-scheduled event.

(3) The QMS shall generate a unique reservation or confirmation number to those
registered for State-specific event to indicate their place in line upon registration
completion.

(4) The QMS shall allow for mass notification to all registered parties via email or SMS in
the event of a State-specific event cancellation or change in event details (time, date,
location, etc.)

As part of the QMS solution, the Contractor shall provide an appointment scheduling
system available through a link on the State's website using parameters determined by
the State and that meets the State’s branding guidelines.

A.6. Network Requirements.

a.

The State shall provide network resources used by the Contractor and ALIST. The
Contractor shall utilize network resources sufficient to meet the business need, but the
utilization of network resources for the QMS shall not be such that other State systems
(e.g., ALIST) would malfunction. The State reserves the right to add, change,
reconfigure, consolidate, or eliminate network resources at any time to meet the best
interests of the State.

AT. Hardware Requirements.

a.

The Contractor shall install, deploy, and test all QMS hardware and software at all small,
medium, and large DSCs (see Attachment Two). The State reserves the right to delete or
add DSCs at any time during the Term of this Contract. Contractor-provided hardware
shall comply with the State’s Enterprise Information Security Policies as amended
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periodically. The State’s Enterprise Information Security Policies document is found at
the following URL:
https://www.tn.gov/finance/strategic-technology-solutions/strategic-technology-
solutions/sts-security-policies.html.

b. The Contractor shall provide support services for the Solution Hardware to ensure that
the Solution Hardware maintains an uptime of ninety-five percent (95%) per year on all
Solution Hardware. Downtime is calculated from the time a service call is placed with the
Contractor until the time the Contractor’s designated personnel completes a repair or
replacement Solution Hardware is received by the State. In the event this uptime target is
not met, the Contractor shall give the State a pro-rated service credit towards the monthly
solution cost per DSC.

C. The Contractor shall be responsible for all hardware.No financed-leases, rent-to-own
leases, any lease agreement involving a financial institution or agreement structured as a
loan shall be allowed under this Contract. No separate lease agreements, click-wrap
agreements, or posting of terms and condition on the internet by the Contractor may be
required by the Contractor and shall be null and void. The Contractor shall provide all
necessary equipment (hardware), software, installation, testing, and deployment
concerning the QMS Solution in all small, medium, and large DSCs based on the
specified quantities as shown below.

(1) Each DSC currently operates with the following equipment:

i. Small DSC:
(a) One (1) Check-in Kiosk with internal dual Printer;
(b) One (1) 2D Bar Code Reader;
(c) One (1) Display Monitor (TV);
(d) One (1) Information Counter Printer; and
(e) LED Counter Display Units (multiple).

i. Medium DSC:
(a) One (1) Check-in Kiosk with internal dual Printer;
(b) One (1) 2D Bar Code Reader;
(c) Two (2) Display Monitors (TVs);
(d) One (1) Information Counter Printer; and
(e) LED Counter Display Units (multiple).

iii. Large DSC:
(a) Three (3) Check-in Kiosks with internal dual Printer;
(b) Three (3) 2D Bar Code Readers;
(c) Three (3) Display Monitors (TVs);
(d) One (1) Information Counter Printer; and
(e) LED Counter Display Units (multiple).

d. Check-in Kiosks:
(1) The QMS Solution shall provide in-station touch screen kiosks for check-in and ticket

issuance upon arrival. Each Check-in Kiosk shall adhere to the Americans with
Disabilities Act ("ADA") accessibility standards as mutually agreed upon between the
State and the Contractor;

(2) A printed ticket shall be provided at check-in when customers enter the DSC seeking

service;

Page 9 of 49
ProForma RFP 34901-01627 Queuing and Virtual Line Management System


https://www.tn.gov/finance/strategic-technology-solutions/strategic-technology-solutions/sts-security-policies.html
https://www.tn.gov/finance/strategic-technology-solutions/strategic-technology-solutions/sts-security-policies.html

09-18-25 FA

(3) The check-in feature should allow for ‘existing’ customers (those holding a Tennessee-
issued driver license or photo identification card) to check in using a bar code reader. Bar
code readers shall be capable of reading 2-D or 3-D bar codes. Existing customers
having the option of scanning the bar code located on the back of a driver license or
photo identification card, which will capture license information allowing a seamless
check-in; and

(4) Each Check-in Kiosk shall have ticket printers. Tickets printed shall include at a minimum
the DSC location name, unique ticket number, current date and time, and transaction
type(s) of service requested (as established in response to questions asked of the
customer). Ticket numbers shall not be duplicated within a given business day and given
DSC location.

e. Printer Requirements (for the Check-in Kiosk):
(1) The Check-in Kiosk (with Printer) shall be strategically located in the lobby area
and shall operate independently yet be interactive with the software on an

Examiner’s workstation;

(2) The customer must receive a numbered ticket from a Check-in Kiosk ticket
Printer for the specific Service Category he or she desires;

(3) The ticket must be generated by the QMS software through the Check-in Kiosk
ticket Printer;

(4) The software for the printer shall incorporate information needed for and related
to each Service Category;

(5) The Contractor shall tailor the ticketing system to the particular DSC
configuration, accommodating the particular services provided at the DSC;

(6) The Check-in Kiosk Printer shall be interactive with user capability to program a
minimum of at least eight (8) separate Service Categories;

(7) The software for QMS must allow for customizable Service Categories in the
event additional Service Categories are required in the future; and

(8) The information printed on the ticket shall include at a minimum the following:
i Tennessee DSC name;

ii. Queue letter and number (letter for Service Category; number for place in line)
digits shall be scalable to fit on the ticket;

iii. Service Category selected, if more than one Service Category available; and
iv. Date and time ticket generated (printed).

(9) The Contractor shall provide enough consumables for all DSCs to facilitate
continued operations of all locations based on the daily average of usage
throughout the State. During periods of expected high volume usage, the
Contractor shall accommodate the State by providing additional consumables, if
necessary and remit all additional requested consumables within two (2)
business days of the State’s request.

f. Printer Requirements (for the Information Counter):
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(1) The customer shall receive a numbered ticket from an Information Counter
Printer for the specific Service Category he or she desires;

(2) The ticket shall be generated by the Examiner via the Examiner Workstation
QMS Software;
(3) The ticket Printer(s) shall be strategically located at the Information Counter and

shall print independently of the Check-in Kiosk and interact with the QMS;

(4) The software for this printer shall incorporate information needed for and related
to a minimum of up to eight (8) separate Service Categories;

(5) The Contractor shall tailor the QMS to the particular DSC’s configuration based
on services offered;

(6) The software for QMS must allow for customizable Service Categories in the
event additional Service Categories are required in the future; and

(7) The information printed on the ticket shall include at a minimum the following:
i. Tennessee DSC name;

ii. Queue letter and number (letter for Service Category; number for place
in line; digits must be, at a minimum, 7/16” high;

iii. Service Category selected, if more than one Service Category available;

and
iv. Date and time the ticket was generated (printed).
(8) The Contractor shall provide enough consumables for all DSCs to facilitate

continued operations of all locations based on the daily average of usage
throughout the State. During periods of expected high volume usage, the
Contractor shall accommodate the State by providing additional consumables, if
necessary and remit all additional requested consumables within two (2)
business days of the State’s request.

g. Display Monitor Requirements:
(1) The following will be required by the Contractor:

i The QMS shall utilize the State’s TV, or monitor, to display real-time
ticket numbers for the DSCs and show the ticket number being called
and the Examiner workstation at which service will be provided;

ii. The display dashboard shall reflect current waiting customers by Service
Category;

iii. The current number being called shall appear at the top of the list and
must be distinguishable from the previous tickets called;

iv. TV, or monitors, shall be clearly visible to seated customers waiting in
the lobby. Lobby sizes differ at each DSC. TV, or monitors, shall be
strategically placed in each DSC;

V. The QMS shall have an electronic display showing clearly visible
characters and be readable from all points in a DSC’s waiting room or
lobby area;
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vi. The display(s) shall be alpha numeric (contain both letters and numbers)
and handle a minimum of eight (8) Service Categories;

Vii. All displayed numbers must simultaneously appear with the audio
announcement; and

viii. The number being displayed must flash/blink, chime, and show the
number of the Examiner Workstation the customer should go to for
service.

h. Deluxe Media Rack Kits (“Kits”) Requirements:
(1) The Contractor shall provide deluxe media rack kits, or “kits”, to provide video

and audio to the TVs, or display monitors, in DSCs where integration with Motor
Vehicle Network “MVN” is not possible. The kits shall be rack mounted to be
placed in closets at the DSCs; and

(2) Kits shall be comprised of the following:

i. Media personal computer (“PC”);
ii. High-Definition Multimedia Interface ("HDMI") transmitter;
iii. Two (2) HDMI receivers;
iv. 5-Port switch; and
V. Surge protector.
i. Static Signage Requirements:

(1) The State shall provide a static counter display that shall identify each Examiner
workstation located at each DSC; this number shall correspond to the number
displayed notifying a customer where to go to be served.

j- Speaker Requirements:

(1) The QMS shall have an audible message that will alert the customer that a
number is now ready for service and the location, or Examiner workstation, at
which service will be provided;

(2) The audio system shall be configurable to include custom phrases. Custom
phrases should be in the same voice as other audio instructions. Content of the
custom phrases and the voice to be utilized for the custom phrases shall be
determined by the State and provided to the Contractor during the design phase

prior to implementation.

(3) The QMS shall allow State designated personnel the ability to repeat, if
necessary, a live audio announcement at any DSC;

(4) The QMS announcement shall be audible from all points in the lobby or waiting
area of a DSC; and

(5) The QMS shall provide adjustable audio to be managed by State designated
personnel at each DSC.

A.8. Software Requirements.
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a. Client: Any new client-based tools shall be developed to function in the Microsoft
Windows operating environment currently in use by the State.

b. Browser-based applications: Browser based applications shall be compatible with
currently supported Microsoft Windows based browsers (i.e., MS Edge), and be updated
as needed to support all subsequent web browser versions.

C. Licenses: The Contractor shall grant the State a license, or licenses, for an unlimited
number of State designated users to use any and all software needed for the QMS. The
Contractor shall also grant the State administrator licenses for use by State designated
personnel.

d. Hosting Packages and Short Message Service ("SMS") Text Plan: The Contractor shall
provide a hosting package to cover the State’s users and facilitate SMS notifications.
The SMS package, including the SMS text plan, shall include the SMS gateway provider
required to send text messages and establish the phone number from which texts will be
sent; and include number of texts per year set by the State during the design phase.

e. Examiner Workstation QMS Software:

(1) Each Examiner workstation shall be equipped with web-based software enabling
the Examiner to open and close the Examiner Workstation, to sign in with an
Examiner ID number, to call and accept customers, and to sign out;

(2) The Examiner Workstation QMS Software shall have the capability for an
Examiner to manually register, or sign in, a customer to be served that did not
previously take a number from the Check-in Kiosk; and

(3) The Examiner Workstation QMS Software shall automatically display — for the
Examiner — which number is to be called next.

f. Examiner Workstation:

(1) The Examiner, from the Examiner workstation, shall be able to view the queues
for all Service Categories, as well as, call the next ticket based on the order
established according to business rules and/or call a specific ticket number from
an established list.

g. DSC Management:

(1) The QMS software shall show the number of customers in the queue by Service
Category, and by location;

(2) The QMS software shall show the estimated ‘wait time’ of customers in the
queue by Service Category;

(3) The QMS software shall show the longest running ‘wait time’ of customers in the
queue by Service Category;

(4) The QMS software shall show the status of each Examiner workstation (i.e.,
‘closed’, ‘idle’, ‘in-service’);

(5) The QMS software shall, when an Examiner workstation is 'in service', show the
Service Category and ticket number being served at each Examiner workstation;

(6) The QMS software shall, when an Examiner workstation is 'idle', show as
available, but with no waiting customers;

Page 13 of 49
ProForma RFP 34901-01627 Queuing and Virtual Line Management System



(14)

(15)

(17)

(18)

09-18-25 FA

The QMS software shall show a running daily total of the number of customers
served by each Examiner workstation;

The QMS software shall have the ability to alert State designated personnel
when pre-set conditions associated with customer service are being exceeded or
not being met;

The QMS software shall alert State designated personnel when pre-set
transaction times for a Service Category have been surpassed;

The QMS software shall alert State designated personnel when less than a pre
set number of Examiner workstations are open (based on time-of-day and day-
of-week);

The QMS software shall alert State designated personnel when there is an ‘idle’
Examiner workstation with customers showing in the queue and allow an
override;

The QMS software shall provide State designated personnel, who have
successfully completed Admin training, with the ability to edit the screen of the
Check-in Kiosk (changing what is displayed, how it is displayed, etc.);

The QMS software shall provide State designated personnel with the ability to
view, create, and edit ticket formats (changing what is printed on a ticket, how it
is printed on a ticket, etc.);

The QMS software shall identify, capture, and report customers who fail to
appear at an Examiner workstation for service (‘no shows’);

The QMS software shall separate out the ‘no show’ customers from transaction
time calculation and reporting, but include the 'no show' customers in all reports
associated with wait time and total customers;

The QMS software shall be capable of allowing State designated personnel the
ability to view the running transaction time for the customer being served;

The QMS software shall provide State designated personnel with the ability to
customize messages sent or displayed to customers;

The QMS software shall permit State designated personnel to establish the
number of Examiner workstations, as well as, opening and closing time of
Examiner workstation, and maximum service time when service queue shall
automatically close with parameters and restrictions as established by the State.
i.e. facility/lobby capacity;

The QMS Software shall provide State designated personnel with the ability to
electronically, automatically, or manually close or suspend a service queue with
parameters and restrictions as established by the State;

The QMS Software shall provide State designated personnel with the ability to
move a customer from one queue to another;

The QMS Software shall have a mechanism to clear queues at the close of each
business day; and

The QMS software shall allow State designated personnel the ability to run
reports as described in Section A.5.1.
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h. Administrative Offices:

(1)

The QMS shall provide a centralized dashboard that contains activity data on
Examiners, DSCs, regional, and district offices that can be extracted by State
designated personnel and compiled into reports;

The QMS software shall have administrative login management (i.e., managing
logins at the administrative level);

The QMS software shall have a password recovery option;

The QMS software shall have an account lockout policy that permits State
designated personnel to unlock an account when an Examiner has been locked
out of the QMS;

A centralized dashboard shall be available for displaying real-time queueing
ticket numbers across the state of Tennessee, and shall also display data
associated with the queueing tickets such as wait times, Service Categories, etc.;

The QMS software shall have user management capabilities for adding or
deleting users. The Contractor shall consult with the State if Active Directory
authentication will be used;

User management capabilities must be role-based and rights-based according to
the State designated personnel's job role (i.e., Examiner shall have fewer rights,
access, and capabilities than district managers, regional managers, and other
State designated personnel);

The QMS software shall contain DSC monitoring reports (downtime, status, up
time, etc.);

The QMS software shall provide real-time monitoring and have a real time
monitoring screen or dashboard;

The QMS software shall be configurable based on the parameters and
restrictions as defined by the State; and

The QMS shall have reporting capabilities to generate reports per Examiner, per
DSC, per district, per region, and statewide. The reporting capabilities shall be in
tabular, graphical, PDF, exportable, and formats that provide summaries of data.
Data to be extracted by DSC branch, district, region, and statewide are as follows
and as indicated in Section A.5.f.

i. Customer wait times;
ii. Average wait times;
iii. Service Category reports;

iv. Summary reports;

V. Ticket reports;

Vi. Ticket detail reports;

Vii. Examiner reports;

viii. DSC branch reports;

iX. Performance reports;

X. Comparison reports;

Xi. Region, district, and statewide reports;
Xii. Workflow exception statistics;
Xiii. Queue size exceptions; and
Xiv. Workflow status.
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A.9. Relocation Services.

a. Only upon written request from the State, the Contractor shall provide relocation services
in accordance with the following:

(1)
(2)

All relocations shall be coordinated with State designated personnel;

The State shall notify the Contractor concerning the relocation of any hardware
associated with the QMS. The State and the Contractor shall coordinate the
scheduling of the relocation, to include at least a two (2) week lead time for any
relocation;

The Contractor shall be responsible for uninstalling the QMS and all associated
hardware and peripherals from an existing location at the State’s request;

The Contractor shall be responsible for transporting all uninstalled components to
a new location — as designated by the State — and reinstalling all components;
and

The QMS equipment to be uninstalled may include, but not be limited to the
following:

i. QMS-controlling PC, Display Monitor, and Printer;
ii. Information Counter Printer;

iii. Check-in Kiosk;

iv. Display monitor(s) (for customers; in waiting area or lobby);

V. Static Counter Display Unit;

vi. Audio unit and related speakers (see Sections A.7.g. and A.7.i.); and

Vii. Cabling that has been designated to be moved by State designated
personnel.

All relocation services shall be an all-inclusive cost as set forth in Contract
Section C.3. and shall include the above and any software
configuration/reconfiguration, project management, and any other activities
necessary to complete the relocation.

A.10. Remodel Services.

a. Only upon written request from the State, the Contractor shall provide remodel services
in accordance with the following:

(1)
(2)

All remodels shall be coordinated with State designated personnel;

The State shall notify the Contractor concerning the remodel of any DSC that
impacts the operation of the QMS. The State and the Contractor shall coordinate
the scheduling of any of services needed by the State from the Contractor for the
remodel, to include at least a two (2) week lead time;

The Contractor shall be responsible for uninstalling the QMS and all associated
hardware and peripherals in an existing location at the State’s request;
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(4) The QMS equipment that may be impacted by a remodel may include, but not be
limited to the following:

viii. QMS-controlling PC, Display Monitor, and Printer;

iX. Information Counter Printer;

X. Check-in Kiosk;

Xi. Display monitor(s) (for customers; in waiting area or lobby);

Xii. Static Counter Display Unit;

Xiii. Audio unit and related speakers (see Sections A.7.g. and A.7.i.); and

Xiv. Cabling that has been designated to be moved by State designated
personnel.

(5) All remodel services shall be an all-inclusive cost as set forth in Contract Section
C.3. and shall include the above and any software configuration/reconfiguration,
project management, and any other activities necessary to re-establish full
functionality of the QMS after the remodel.

A.11.  Training.

a.

The Contractor shall provide training materials on the use of the QMS to include
computer based training and related materials that may be utilized for distribution to State
personnel. (See also Sections A.11.d. and A.11.e.)

The Contractor shall, upon request of the State, provide on-site or remote training at each
of the eight (8) State designated districts. The Contractor shall, upon request of the State,
provide refresher training in a format (i.e., on-site or remote) and on a time schedule
determined by the State, as needed throughout the Contract Term. Upon request of the
State, when there are any updates or upgrade changes to the functionality of the QMS,
the Contractor shall provide remote webinar training.

The Contractor shall be responsible for delivering multiple levels of on-site or remote
training. Each training level will be tailored to a specific audience, specific job duties, and
cover each component of the overall QMS. Scheduling of the training shall be done in
consultation with the State. Requested training materials (user guides, job aids,
presentations, and other such material) shall be made available to the State at least
fifteen (15) calendar days prior to any training session. (See also Section A.11.f.)

At each level of training, the Contractor shall:

(1) Provide sufficient training on the full use of hardware, peripherals, and the
software, as well as, how to produce and configure reports;

(2) Provide, to each trainee, a hardcopy and soft copy user guide, or job aid, which
contains information, step-by-step procedures, and instructions specific to each
component of the overall QMS. Each user guide, or job aid, shall also include a
complete list of possible error messages, together with instructions for locating
and correcting each error and step-by-step instructions for solving common
problems;
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(3) Grant the State the ability to reproduce and internally distribute unlimited
additional copies of all documentation and training materials at no additional cost
to the State;

(4) Update or revise user guides and job aids when needed, especially when a
system upgrade impacts (changes) how a process is performed; and

(5) Permit the State to make audio and video recordings of any training sessions for
later use at no additional cost to the State.

e. Specific to System Administrator and Account Administrator training, the Contractor shall
meet the following requirements for technical manuals:

(1) The Contractor shall create, maintain, and provide the State complete technical
manuals. The manuals shall describe the overall aspects of the QMS
configuration, operating instructions, and problem diagnosis of all separate
components or features of the QMS. Corresponding technical specifications,
such as equipment diagrams and/or specifications, and machine components
shall also be noted in the manual;

(2) The Contractor shall maintain comprehensive as-built documentation on all the
software aspects of the QMS, and its components, and shall provide the State
with electronic copies of said documentation as revisions and/or changes are
made. Documentation shall include system architecture diagrams;

(3) The Contractor shall provide at least five (5) full hardcopy sets of technical
manuals and documentation materials to the State. The technical manuals and
documentation materials must also be provided to the State in electronic format;

(4) The Contractor shall keep the technical manuals current, and update and inform
the State whenever any change is made to any component of the QMS. The
Contractor shall provide a copy of the updated changes to the State and shall
make each revision available to the State a minimum of five (5) days prior to
release. Each revision to the technical manuals shall be recorded and organized
in a fashion that easily allows the reader to understand the technical
specifications, system architecture, the software versions, file and database
layouts, process procedures, and other relevant information at any point in the
history of the QMS and each of its components;

(5) The Contractor shall not remove or redact any part of the technical manuals
except to remove errors. Whenever an update is made to reflect a change, the
obsolete information shall remain intact, accessible by State designated
personnel, and be clearly marked that the information is updated, the period of
time the information reflected the actual system design, and a reference to where
the updated information is located; and

(6) The Contractor shall grant the State the ability to reproduce and internally
distribute unlimited additional copies of all technical manuals at no additional cost
to the State.

f. Training levels shall include:

(1) System Administrator. This training shall provide a comprehensive overview of
each component of the overall QMS so that the State’s technical staff will have
the knowledge necessary to operate and troubleshoot any of the components in
the event of an emergency;
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Account Administrator. This training shall cover functions associated with
administering user accounts. Account administration should include functions
such as adding users, modifying account privileges, resetting account
passwords, suspending account access, and deleting accounts;

Train the Trainer. This training shall provide State designated personnel enough
knowledge on the use of each component of the QMS so that they can train end
users;

End-User Training. This training shall cover all functions associated with proper
operation and use of each component of the QMS. The training shall provide
hands-on experience with all equipment and the software in such a way to
ensure that all users will become familiar with the QMS and how to use it. This
shall include, but not be limited to, utilizing the QMS to:

i. Issue, call, and/or transfer tickets;
i. Understand customer flow (understanding how the QMS works from the
customer's perspective as well as managing the flow of customers such

as placing them in line and moving them around);

iii. Capture points of data collected for statistical purposes;

iv. Learn how to monitor and manage live customer flow;

V. Learn how to manage and monitor staff activity;

Vi. Generate and interpret reports;

vii. Learn which types of data are captured by the QMS; and
viii. Access and understand the historical data.

Ongoing Training. In the event an upgrade impacts any component of the QMS,
the Contractor shall provide training at the level impacted by the change. For
example, if the upgrade made a change to administration of the QMS, the
Contractor shall provide additional System Administrator level training; and

Online Help and Tutorials. The QMS shall include online documentation and
training materials that cover topics such as context specific help and search
capability including technical and procedural information.

A.12. Solution Phases, Project Management, and Project Management Plan.

a.

Comprehensive Project Management Plan. The Contractor shall, begin drafting a
Comprehensive Project Management Plan while carrying out the tasks of each phase
described above. The plan shall be submitted within seven (7) calendar days of the
Effective Date, for the State’s approval the following documentation:

(1)

A Comprehensive Project Management Plan that includes, at a minimum, the
following:

i Project schedule;
ii. Milestones and critical management checkpoints/reviews;

iii. Assumptions/understandings;
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iv. Risks and constraints;
V. Process for tracking issues/action items;
Vi. Format of weekly and monthly status reports;
Vii. Final acceptance processes and criteria; and
viii. Stakeholder sign-offs.
b. The Contractor shall continue to maintain and keep updated the Comprehensive Project

Management Plan developed for the initial project, based on the principals set forth by
the Project Management Institute (“PMI”) and using the Project Management Body of
Knowledge ("PMBOK") methodology to manage the project. The Comprehensive Project
Management Plan shall be used by the State and the Contractor to achieve the following:

(1) Organize, prioritize, coordinate, integrate, and monitor project activities in order
to deliver the required products (deliverables) within scope, quality, time, and
cost constraints;

(2) Effectively communicate in order to keep project staff, stakeholders, and
executive sponsor management apprised of the status of project activities;

(3) Implement and maintain quality assurance processes to ensure project products
(deliverables) fulfill requirements and standards; and

(4) Manage and control risks to the project that may impact the project's success.

C. The Contractor shall be responsible for performing all project management activities,
including those of any subcontractors, and should direct all required reports and project
updates to the State designated personnel. Further, the Contractor shall be responsible
for providing status reports and responding to requests.

d. Initiation Phase. The Contractor shall, within seven (7) calendar days of the Contract
Effective Date, host a “kick-off meeting” with State-designated personnel. This meeting
shall cover introductions of State-designated key personnel and Contractor’s staff who
will carry out the overall implementation of the QMS Solution and preliminary rollout and
implementation schedule.

e. Planning Phase. The Contractor shall, in conjunction with State-designated personnel,
gather, define, and determine business requirements needed for successful
implementation of the QMS Solution. All business requirements shall be documented and
approved in writing by the State.

f. Design Phase. The Contractor shall, using the approved State business requirements,
submit to the State a draft of a comprehensive QMS Solution design plan that covers
QMS Solution requirements, QMS Solution architecture, Contractor-provided hardware,
QMS Solution access, data management, and a testing plan. The final QMS Solution
design plan shall be submitted to the State within fifteen (15) calendar days of the State’s
written approval of the draft QMS Solution design plan.

g. Testing Phase. The Contractor shall conduct all testing necessary to ensure full QMS
Solution functionality (i.e. unit testing, integration testing, quality assurance testing, and
user acceptance testing).

h. Implementation and Rollout Phase. The Contractor shall, after successful completion of
all other phases, fully implement the QMS Solution.
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A.13. Support Services

a. All Contractor provided maintenance, and support shall be based in the United States.
b. Support Services:
) The Contractor shall provide a toll-free telephone number and electronic mail (e-

mail) address for reporting all system troubles, which is monitored twenty-four
(24) hours per day, seven (7) days per week, three hundred sixty-five (365) days
per year (24/7/365).

The State shall be notified immediately of any changes to the toll-free phone
number and/or electronic email.

(2) Contact List:

i. The Contractor shall provide a contact list that shall include, at minimum,
a primary and secondary contact number for each individual the
Contractor identifies and shall be updated whenever a designated
contact change occurs. These identified individuals shall be available for
support twenty-four (24) hours per day, seven (7) days per week, three
hundred sixty-five (365) days per year (24/7/365), with the exception of
leap years for those issues deemed critical in the severity level table.

The State shall be notified immediately of any changes to the internal contact.
(3) Contractor Personnel:

i. The Contractor shall provide fully qualified service personnel that has, at
a minimum, three (3) years of experience with training on the
Contractor's QMS. At the State’s request, the Contractor may be
required to furnish evidence of such training or certification (i.e., a
certificate of completion of information technology training specific to the
QMS; documentation of certification as an information technology
specialist issued by a professional organization);

ii. The Contractor shall assign on-site personnel who shall be responsible
for the oversight of all day-to-day operations during pre-implementation,
and implementation;

iii. The Contractor shall be responsible for the maintenance and support of
all Contractor supplied equipment throughout the Term of the Contract;
and

iv. The Contractor shall resolve support requests and defect reports based
on the delivery of support services outlined below.

V. The State reserves the right to approve or deny any hiring of Contractor
personnel.
(4) Delivery of Support Services. Support services will be delivered according to the

following tier structure. The State reserves the right to determine and assign
severity levels for any issues.

Severity Level | Response
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Critical: A problem that severely
impacts the State’s use of the QMS
Solution, or any of its components, such
as: Webpages of service console will
not render for any user, loss of
connectivity or QMS is unable to
function. The situation halts State’s
business operations and no procedural
workarounds exist.

The State will receive immediate e-mail
acknowledgement following report of the issue,
and an initial response from Contractor’s support
staff within thirty (30) minutes of submitting a
request for support. Contractor’s support staff will
provide a fix, patch, or procedural workaround
within one (1) business day of receipt of notice of
the issue from the State. In the case of failed
equipment, the Contractor shall provide overnight
shipping of replacement parts (at no additional
costs to the State) to the DSC with the reported
outage. The Contractor shall notify the State of
any shipping restrictions.

Severity Level

Response

High: A problem where the QMS
Solution, or any of its components, is
functioning, but the use is severely
reduced. The situation is causing a
high impact to portions of the State’s
business operations and no procedural
workarounds exist.

The State will receive immediate e-mail
acknowledgement following report of the
issue, and an initial response from
Contractor’s support staff within thirty (30)
minutes of submitting a request for support.
Contractor’s support staff will provide a fix,
patch, or procedural workaround within two
(2) business days. In the case of failed
equipment, the Contractor shall provide
overnight shipping of replacement parts (at
no additional costs to the State) to the DSC
with the reported outage.

Medium: A problem that involves
partial, non-critical loss of use of the
QMS Solution, or any of its
components. The situation is causing a
medium-to-low impact on the State’s
business operations, but users can
continue to function, including by using
a procedural workaround.

Upon submitting a request for support, the
State will receive immediate e-mail
acknowledgement of the request for support.
A member of the Contractor’s support staff
will respond to the State within one (1)
business day with a resolution (fix) or with a
plan of resolution that shows resolution (fix)
will occur within ten (10) business days or
incorporated into a future upgrade as agreed
upon by the State. In the case of failed
equipment, the Contractor shall provide
ground shipping of replacement parts (at no
additional costs to the State) to the DSC with
the reported outage.

Low: A general usage question,
reporting of a documentation error, or
recommendation for a future product
enhancement or modification. The
situation is causing low-to-no impact on
the State’s business operations or the

The State will be contacted by the
Contractor’s support staff within one (1)
business day with acknowledgement of the
question, followed by a complete response to
the support question or receipt of an e-mail
notification that the comment or
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performance or functionality of the QMS | recommendation for feature enhancement
Solution, or any of its components. has been logged within three (3) business
days. Enhancement or upgrade shall be
implemented at the Conractor’s discretion.
In the case of failed equipment, the
Contractor shall provide ground shipping of
replacement parts (at no additional costs to
the State) to the DSC with the reported
outage.
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(1) The response times listed above that require direct action by the Contractor's
support staff shall apply during normal State business hours. For issues reported
outside normal State business hours, response times — except for Urgent and
High security level events — begin at the start of the next business
day. Automated e-mail response times apply at all times. In the event of
widespread outages impacting the Contractor’s support staff, the State will
receive notification of an alternate site where status information will be posted
until normal service resumes;

(2) The QMS shall be available 99.99% of the time calculated on a twenty-four (24)
hours a day, seven (7) days a week, 365 days a year (24/7/365) basis; excluding
scheduled maintenance times agreed to in advance by the State. The Contractor
shall be required to notify the State of any scheduled maintenance times. In the
event this Solution availability target is not met, the Contractor shall give the
State a pro-rated service credit towards the monthly software maintenance and
support costs; planned outages for maintenance agreed to by the State shall not
constitute failure to meet up time requirements;

(3) The Contractor shall maintain the capability to dispatch technicians to affect on-
site maintenance or repair within specified routine and priority response times in
accordance with the following procedure:

Before submitting a Support Request, using a form supplied by the Contractor,
the State shall gather as much information as possible regarding the problem
before reporting to the Contractor’s Help Desk. The following should be included
in any Support Request:

Site name, address, and telephone number;

Site contact name;

Model and serial number(s) of affected equipment;

Product name, version, and release;

Platform (hardware and operating system) on which the software is running;
Severity of the problem including number of impacted users and sites;

If submitting a problem, description of the problem (error numbers, error
messages, circumstances under which problem occurred, including the
events and actions leading up to the problem, and any additional information
that may be available, such as log in information, screen captures, data,
etc.); and

h. Brief description of the diagnosis by State personnel;

@ oo oTw

(4) Routine service calls, system malfunctions, or failures impairing operations that
require an on-site technician’s response shall occur no later than close of
business the next business day;

(5) Work on routine service requests shall be performed during the hours of
operation for each DSC — as they have varied days and hours of operation.
Non-routine service requests requiring after hours work must be approved in
writing by State designated personnel prior to providing service;

(6) If the Contractor is unable to complete ongoing maintenance or repair within a
twenty (24) hour period of the initial service call response, the Contractor shall
submit to the State a written explanation for repair delays including an estimated
time or repair completion;

(7) The Contractor shall keep a log of all maintenance and technical support calls
made to the Contractor’s help desk, or technical support, personnel. The log shall
document the complaints and problems reported to the Contractor’s help desk
system by the State. The log shall be submitted to the State on a quarterly basis;
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(8) If additional research is required by the Contractor’s support staff and the
problem cannot be resolved or question answered immediately, then the
Contractor’s help desk, or technical support staff, shall call back every two (2)
hours to report progress on the problem’s resolution. The Contractor’s help desk
staff shall continue, on a daily basis, or other basis agreed upon between the
State and Contractor, to keep the State designated personnel informed on the
progress of the problem’s resolution; and

(9) In monitoring the operational status of the QMS, the Contractor shall, using
diagnostic tools that meet the State’s security guidelines, be proactive in
monitoring and not rely solely on the State to notify the Contractor of problems;

(10) In monitoring the operational status of hardware, the Contractor shall be
proactive. The Contractor shall alert State designated personnel, as well as,
Contractor’s support personnel of any problems and not rely solely on the State
to notify the Contractor of hardware issues.

A.14. QMS Warranty and Maintenance

a. All Contractor provided equipment must be maintained in accordance with
manufacturer’s standards, and:

(1) All new equipment shall be provided with a warranty as set forth in Section A.16.
of the Contract;

(2) The Contractor shall provide all labor, parts, material, and other services required
to maintain and repair equipment (replacement parts must be manufacturer's
original or authorized substitute replacement parts); and

(3) The Contractor shall provide managed services to include the following. The
Contractor shall use secure connection technologies for remote access as
determined by the State:

i Remote monitoring;
ii. Alerts and notifications;
iii. Remote desktop for issue resolution;

iv. Endpoint security and protection with antivirus;
V. Scanning and patch management; and
vi. Reporting.

Maintenance and Upgrades. Maintenance of Contractor-provided client software and
hardware shall, at all times, comply with the State’s Enterprise Information Security
Policies (“EISP”) as amended periodically. The State’s Enterprise Information Security
Policies document is found at the following URL: https://www.tn.gov/finance/strategic-
technology-solutions/strategic-technology-solutions/sts-security-policies.html.
Contractor-provided client software shall run on current, manufacturer-supported
Operating Systems. “Operating Systems” shall mean the software that supports a
computer’s basic functions, such as scheduling tasks, executing applications, and
controlling peripherals. Patches and antivirus activities shall comply with the State’s
EISP. All Contractor on-site activities and services shall comply with the State’s EISP.
All remote access and monitoring shall be conducted via a means approved, in writing,
by the State. The Contractor shall:

(1) Make all necessary adjustments and repairs, according to severity levels, at no
additional cost to the State, to keep the QMS operating without abnormal
interruptions and to correct latent deficiencies with respect to the QMS
specifications;
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Assign priority support resources to correct any reproducible errors or
malfunctions which prevent the QMS from operating in substantial conformance
with State requirements;

Maintain the current version of the QMS, and its functionalities, in substantial
conformance with all specifications, and with applicable federal and state
requirements, laws, rules, and regulations. The Contractor shall assign priority
support resources to either:

i. Correct any reproducible problems, defects, errors, or malfunctions
which prevent the QMS, and its functionalities, from operating in
substantial conformance with all specifications and applicable federal
and state requirements, laws, rules, and regulations; or

ii. Provide a State-approved commercially reasonable alternative that shall
substantially conform to all specifications and applicable federal and
state requirements, laws, rules, and regulations;

Provide complete documentation of all QMS enhancements or revisions.
Documentation must describe what an end user needs to know to understand
each level on which the QMS operates;

Provide to the State, at no additional costs, all software upgrades, modifications,
bug fixes, or other improvements in its software that it makes generally available
to its customers; and

Provide an established agreed upon replacement parts inventory on hand for the
life of the Contract. The type and quantity of replacement parts that will comprise
this inventory shall be mutually agreed upon between the State and the
Contractor.

a. The Contractor shall ensure that the QMS provided or developed under the terms of this
Contract which shall collect or house information that is to be protected shall provide for a
system-generated and system-maintained tracking mechanism, which identifies, at a
minimum, the following:

(1)

An embedded stamp of date and time of any transaction (add, change, delete,
view) which initially records or updates any information in the record, file, or
database;

The user account of the person originating the transaction;

The internet protocol (IP) address from where the transaction originated;

Any data entered, if added type transaction;

Any data changed, if changed type transaction; and

Any data deleted, if deleted type transaction.

A.16. Warranty. Contractor represents and warrants that the term of the warranty (“Warranty Period”)
shall be the greater of the Term of this Contract or any other warranty generally offered by
Contractor, its suppliers, or manufacturers to customers of its goods or services. The goods or
services provided under this Contract shall conform to the terms and conditions of this Contract
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throughout the Warranty Period. Any nonconformance of the goods or services to the terms and
conditions of this Contract shall constitute a “Defect” and shall be considered “Defective.” If
Contractor receives notice of a Defect during the Warranty Period, then Contractor shall correct
the Defect, at no additional charge.

Contractor represents and warrants that the State is authorized to possess and use all
equipment, materials, software, and deliverables provided under this Contract.

Contractor represents and warrants that all goods or services provided under this Contract shall
be provided in a timely and professional manner, by qualified and skilled individuals, and in
conformity with standards generally accepted in Contractor’s industry.

If Contractor fails to provide the goods or services as warranted, then Contractor will re-provide
the goods or services at no additional charge. If Contractor is unable or unwilling to re-provide
the goods or services as warranted, then the State shall be entitled to recover the fees paid to
Contractor for the Defective goods or services. Any exercise of the State’s rights under this
Section shall not prejudice the State’s rights to seek any other remedies available under this
Contract or applicable law.

Inspection and Acceptance. The State shall have the right to inspect all goods or services
provided by Contractor under this Contract. If, upon inspection, the State determines that the
goods or services are Defective, the State shall notify Contractor, and Contractor shall re-deliver
the goods or provide the services at no additional cost to the State. If after a period of thirty (30)
days following delivery of goods or performance of services the State does not provide a notice of
any Defects, the goods or services shall be deemed to have been accepted by the State.

MyTN.qgov Interface.

a. The State may require the software developed or provided by the Contractor under this
Contract to interface with the State’s customer-facing portal, MyTN.gov. This may occur at
any time during the Term of the Contract. If so, the Contractor may have to comply with one,
or more, of the following requirements:

(1) All web applications must be Responsive. “Responsive” is an industry standard term that
refers to a web design that makes web pages render well on a variety of devices and
window or screen sizes.

(2) All web applications must have the capability to use a single-sign on server utilizing the
following industry standard protocols: Security Assertion Markup Language (“SAML”) or
minimum of OAuth 2.0.

b. Any of the obligations in Section A.18.a that were known and required prior to Contract
Effective Date will be specified herein, including necessary compensation methods and
amounts.

c. For any of the obligations in Section A.18.a that were unknown or not required at Contract
Effective Date, it will be necessary to add lines, items, or options to the Contract to
accommodate one or more of the new interface requirements. The State shall add these
lines, items, or options in accordance with the MOU process described in Section E.3., below.
If the Contractor requires additional compensation for the interface tasks, such compensation
shall be negotiated and specified through this same MOU process.

TERM OF CONTRACT:
This Contract shall be effective on DATE (“Effective Date”) and extend for a period of thirty-six

(36) after the Effective Date (“Term”). The State shall have no obligation for goods or services
provided by the Contractor prior to the Effective Date.
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Renewal Options. This Contract may be renewed upon satisfactory completion of the Term. The
State reserves the right to execute up to number two (2) renewal options under the same terms
and conditions for a period not to exceed twelve (12) months each by the State, at the State's
sole option. In no event, however, shall the maximum Term, including all renewals or extensions,
exceed a total of sixty (60) months.

PAYMENT TERMS AND CONDITIONS:

Maximum Liability. In no event shall the maximum liability of the State under this Contract
exceed Written Dollar Amount ($Number) (“Maximum Liability”). This Contract does not grant the
Contractor any exclusive rights. The State does not guarantee that it will buy any minimum
quantity of goods or services under this Contract. Subject to the terms and conditions of this
Contract, the Contractor will only be paid for goods or services provided under this Contract after
a purchase order is issued to Contractor by the State or as otherwise specified by this Contract.

Compensation Firm. The payment methodology in Section C.3. of this Contract shall constitute
the entire compensation due the Contractor for all goods or services provided under this Contract
regardless of the difficulty, materials or equipment required. The payment methodology includes
all applicable taxes, fees, overhead, and all other direct and indirect costs incurred or to be
incurred by the Contractor.

Payment Methodology. The Contractor shall be compensated based on the payment
methodology for goods or services authorized by the State in a total amount as set forth in
Section C.1.

a. The Contractor's compensation shall be contingent upon the satisfactory provision of goods
or services as set forth in Section A.

b. The Contractor shall be compensated based upon the following payment methodology:
INSERT RFP ATTACHMENT 6.3. COST PROPOSAL CHART UPON FINAL AWARD

C. The Contractor shall be compensated for milestones (e.g., services, equipment, and
software (see Section C.3.b.) when the State formally approves in writing that the
milestone has been completed, delivered, and upon the State's formal acceptance of the
milestone. Monthly fees shall be paid only after the QMS Solution has been formally
accepted by the State and the QMS Solution is successfully functioning. These costs are
paid in arrears and shall be prorated for any partial period to which the costs may be
applicable.

d. The State shall receive a service credit in an amount representing the QMS Solution
services the State did not receive. Any scheduled outages permitted under this Contract,
outages resulting from a Force Majeure Event, and outages to the extent resulting from
any technology issue originating with the State or a third party (such as power outages)
shall not count as a QMS Solution outage or service degradation. Any service credits
shall be calculated on a monthly basis and shall apply against the next invoice submitted
by Contractor to the State. Service credits do not constitute liquidated damages, nor are
service credits a penalty against Contractor. Nothing in this Section shall foreclose the
State from claiming for other damages that may result from any service outage.

e. Payment for software licenses and software maintenance and support (see Section
A.13.), shall not begin until thirty (30) calendar days after full QMS Solution
implementation and deployment at all locations and shall include the State’s formal
acceptance of the Solution as set forth in Section A.12.e. These costs are paid in arrears
and shall be prorated for any partial period to which the costs may be applicable.
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f. The State shall not be required to pay any termination charges for the early return of any
QMS Solution Hardware. For example, in the event that the State no longer requires the
use of QMS Solution Hardware at any State designated location, the State may, with a
thirty (30) day written notification, return the QMS Solution Hardware without penalty or
incurring monthly charges on future billings. The Contractor shall be required to pick-up
the machine at no additional costs to the State.

Travel Compensation. The Contractor shall not be compensated or reimbursed for travel time,
travel expenses, meals, or lodging.

Invoice Requirements. The Contractor shall invoice the State only for goods delivered and
accepted by the State or services satisfactorily provided at the amounts stipulated in Section C.3.,
above. Contractor shall submit invoices and necessary supporting documentation, no more
frequently than once a month, and no later than thirty (30) days after goods or services have
been provided to the following address:

Department of Safety and Homeland Security
Procurement Office, Budget Division

1150 Foster Avenue

Nashville, TN 37243

Email Address: DI_FS_Procurement@tn.gov
Phone Number: 615-251-5232

a. Each invoice, on Contractor’s letterhead, shall clearly and accurately detail all of the
following information (calculations must be extended and totaled correctly):

(1)  Invoice number (assigned by the Contractor);

(2) Invoice date;

(3) Contract number (assigned by the State);

(4) Customer account name: Tennessee Department of Safety and Homeland Security /
Driver Services Division;

(5) Customer account number (assigned by the Contractor to the above-referenced
Customer);

(6) Contractor name;

(7) Contractor Tennessee Edison registration ID number;

(8) Contractor contact for invoice questions (name, phone, or email);

(9) Contractor remittance address;

(10) Description of delivered goods or services provided and invoiced, including
identifying information as applicable;

(11) Number of delivered or completed units, increments, hours, or days as applicable, of
each good or service invoiced;

(12) Applicable payment methodology (as stipulated in Section C.3.) of each good or
service invoiced;

(13) Amount due for each compensable unit of good or service; and

(14) Total amount due for the invoice period.

b. Contractor’s invoices shall:

(1)  Only include charges for goods delivered or services provided as described in
Section A and in accordance with payment terms and conditions set forth in Section
C;

(2) Only be submitted for goods delivered or services completed and shall not include
any charge for future goods to be delivered or services to be performed;

(3) Notinclude Contractor’s taxes, which includes without limitation Contractor’s sales
and use tax, excise taxes, franchise taxes, real or personal property taxes, or income
taxes; and

(4) Include shipping or delivery charges only as authorized in this Contract.
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c. The timeframe for payment (or any discounts) begins only when the State is in
receipt of an invoice that meets the minimum requirements of this Section C.5.

Payment of Invoice. A payment by the State shall not prejudice the State's right to object to or
question any payment, invoice, or other matter. A payment by the State shall not be construed as
acceptance of goods delivered, any part of the services provided, or as approval of any amount
invoiced.

Invoice Reductions. The Contractor's invoice shall be subject to reduction for amounts included
in any invoice or payment that is determined by the State, on the basis of audits conducted in
accordance with the terms of this Contract, to not constitute proper compensation for goods
delivered or services provided.

Deductions. The State reserves the right to deduct from amounts, which are or shall become due
and payable to the Contractor under this or any contract between the Contractor and the State of
Tennessee, any amounts that are or shall become due and payable to the State of Tennessee by
the Contractor.

Prerequisite Documentation. The Contractor shall not invoice the State under this Contract until
the State has received the following, properly completed documentation.

a. The Contractor shall complete, sign, and present to the State the "Authorization
Agreement for Automatic Deposit Form" provided by the State. By doing so, the
Contractor acknowledges and agrees that, once this form is received by the State,
payments to the Contractor, under this or any other contract the Contractor has with the
State of Tennessee, may be made by ACH; and

b. The Contractor shall complete, sign, and return to the State the State-provided W-9 form.
The taxpayer identification number on the W-9 form must be the same as the
Contractor's Federal Employer Identification Number or Social Security Number
referenced in the Contractor’s Edison registration information.

MANDATORY TERMS AND CONDITIONS:

Required Approvals. The State is not bound by this Contract until it is duly approved by the
Parties and all appropriate State officials in accordance with applicable Tennessee laws and
regulations. Depending upon the specifics of this Contract, this may include approvals by the
Commissioner of Finance and Administration, the Commissioner of Human Resources, the
Comptroller of the Treasury, and the Chief Procurement Officer. Approvals shall be evidenced by
a signature or electronic approval.

Communications and Contacts. All instructions, notices, consents, demands, or other
communications required or contemplated by this Contract shall be in writing and shall be made
by certified, first class mail, return receipt requested and postage prepaid, by overnight courier
service with an asset tracking system, or by email or facsimile transmission with recipient
confirmation. All communications, regardless of method of transmission, shall be addressed to
the respective Party at the appropriate mailing address, facsimile number, or email address as
stated below or any other address provided in writing by a Party.

The State:

Tiffanie Morgan, Executive Director

Driver Services Division

Tennessee Department of Safety and Homeland Security
1150 Foster Avenue

Nashville, TN 37243

Email Address: Tiffanie.Morgan@tn.gov
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Telephone # 615-251-5248

The Contractor:

Contractor Contact Name & Title
Contractor Name

Address

Email Address

Telephone # Number

FAX # Number

All instructions, notices, consents, demands, or other communications shall be considered
effective upon receipt or recipient confirmation as may be required.

Modification and Amendment. This Contract may be modified only by a written amendment
signed by all Parties and approved by all applicable State officials.

Subject to Funds Availability. The Contract is subject to the appropriation and availability of State
or federal funds. In the event that the funds are not appropriated or are otherwise unavailable,
the State reserves the right to terminate this Contract upon written notice to the Contractor. The
State’s exercise of its right to terminate this Contract shall not constitute a breach of Contract by
the State. Upon receipt of the written notice, the Contractor shall cease all work associated with
the Contract. If the State terminates this Contract due to lack of funds availability, the Contractor
shall be entitled to compensation for all conforming goods requested and accepted by the State
and for all satisfactory and authorized services completed as of the termination date. Should the
State exercise its right to terminate this Contract due to unavailability of funds, the Contractor
shall have no right to recover from the State any actual, general, special, incidental,
consequential, or any other damages of any description or amount.

Termination for Convenience. The State may terminate this Contract for convenience without
cause and for any reason. The State shall give the Contractor at least thirty (30) days written
notice before the termination date. The Contractor shall be entitled to compensation for all
conforming goods delivered and accepted by the State or for satisfactory, authorized services
completed as of the termination date. In no event shall the State be liable to the Contractor for
compensation for any goods neither requested nor accepted by the State or for any services
neither requested by the State nor satisfactorily performed by the Contractor. In no event shall
the State’s exercise of its right to terminate this Contract for convenience relieve the Contractor of
any liability to the State for any damages or claims arising under this Contract.

Termination for Cause. If the Contractor fails to properly perform its obligations under this
Contract in a timely or proper manner, or if the Contractor materially violates any terms of this
Contract (“Breach Condition”),the State shall have the right to immediately terminate the Contract
and withhold payments in excess of compensation for completed services or provided goods.
Notwithstanding the above, the Contractor shall not be relieved of liability to the State for
damages sustained by virtue of any Breach Condition and the State may seek other remedies
allowed at law or in equity for breach of this Contract.

Assignment and Subcontracting. The Contractor shall not assign this Contract or enter into a
subcontract for any of the goods or services provided under this Contract without the prior written
approval of the State. Notwithstanding any use of the approved subcontractors, the Contractor
shall be the prime contractor and responsible for compliance with all terms and conditions of this
Contract. The State reserves the right to request additional information or impose additional
terms and conditions before approving an assignment of this Contract in whole or in part or the
use of subcontractors in fulfilling the Contractor’s obligations under this Contract.

Page 31 of 49

ProForma RFP 34901-01627 Queuing and Virtual Line Management System



D.8.

D.9.

D.10.

09-18-25 FA

Conflicts of Interest. The Contractor warrants that no part of the Contractor's compensation shall
be paid directly or indirectly to an employee or official of the State of Tennessee as wages,
compensation, or gifts in exchange for acting as an officer, agent, employee, subcontractor, or
consultant to the Contractor in connection with any work contemplated or performed under this
Contract.

The Contractor acknowledges, understands, and agrees that this Contract shall be null and void if
the Contractor is, or within the past six (6) months has been, an employee of the State of
Tennessee or if the Contractor is an entity in which a controlling interest is held by an individual
who is, or within the past six (6) months has been, an employee of the State of Tennessee.

Nondiscrimination. The Contractor hereby agrees, warrants, and assures that no person shall be
excluded from participation in, be denied benefits of, or be otherwise subjected to discrimination
in the performance of this Contract or in the employment practices of the Contractor on the
grounds of handicap or disability, age, race, creed, color, religion, sex, national origin, or any
other classification protected by federal or state law. The Contractor shall, upon request, show
proof of nondiscrimination and shall post in conspicuous places, available to all employees and
applicants, notices of nondiscrimination.

Prohibition of lllegal Immigrants. The requirements of Tenn. Code Ann. § 12-3-309 addressing
the use of illegal immigrants in the performance of any contract to supply goods or services to the
state of Tennessee, shall be a material provision of this Contract, a breach of which shall be
grounds for monetary and other penalties, up to and including termination of this Contract.

a. The Contractor agrees that the Contractor shall not knowingly utilize the services of an
illegal immigrant in the performance of this Contract and shall not knowingly utilize the
services of any subcontractor who will utilize the services of an illegal immigrant in the
performance of this Contract. The Contractor shall reaffirm this attestation by submitting
to the State a completed Attestation (accessible through the Edison Supplier Portal) and
included at Attachment One, semi-annually during the Term. If the Contractor is a party
to more than one contract with the State, the Contractor may submit one attestation that
applies to all contracts with the State. All Contractor attestations shall be maintained by
the Contractor and made available to State officials upon request.

b. Prior to the use of any subcontractor in the performance of this Contract, and semi-
annually thereafter, during the Term, the Contractor shall obtain and retain a current,
written attestation that the subcontractor shall not knowingly utilize the services of an
illegal immigrant to perform work under this Contract and shall not knowingly utilize the
services of any subcontractor who will utilize the services of an illegal immigrant to
perform work under this Contract. Attestations obtained from subcontractors shall be
maintained by the Contractor and made available to State officials upon request.

C. The Contractor shall maintain records for all personnel used in the performance of this
Contract. Contractor’s records shall be subject to review and random inspection at any
reasonable time upon reasonable notice by the State.

d. The Contractor understands and agrees that failure to comply with this section will be
subject to the sanctions of Tenn. Code Ann. § 12-3-309 for acts or omissions occurring
after its effective date.

e. For purposes of this Contract, "illegal immigrant" shall be defined as any person who is
not: (i) a United States citizen; (ii) a Lawful Permanent Resident; (iii) a person whose
physical presence in the United States is authorized; (iv) allowed by the federal
Department of Homeland Security and who, under federal immigration laws or
regulations, is authorized to be employed in the U.S.; or (v) is otherwise authorized to
provide services under the Contract.
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Records. The Contractor shall maintain documentation for all charges under this Contract. The
books, records, and documents of the Contractor, for work performed or money received under
this Contract, shall be maintained for a period of five (5) full years from the date of the final
payment and shall be subject to audit at any reasonable time and upon reasonable notice by the
State, the Comptroller of the Treasury, or their duly appointed representatives. The financial
statements shall be prepared in accordance with generally accepted accounting principles.

Monitoring. The Contractor’s activities conducted and records maintained pursuant to this
Contract shall be subject to monitoring and evaluation by the State, the Comptroller of the
Treasury, or their duly appointed representatives.

Progress Reports. The Contractor shall submit brief, periodic, progress reports to the State as
requested.

Strict Performance. Failure by any Party to this Contract to require, in any one or more cases,
the strict performance of any of the terms, covenants, conditions, or provisions of this Contract
shall not be construed as a waiver or relinquishment of any term, covenant, condition, or
provision. No term or condition of this Contract shall be held to be waived, modified, or deleted
except by a written amendment signed by the Parties.

Independent Contractor. The Parties shall not act as employees, partners, joint venturers, or
associates of one another. The Parties are independent contracting entities. Nothing in this
Contract shall be construed to create an employer/employee relationship or to allow either Party
to exercise control or direction over the manner or method by which the other transacts its
business affairs or provides its usual services. The employees or agents of one Party are not
employees or agents of the other Party.

Patient Protection and Affordable Care Act. The Contractor agrees that it will be responsible for
compliance with the Patient Protection and Affordable Care Act (“PPACA”) with respect to itself
and its employees, including any obligation to report health insurance coverage, provide health
insurance coverage, or pay any financial assessment, tax, or penalty for not providing health
insurance. The Contractor shall indemnify the State and hold it harmless from any costs to the
State arising from Contractor’s failure to fulfill its PPACA responsibilities for itself or its
employees.

Limitation of State’s Liability. The State shall have no liability except as specifically provided in
this Contract. In no event will the State be liable to the Contractor or any other party for any lost
revenues, lost profits, loss of business, decrease in the value of any securities or cash position,
time, goodwill, or any indirect, special, incidental, punitive, exemplary or consequential damages
of any nature, whether based on warranty, contract, statute, regulation, tort (including but not
limited to negligence), or any other legal theory that may arise under this Contract or otherwise.
The State’s total liability under this Contract (including any exhibits, schedules, amendments or
other attachments to the Contract) or otherwise shall under no circumstances exceed the
Maximum Liability. This limitation of liability is cumulative and not per incident.

Limitation of Contractor’s Liability. In accordance with Tenn. Code Ann. § 12-3-701, the
Contractor’s liability for all claims arising under this Contract shall be limited to an amount equal
to two (2) times the Maximum Liability amount detailed in Section C.1. and as may be amended,
PROVIDED THAT in no event shall this Section limit the liability of the Contractor for: (i)
intellectual property or any Contractor indemnity obligations for infringement for third-party
intellectual property rights; (ii) any claims covered by any specific provision in the Contract
providing for liquidated damages; or (iii) any claims for intentional torts, criminal acts, fraudulent
conduct, or acts or omissions that result in personal injuries or death. For clarity, except as
otherwise expressly set forth in this Section, Contractor’s indemnification obligations and other
remedies available under this Contract are subject to the limitations on liability set forth in this
Section.
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Hold Harmless. The Contractor agrees to indemnify and hold harmless the State of Tennessee
as well as its officers, agents, and employees from and against any and all claims, liabilities,
losses, and causes of action which may arise, accrue, or result to any person, firm, corporation,
or other entity which may be injured or damaged as a result of acts, omissions, or negligence on
the part of the Contractor, its employees, or any person acting for or on its or their behalf relating
to this Contract. The Contractor further agrees it shall be liable for the reasonable cost of
attorneys’ fees, court costs, expert witness fees, and other litigation expenses for the State to
enforce the terms of this Contract.

In the event of any suit or claim, the Parties shall give each other immediate notice and provide
all necessary assistance to respond. The failure of the State to give notice shall only relieve the
Contractor of its obligations under this Section to the extent that the Contractor can demonstrate
actual prejudice arising from the failure to give notice. This Section shall not grant the Contractor,
through its attorneys, the right to represent the State in any legal matter, as the right to represent
the State is governed by Tenn. Code Ann. § 8-6-106.

HIPAA Compliance. As applicable, the State and Contractor shall comply with obligations under

the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), Health Information
Technology for Economic and Clinical Health (“HITECH”) Act and any other relevant laws and
regulations regarding privacy (collectively the “Privacy Rules”). The obligations set forth in this
Section shall survive the termination of this Contract.

a. Contractor warrants to the State that it is familiar with the requirements of the Privacy
Rules, and will comply with all applicable requirements in the course of this Contract.

b. Contractor warrants that it will cooperate with the State, including cooperation and
coordination with State privacy officials and other compliance officers required by the
Privacy Rules, in the course of performance of the Contract so that both parties will be in
compliance with the Privacy Rules.

C. The State and the Contractor will sign documents, including but not limited to business
associate agreements, as required by the Privacy Rules and that are reasonably
necessary to keep the State and Contractor in compliance with the Privacy Rules. This
provision shall not apply if information received or delivered by the parties under this
Contract is NOT “protected health information” as defined by the Privacy Rules, or if the
Privacy Rules permit the parties to receive or deliver the information without entering into
a business associate agreement or signing another document.

d. The Contractor will indemnify the State and hold it harmless for any violation by the
Contractor or its subcontractors of the Privacy Rules. This includes the costs of
responding to a breach of protected health information, the costs of responding to a
government enforcement action related to the breach, and any fines, penalties, or
damages paid by the State because of the violation.

Tennessee Consolidated Retirement System. Subject to statutory exceptions contained in Tenn.
Code Ann. §§ 8-36-801, et seq., the law governing the Tennessee Consolidated Retirement
System (“TCRS”), provides that if a retired member of TCRS, or of any superseded system
administered by TCRS, or of any local retirement fund established under Tenn. Code Ann. §§ 8-
35-101, et seq., accepts State employment, the member's retirement allowance is suspended
during the period of the employment. Accordingly and notwithstanding any provision of this
Contract to the contrary, the Contractor agrees that if it is later determined that the true nature of
the working relationship between the Contractor and the State under this Contract is that of
“‘employee/employer” and not that of an independent contractor, the Contractor, if a retired
member of TCRS, may be required to repay to TCRS the amount of retirement benefits the
Contractor received from TCRS during the Term.
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Tennessee Department of Revenue Registration. The Contractor shall comply with all applicable
registration requirements contained in Tenn. Code Ann. §§ 67-6-601 — 608. Compliance with
applicable registration requirements is a material requirement of this Contract.

Debarment and Suspension. The Contractor certifies, to the best of its knowledge and belief, that
it, its current and future principals, its current and future subcontractors and their principals:

a. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any federal or state department or
agency;

b. have not within a three (3) year period preceding this Contract been convicted of, or had

a civil judgment rendered against them from commission of fraud, or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (federal, state, or
local) transaction or grant under a public transaction; violation of federal or state antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification, or
destruction of records, making false statements, or receiving stolen property;

C. are not presently indicted or otherwise criminally or civilly charged by a government entity
(federal, state, or local) with commission of any of the offenses detailed in section b. of
this certification; and

d. have not within a three (3) year period preceding this Contract had one or more public
transactions (federal, state, or local) terminated for cause or default.

The Contractor shall provide immediate written notice to the State if at any time it learns that
there was an earlier failure to disclose information or that due to changed circumstances, its
principals or the principals of its subcontractors are excluded, disqualified, or presently fall under
any of the prohibitions of sections a-d.

Force Majeure. “Force Majeure Event’” means fire, flood, earthquake, elements of nature or acts
of God, wars, riots, civil disorders, rebellions or revolutions, acts of terrorism or any other similar
cause beyond the reasonable control of the Party except to the extent that the non-performing
Party is at fault in failing to prevent or causing the default or delay, and provided that the default
or delay cannot reasonably be circumvented by the non-performing Party through the use of
alternate sources, workaround plans or other means. A strike, lockout or labor dispute shall not
excuse either Party from its obligations under this Contract. Except as set forth in this Section,
any failure or delay by a Party in the performance of its obligations under this Contract arising
from a Force Majeure Event is not a default under this Contract or grounds for termination. The
non-performing Party will be excused from performing those obligations directly affected by the
Force Majeure Event, and only for as long as the Force Majeure Event continues, provided that
the Party continues to use diligent, good faith efforts to resume performance without delay. The
occurrence of a Force Majeure Event affecting Contractor’s representatives, suppliers,
subcontractors, customers or business apart from this Contract is not a Force Majeure Event
under this Contract. Contractor will promptly notify the State of any delay caused by a Force
Majeure Event (to be confirmed in a written notice to the State within one (1) day of the inception
of the delay) that a Force Majeure Event has occurred, and will describe in reasonable detail the
nature of the Force Majeure Event. If any Force Majeure Event results in a delay in Contractor’s
performance longer than forty-eight (48) hours, the State may, upon notice to Contractor: (a)
cease payment of the fees for the affected obligations until Contractor resumes performance of
the affected obligations; or (b) immediately terminate this Contract or any purchase order, in
whole or in part, without further payment except for fees then due and payable. Contractor will
not increase its charges under this Contract or charge the State any fees other than those
provided for in this Contract as the result of a Force Majeure Event.

State and Federal Compliance. The Contractor shall comply with all State and federal laws and
regulations applicable to Contractor in the Contractor’s performance of this Contract.
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Governing Law. This Contract shall be governed by and construed in accordance with the laws
of the State of Tennessee, without regard to its conflict or choice of law rules. The Tennessee
Claims Commission or the state or federal courts in Tennessee shall be the venue for all claims,
disputes, or disagreements arising under this Contract. The Contractor acknowledges and
agrees that any rights, claims, or remedies against the State of Tennessee or its employees
arising under this Contract shall be subject to and limited to those rights and remedies available
under Tenn. Code Ann. §§ 9-8-101 - 408.

Entire Agreement. This Contract is complete and contains the entire understanding between the
Parties relating to its subject matter, including all the terms and conditions of the Parties’
agreement. This Contract supersedes any and all prior understandings, representations,
negotiations, and agreements between the Parties, whether written or oral.

Severability. If any terms and conditions of this Contract are held to be invalid or unenforceable
as a matter of law, the other terms and conditions of this Contract shall not be affected and shall
remain in full force and effect. The terms and conditions of this Contract are severable.

Headings. Section headings of this Contract are for reference purposes only and shall not be
construed as part of this Contract.

Incorporation of Additional Documents. Each of the following documents is included as a part of
this Contract by reference. In the event of a discrepancy or ambiguity regarding the Contractor’s
duties, responsibilities, and performance under this Contract, these items shall govern in order of
precedence below:

a. any amendment to this Contract, with the latter in time controlling over any earlier
amendments;

b. this Contract with any attachments or exhibits (excluding the items listed at subsections
c. through f., below), which includes Attachments One and Two;

C. any clarifications of or addenda to the Contractor’s proposal seeking this Contract;

d. the State solicitation, as may be amended, requesting responses in competition for this
Contract;

e. any technical specifications provided to proposers during the procurement process to
award this Contract; and

f. the Contractor’s response seeking this Contract.

Iran Divestment Act. The requirements of Tenn. Code Ann. § 12-12-101, ef seq., addressing
contracting with persons as defined at Tenn. Code Ann. §12-12-103(5) that engage in investment
activities in Iran, shall be a material provision of this Contract. The Contractor certifies, under
penalty of perjury, that to the best of its knowledge and belief that it is not on the list created
pursuant to Tenn. Code Ann. § 12-12-106.

Insurance. Contractor shall maintain insurance coverage as specified in this Section. The State
reserves the right to amend or require additional insurance coverage, coverage amounts, and
endorsements required under this Contract. Contractor’s failure to maintain or submit evidence of
insurance coverage, as required, is a material breach of this Contract. If Contractor loses
insurance coverage, fails to renew coverage, or for any reason becomes uninsured during the
Term, Contractor shall immediately notify the State. All insurance companies providing coverage
must be: (a) acceptable to the State; (b) authorized by the Tennessee Department of Commerce
and Insurance (“TDCI”); and (c) rated A-/ VIl or better by A.M. Best. All coverage must be on a
primary basis and noncontributory with any other insurance or self-insurance carried by the State.
Contractor agrees to name the State as an additional insured on any insurance policy with the
exception of workers’ compensation (employer liability) and professional liability (errors and
omissions) insurance. All policies must contain an endorsement for a waiver of subrogation in
favor of the State. Any deductible or self insured retention (“SIR”) over fifty thousand dollars
($50,000) must be approved by the State. The deductible or SIR and any premiums are the
Contractor’s sole responsibility. The Contractor agrees that the insurance requirements specified
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in this Section do not reduce any liability the Contractor has assumed under this Contract
including any indemnification or hold harmless requirements.

To achieve the required coverage amounts, a combination of an otherwise deficient specific
policy and an umbrella policy with an aggregate meeting or exceeding the required coverage
amounts is acceptable. For example: If the required policy limit under this Contract is for two
million dollars ($2,000,000) in coverage, acceptable coverage would include a specific policy
covering one million dollars ($1,000,000) combined with an umbrella policy for an additional one
million dollars ($1,000,000). If the deficient underlying policy is for a coverage area without
aggregate limits (generally Automobile Liability and Employers’ Liability Accident), Contractor
shall provide a copy of the umbrella insurance policy documents to ensure that no aggregate limit
applies to the umbrella policy for that coverage area. In the event that an umbrella policy is being
provided to achieve any required coverage amounts, the umbrella policy shall be accompanied by
an endorsement at least as broad as the Insurance Services Office, Inc. (also known as “ISO”)
“Noncontributory—Other Insurance Condition” endorsement or shall be written on a policy form
that addresses both the primary and noncontributory basis of the umbrella policy if the State is
otherwise named as an additional insured.

Contractor shall provide the State a certificate of insurance (“*COI”) evidencing the coverages and
amounts specified in this Section. The COI must be on a form approved by the TDCI (standard
ACORD form preferred). The COI must list each insurer’s National Association of Insurance
Commissioners (NAIC) number and be signed by an authorized representative of the insurer. The
COIl must list the State of Tennessee — CPO Risk Manager, 312 Rosa L. Parks Ave., 3 floor
Central Procurement Office, Nashville, TN 37243 as the certificate holder. Contractor shall
provide the COI ten (10) business days prior to the Effective Date and again thirty (30) calendar
days before renewal or replacement of coverage. Contractor shall provide the State evidence
that all subcontractors maintain the required insurance or that subcontractors are included under
the Contractor’s policy. At any time, the State may require Contractor to provide a valid COI.
The Parties agree that failure to provide evidence of insurance coverage as required is a material
breach of this Contract. If Contractor self-insures, then a COI will not be required to prove
coverage. Instead Contractor shall provide a certificate of self-insurance or a letter, on
Contractor’s letterhead, detailing its coverage, policy amounts, and proof of funds to reasonably
cover such expenses. The State reserves the right to require complete copies of all required
insurance policies, including endorsements required by these specifications, at any time.

The State agrees that it shall give written notice to the Contractor as soon as practicable after the
State becomes aware of any claim asserted or made against the State, but in no event later than
thirty (30) calendar days after the State becomes aware of such claim. The failure of the State to
give notice shall only relieve the Contractor of its obligations under this Section to the extent that
the Contractor can demonstrate actual prejudice arising from the failure to give notice. This
Section shall not grant the Contractor or its insurer, through its attorneys, the right to represent
the State in any legal matter, as the right to represent the State is governed by Tenn. Code Ann.
§ 8-6-106.

The insurance obligations under this Contract shall be: (1)—all the insurance coverage and policy
limits carried by the Contractor; or (2)—the minimum insurance coverage requirements and policy
limits shown in this Contract; whichever is greater. Any insurance proceeds in excess of or
broader than the minimum required coverage and minimum required policy limits, which are
applicable to a given loss, shall be available to the State. No representation is made that the
minimum insurance requirements of the Contract are sufficient to cover the obligations of the
Contractor arising under this Contract. The Contractor shall obtain and maintain, at a minimum,
the following insurance coverages and policy limits.

a. Commercial General Liability (“CGL”) Insurance

1) The Contractor shall maintain CGL, which shall be written on an ISO Form CG
00 01 occurrence form (or a substitute form providing equivalent coverage) and
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shall cover liability arising from property damage, premises and operations
products and completed operations, bodily injury, personal and advertising injury,
and liability assumed under an insured contract (including the tort liability of
another assumed in a business contract).

2) The Contractor shall maintain single limits not less than one million dollars
($1,000,000) per occurrence. If a general aggregate limit applies, either the
general aggregate limit shall apply separately to this policy or location of
occurrence or the general aggregate limit shall be twice the required occurrence
limit.

b. Workers’ Compensation and Employer Liability Insurance

1) For Contractors statutorily required to carry workers’ compensation and employer
liability insurance, the Contractor shall maintain:

i. Workers’ compensation and employer liability insurance in the amounts
required by appropriate state statutes.

2) If the Contractor certifies that it is exempt from the requirements of Tenn. Code
Ann. §§ 50-6-101 — 103, then the Contractor shall furnish written proof of such
exemption for one or more of the following reasons:

i. The Contractor employs fewer than five (5) employees;
ii. The Contractor is a sole proprietor;

iii. The Contractor is in the construction business or trades with no
employees;

iv. The Contractor is in the coal mining industry with no employees;
v. The Contractor is a state or local government; or

vi. The Contractor self-insures its workers’ compensation and is in
compliance with the TDCI rules and Tenn. Code Ann. § 50-6-405.

c. Automobile Liability Insurance

1) The Contractor shall maintain automobile liability insurance which shall cover
liability arising out of any automobile (including owned, leased, hired, and non-
owned automobiles).

2) The Contractor shall maintain bodily injury/property damage with a limit not less
than one million dollars ($1,000,000) per occurrence or combined single limit.

d. Cyber Liability Insurance

1) The Contractor shall maintain cyber liability insurance in an amount not less than
three million dollars ($3,000,000) per occurrence or claim and five million dollars
($5,000,000) annual aggregate. Such insurance shall be sufficiently broad to
respond to the Contractor’s duties and obligations under this Contract, and shall
include coverage for all acts, claims, errors, omissions, negligence, infringement
of intellectual property (including copyright, patent and trade secret); network
security and privacy risks, including but not limited to unauthorized access,
failure of security, information theft, damage to destruction of or alteration of
electronic information, breach of privacy perils, wrongful disclosure and release
of private information, collection, or other negligence in the handling of
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confidential information, and including coverage for related regulatory fines,
defenses, and penalties.

2) Such coverage shall include data breach response expenses, in an amount not
less than three million dollars ($3,000,000) and payable whether incurred by the
State or Contractor, including but not limited to consumer notification, whether or
not required by law, computer forensic investigations, public relations and crisis
management firm fees, credit file or identity monitoring or remediation services
and expenses in the performance of services for the State or on behalf of the
State hereunder.

e. Crime Insurance
1) The Contractor shall maintain crime insurance, which shall be written on a “loss

sustained form” or “loss discovered form” providing coverage for third party
fidelity, including cyber theft and extortion. The policy must allow for reporting of
circumstances or incidents that may give rise to future claims, include an
extended reporting period of no less than two (2) years with respect to events
which occurred but were not reported during the term of the policy, and not
contain a condition requiring an arrest or conviction.

2) Any crime insurance policy shall have a limit not less than one million dollars
($1,000,000) per claim and one million dollars ($1,000,000) in the
aggregate. Any crime insurance policy shall contain a Social Engineering Fraud
Endorsement with a limit of not less than two hundred and fifty thousand dollars
($250,000). This insurance may be written on a claims-made basis, but in the
event that coverage is cancelled or non-renewed, the Contractor shall purchase
an extended reporting or “tail coverage” of at least two (2) years after the Term.

Major Procurement Contract Sales and Use Tax. Pursuant to Tenn. Code Ann. § 4-39-102 and
to the extent applicable, the Contractor and the Contractor’'s subcontractors shall remit sales and
use taxes on the sales of goods or services that are made by the Contractor or the Contractor’s
subcontractors and that are subject to tax.

Confidentiality of Records. Strict standards of confidentiality of records and information shall be
maintained in accordance with the requirements of this Contract and applicable state and federal
law. All material, information, and data regardless of form, medium or method of communication,
that the Contractor will have access to, acquire, or is provided to the Contractor by the State or
acquired by the Contractor on behalf of the State shall be regarded as “Confidential Information.”
The State grants the Contractor a limited license to use the Confidential Information but only to
perform its obligations under the Contract. Nothing in this Section shall permit Contractor to
disclose any Confidential Information, regardless of whether it has been disclosed or made
available to the Contractor due to intentional or negligent actions or inactions of agents of the
State or third parties. Confidential Information shall not be disclosed except as required under
state or federal law or otherwise authorized in writing by the State. Contractor shall take all
necessary steps to safeguard the confidentiality of such Confidential Information in conformance
with the requirements of this contract and with applicable state and federal law.

As long as the Contractor maintains State Confidential Information, the obligations set forth in this
Section shall survive the termination of this Contract.

Boycott of Israel. The Contractor certifies that it is not currently engaged in, and covenants that it
will not, for the duration of the Contract, engage in a Boycott of Israel, as that term is defined in
Tenn. Code Ann. § 12-4-119.

Prohibited Contract Terms. The prohibited contract terms and conditions enumerated in Tenn.
Code Ann. § 12-3-515, shall be a material provision of this Contract. The Contractor acknowledges,
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understands, and agrees that the inclusion of a term or condition prohibited by Tenn. Code Ann. §
12-3-515, shall be null and void and the Contract shall be enforceable as if the Contract did not
contain such term or condition.

SPECIAL TERMS AND CONDITIONS:

Conflicting Terms and Conditions. Should any of these special terms and conditions conflict with
any other terms and conditions of this Contract, the special terms and conditions shall be
subordinate to the Contract’s other terms and conditions.

State Ownership of Goods. The State shall have ownership, right, title, and interest in all goods
provided by Contractor under this Contract including full rights to use the goods and transfer title
in the goods to any third parties.

Additional lines, items, or options. At its sole discretion, the State may make written requests to
the Contractor to add lines, items, or options that are needed and within the Scope but were not
included in the original Contract. Such lines, items, or options will be added to the Contract
through a Memorandum of Understanding (“MOU”), not an amendment.

a. After the Contractor receives a written request to add lines, items, or options, the Contractor
shall have ten (10) business days to respond with a written proposal. The Contractor’s written
proposal shall include:

(1) The effect, if any, of adding the lines, items, or options on the other goods or services
required under the Contract;

(2) Any pricing related to the new lines, items, or options;

(3) The expected effective date for the availability of the new lines, items, or options; and

(4) Any additional information requested by the State.

b. The State may negotiate the terms of the Contractor’s proposal by requesting revisions to the
proposal.

c. Toindicate acceptance of a proposal, the State will sign it. The signed proposal shall
constitute a MOU between the Parties, and the lines, items, or options shall be incorporated
into the Contract as if set forth verbatim.

d. Only after a MOU has been executed shall the Contractor perform or deliver the new lines,
items, or options.

Intellectual Property Indemnity. The Contractor agrees to indemnify and hold harmless the State
of Tennessee as well as its officers, agents, and employees from and against any and all claims
or suits which may be brought against the State concerning or arising out of any claim of an
alleged patent, copyright, trade secret or other intellectual property infringement. In any such
claim or action brought against the State, the Contractor shall satisfy and indemnify the State for
the amount of any settlement or final judgment, and the Contractor shall be responsible for all
legal or other fees or expenses incurred by the State arising from any such claim. The State shall
give the Contractor notice of any such claim or suit, however, the failure of the State to give such
notice shall only relieve Contractor of its obligations under this Section to the extent Contractor
can demonstrate actual prejudice arising from the State’s failure to give notice. This Section shall
not grant the Contractor, through its attorneys, the right to represent the State of Tennessee in
any legal matter, as provided in Tenn. Code Ann. § 8-6-106.

In addition to the above indemnity, if the State’s use of any deliverable, or any portion thereof,
provided under this Contract, is or is likely to be enjoined by order of a court of competent
jurisdiction as such an infringement or unauthorized use, the Contractor, at its expense, shall: (x)
procure for the State the continued use of such deliverable; (y) replace such deliverable with a
non-infringing counterpart; or (z) modify such deliverable so it becomes non-infringing; provided
that, if (y) or (z) is the option chosen by the Contractor, the replacement or modified deliverable
must be capable of performing substantially the same function. Notwithstanding the foregoing, the
State retains the right to terminate the Contract in accordance with Section D.6 hereunder in the
event of such infringement or unauthorized use, and any such exercise of these allowable options
by Contractor shall not relieve Contractor of its indemnity obligations under this Section.
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The forgoing indemnity does not apply to the extent that the infringement arises from the State’s:
(i) use of the deliverable not in accordance with instructions, documentations, or specifications
(“Misuse™); (ii) alteration, modification or revision of the Deliverables not expressly authorized by
the Contractor (“Alteration”); (iii) failure to use or implement corrections or enhancements to the
Deliverables made available by the Contractor to the State at no additional cost to the State,
except where such failure to use or implement corrections or enhancements is a result of State’s
termination in accordance with the preceding paragraph; or (iv) combination of the Deliverables
with materials not provided, specified, or approved by the Contractor.

Software License Warranty. Contractor grants a license to the State to use all software
provided under this Contract in the course of the State’s business and purposes.

Software Support and Maintenance Warranty. Contractor shall provide to the State all
software upgrades, modifications, bug fixes, or other improvements in its software that it makes
generally available to its customers.

Transfer of Ownership of Custom Software Developed for the State.

a. Definitions.

(1) “Contractor-Owned Software,” shall mean commercially available software the
rights to which are owned by Contractor, including but not limited to commercial
“off-the-shelf” software which is not developed using State’s money or resources.

(2) “Custom-Developed Application Software,” shall mean customized application
software developed by Contractor for the State under this Contract intended to
function with the Contractor-Owned Software or any Work Product provided
under this Contract.

(3) “Rights Transfer Application Software,” shall mean any pre-existing application
software and documentation owned or supplied by Contractor or a third party
necessary for the use, functioning, support, or maintenance of the Contractor-
Owned Software, the Custom-Developed Application Software, Third Party
Software, and any Work Product provided to State.

(4) “Third-Party Software,” shall mean software supplied by Contractor under this
Contract or necessary for the functioning of any Work Product not owned by the
State or the Contractor.

(5) “Work Product,” shall mean all deliverables such as software, software source
code, documentation, planning, etc., that are created, designed, developed, or
documented by the Contractor for the State under this Contract. Work Product
shall include Rights Transfer Application Software.

b. Rights and Title to the Software

(1) All right, title and interest in and to the Contractor-Owned Software shall at all
times remain with Contractor, subject to any license or transfer of rights or
ownership granted under this Contract. Contractor grants the State a perpetual
non-exclusive license to the Contractor-Owned Software to be used solely with
the Custom-Developed Application Software and the Work Product.

(2) Contractor shall provide the source code in the Custom-Developed Application
Software, Work Product and the Contractor-Owned Software, with all subsequent
modifications, enhancements, bug-fixes or any other changes in the source code
of the Work Product and the Contractor-Owned Software and all other code and
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documentation necessary for the Custom-Developed Application Software to be
installed and function as intended and as set forth in this Contract, to the State.

(3) Contractor may lease or sell the Custom-Developed Application Software to third
parties with the written permission of the State, which permission may be
conditioned on the State receiving royalties from such sales or licenses.

(4) All right, title and interest in and to the Custom-Developed Application Software,
and to modifications thereof made by State, including without limitation all
copyrights, patents, trade secrets and other intellectual property and other
proprietary rights embodied by and arising out of the Custom-Developed
Application Software, shall belong to State. To the extent such rights do not
automatically belong to State, Contractor hereby assigns, transfers, and conveys
all right, title and interest in and to the Custom-Developed Application Software,
including without limitation the copyrights, patents, trade secrets, and other
intellectual property rights arising out of or embodied by the Custom-Developed
Application Software. Contractor and its employees, agents, contractors or
representatives shall execute any other documents that State or its counsel
deem necessary or desirable to document this transfer or allow State to register
its claims and rights to such intellectual property rights or enforce them against
third parties.

(5) All right, title and interest in and to the Third-Party Software shall at all times
remain with the third party, subject to any license or other rights granted to the
State under this Contract or otherwise.

C. The Contractor may use for its own purposes the general knowledge, skills, experience,
ideas, concepts, know-how, and techniques obtained and used during the course of
performing under this Contract. The Contractor may develop for itself, or for others,
materials which are similar to or competitive with those that are produced under this
Contract.

E.8. Comptroller Audit Requirements.

When requested by the State or the Comptroller of the Treasury, the Contractor must
provide the State or the Comptroller of the Treasury with a detailed written description of
the Contractor’s information technology control environment, including a description of
general controls and application controls. The Contractor must also assist the State or
the Comptroller of the Treasury with obtaining a detailed written description of the
information technology control environment for any third or fourth parties, or
Subcontractors, used by the Contractor to process State data and/or provide services
under this Contract.

Contractor will maintain and cause its Subcontractors to maintain a complete audit trail of
all transactions and activities in connection with this Contract, including all information
technology logging and scanning conducted within the Contractor’s and Subcontractor’s
information technology control environment. Upon reasonable notice and at any
reasonable time, the Contractor grants the State or the Comptroller of the Treasury with
the right to audit the Contractor’s information technology control environment, including
general controls and application controls. The audit may include testing the general and
application controls within the Contractor’s information technology control environment
and may also include testing general and application controls for any third or fourth
parties, or Subcontractors, used by the Contractor to process State data and/or provide
services under this Contract. The audit may include the Contractor’s and Subcontractor’s
compliance with the State’s Enterprise Information Security Policy and all applicable
requirements, laws, regulations, or policies.
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Upon reasonable notice and at any reasonable time, the Contractor and Subcontractor(s)
agree to allow the State, the Comptroller of the Treasury, or their duly appointed
representatives to perform information technology control audits of the Contractor and all
Subcontractors used by the Contractor. Contractor will provide to the State, the
Comptroller of the Treasury, or their duly appointed representatives access to Contractor
and Subcontractor(s) personnel for the purpose of performing the information te chnology
control audit. The audit may include interviews with technical and management
personnel, physical or virtual inspection of controls, and review of paper or electronic
documentation.

The Contractor must have a process for correcting control deficiencies that were
identified in the State’s or Comptroller of the Treasury’s information technology audit. For
any audit issues identified, the Contractor and Subcontractor(s) shall submit a corrective
action plan to the State or the Comptroller of the Treasury which addresses the actions
taken, or to be taken, and the anticipated completion date in response to each of the
audit issues and related recommendations of the State or the Comptroller of the
Treasury. The corrective action plan shall be provided to the State or the Comptroller of
the Treasury upon request from the State or Comptroller of the Treasury and within 30
days from the issuance of the audit report or communication of the audit issues and
recommendations. Upon request from the State or Comptroller of the Treasury, the
Contractor and Subcontractor(s) shall provide documentation and evidence that the audit
issues were corrected.

Each party shall bear its own expenses incurred while conducting the information
technology controls audit.

E.9. Information Technology Security Requirements (State Data, Audit, and Other
Requirements).

a. The Contractor shall protect State Data as follows:

(1) The Contractor shall ensure that all State Data is housed in the continental United States,
inclusive of backup data. All State data must remain in the United States, regardless of
whether the data is processed, stored, in-transit, or at rest. Access to State data shall be
limited to US-based (onshore) resources only.

All system and application administration must be performed in the continental United States.
Configuration or development of software and code is permitted outside of the United States.
However, software applications designed, developed, manufactured, or supplied by persons
owned or controlled by, or subject to the jurisdiction or direction of, a foreign adversary, which
the U.S. Secretary of Commerce acting pursuant to 15 CFR 7 has defined to include the
People’s Republic of China, among others are prohibited. Any testing of code outside of the
United States must use fake data. A copy of production data may not be transmitted or used
outside the United States.

(2) The Contractor shall encrypt Confidential State Data at rest and in transit using the current
version of Federal Information Processing Standard (“FIPS”) 140-2 or 140-3 (or current
applicable version) validated encryption technologies. The State shall control all access to
encryption keys. The Contractor shall provide installation and maintenance support at no cost
to the State.

(3) The Contractor and any Subcontractor used by the Contractor to host State data, including
data center vendors, shall be subject to an annual engagement by a licensed CPA firm in
accordance with the standards of the American Institute of Certified Public Accountants
(“AICPA”) for a System and Organization Controls for service organizations (“SOC”) 2 Type 2
examination. The scope of the SOC 2 Type 2 examination engagement must include the
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Security, Availability, Confidentiality, and Processing Integrity Trust Services Criteria. In
addition, the Contractor services that are part of this Contract, including any processing or
storage services, must be included in the scope of the SOC 2 Type 2 examination
engagement(s).

(4) The Contractor must annually review its SOC 2 Type 2 examination reports. Within 30 days of
receipt of the examination report, or upon request from the State or the Comptroller of the
Treasury, the Contractor must provide the State or the Comptroller of the Treasury a non-
redacted copy of the Contractor's SOC 2 Type 2 examination report(s). The Contractor must
review the annual SOC 2 Type 2 examination reports for each of its Subcontractors and must
also assist the State or Comptroller of the Treasury with obtaining a non-redacted copy of any
SOC examination reports for each of its Subcontractors, including data centers used by the
Contractor to host or process State data.

If the Contractor's SOC 2 Type 2 examination report includes a modified opinion, meaning that
the opinion is qualified, adverse, or disclaimed, the Contractor must share the SOC report and
the Contractor’s plan to address the modified opinion with the State or the Comptroller of the
Treasury within 30 days of the Contractor’s receipt of the SOC report or upon request from the
State or the Comptroller of the Treasury. If any Subcontractor(s) SOC 2 Type 2 examination
report includes a modified opinion, the Contractor must assist the State or Comptroller of the
Treasury with obtaining the Subcontractor(s) SOC report and the Subcontractor(s) plan to
address the modified opinion.

The Contractor must have a process for correcting control deficiencies that were identified in
the SOC 2 Type 2 examination, including follow-up documentation providing evidence of such
corrections. Within 30 days of receipt of the examination report, or upon request from the State
or the Comptroller of the Treasury, the Contractor must provide the State or the Comptroller of
the Treasury with a corrective action plan and evidence of correcting the control deficiencies.
The Contractor must require each of its Subcontractors, including data centers used by the
Contractor to host State data, to have a process for correcting control deficiencies identified in
their SOC examination reports and must assist the State or Comptroller of the Treasury with
obtaining a corrective action plan and obtaining evidence of correcting control deficiencies
identified in Subcontractor(s) SOC reports.

No additional funding shall be allocated for these examinations as they are included in the
Maximum Liability of this Contract.

(5) The Contractor must annually perform Penetration Tests and Vulnerability Assessments
against its Processing Environment per the NIST 800-115 definition. “Processing Environment”
shall mean the combination of software and hardware on which the Application runs.
“Application” shall mean the computer code that supports and accomplishes the State’s
requirements as set forth in this Contract. “Penetration Tests” shall be in the form of attacks on
the Contractor’'s computer system, with the purpose of discovering security weaknesses which
have the potential to gain access to the Processing Environment’s features and data. The
“Vulnerability Assessment” shall be designed and executed to define, identify, and classify the
security holes (vulnerabilities) in the Processing Environment. The Contractor shall allow the
State, at its option, to perform Penetration Tests and Vulnerability Assessments on the
Processing Environment. The Contractor shall provide a letter of attestation on its processing
environment that penetration tests and vulnerability assessments has been performed on an
annual basis and taken corrective action to evaluate and address any findings.

In the event of an unauthorized disclosure or unauthorized access to State data, the State
Strategic Technology Solutions (STS) Security Incident Response Team (SIRT) must be
notified and engaged by calling the State Customer Care Center (CCC) at 615-741-1001. Any
such event must be reported by the Contractor within twenty-four (24) hours after the
unauthorized disclosure has come to the attention of the Contractor.

(6) If a breach has been confirmed a fully un-modified third-party forensics report must be supplied
to the State and through the STS SIRT. This report must include indicators of compromise
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(IOCs) as well as plan of actions for remediation and restoration. Contractor shall take all
necessary measures to halt any further Unauthorized Disclosures.

(7) Upon State request, the Contractor shall provide a copy of all Confidential State Data it holds.
The Contractor shall provide such data on media and in a format determined by the State

(8) Upon termination of this Contract and in consultation with the State, the Contractor shall
destroy, and ensure all subcontractors shall destroy, all Confidential State Data it holds
(including any copies such as backups) in accordance with the current version of National
Institute of Standards and Technology (“NIST”) Special Publication 800-88. The Contractor
shall provide a written confirmation of destruction to the State within ten (10) business days
after destruction.

b. Minimum Requirements

(1) The Contractor and all data centers used by the Contractor to host State data, including those
of all Subcontractors, must comply with the State’s Enterprise Information Security Policies as
amended periodically. The State’s Enterprise Information Security Policies document is found at
the following URL: https://www.tn.gov/finance/strategic-technology-solutions/strategic-
technology-solutions/sts-security-policies.html.

(2) The Contractor agrees to maintain the Application so that it will run on a current,
manufacturer-supported Operating System. “Operating System” shall mean the
software that supports a computer's basic functions, such as scheduling tasks,
executing applications, and controlling peripherals.

(3) If the Application requires middleware or database software, Contractor shall maintain
middleware and database software versions that are always fully compatible with
current versions of the Operating System and Application to ensure that security
vulnerabilities are not introduced.

(4) In the event of drive/media failure, if the drive/media is replaced, it remains with the
State and it is the State’s responsibility to destroy the drive/media, or the Contractor
shall provide written confirmation of the sanitization/destruction of data according to
NIST 800-88.

c. Business Continuity Requirements. The Contractor shall maintain set(s) of documents,
instructions, and procedures which enable the Contractor to respond to accidents, disasters,
emergencies, or threats without any stoppage or hindrance in its key operations (“Business
Continuity Requirements”). Business Continuity Requirements shall include:

(1) “Disaster Recovery Capabilities” refer to the actions the Contractor takes to meet the Recovery
Point and Recovery Time Objectives defined below. Disaster Recovery Capabilities shall meet
the following objectives:

i.Recovery Point Objective (“RPO”). The RPO is defined as the maximum targeted
period in which data might be lost from an IT service due to a major incident

ONE MINUTE; and

ii. Recovery Time Objective (“RTO”). The RTO is defined as the targeted duration of time
and a service level within which a business process must be restored after a disaster
(or disruption) in order to avoid unacceptable consequences associated with a break in
business continuity:

ONE HOUR.

Page 45 of 49
ProForma RFP 34901-01627 Queuing and Virtual Line Management System


https://www.tn.gov/finance/strategic-technology-solutions/strategic-technology-solutions/sts-security-policies.html
https://www.tn.gov/finance/strategic-technology-solutions/strategic-technology-solutions/sts-security-policies.html

09-18-25 FA

(2) The Contractor and the Subcontractor(s) shall maintain a documented Disaster Recovery plan

E.10.

E.11.

E.12.

and shall share this document with the State when requested. The Contractor and the
Subcontractor(s) shall perform at least one Disaster Recovery Test every three hundred sixty-
five (365) days. A “Disaster Recovery Test” shall mean the process of verifying the success of
the restoration procedures that are executed after a critical IT failure or disruption occurs. The
Disaster Recovery Test shall use actual State Data Sets that mirror production data, and
success shall be defined as the Contractor verifying that the Contractor can meet the State’s
RPO and RTO requirements. A “Data Set” is defined as a collection of related sets of
information that is composed of separate elements but can be manipulated as a unit by a
computer. The Contractor shall provide written confirmation to the State after each Disaster
Recovery Test that its Disaster Recovery Capabilities meet the RPO and RTO requirements.

State Furnished Property. The Contractor shall be responsible for the correct use, maintenance,
and protection of all articles of nonexpendable, tangible personal property furnished by the State
for the Contractor’s use under this Contract. Upon termination of this Contract, all property
furnished by the State shall be returned to the State in the same condition as when received, less
ordinary wear and tear. Should the property be destroyed, lost, or stolen, the Contractor shall be
responsible to the State for the fair market value of the property at the time of loss.

Prohibited Advertising or Marketing. The Contractor shall not suggest or imply in advertising or
marketing materials that Contractor's goods or services are endorsed by the State. The
restrictions on Contractor advertising or marketing materials under this Section shall survive the
termination of this Contract.

Personally Identifiable Information. While performing its obligations under this Contract,
Contractor may have access to Personally Identifiable Information held by the State (“PII”). For
the purposes of this Contract, “PlI” includes “Nonpublic Personal Information” as that term is
defined in Title V of the Gramm-Leach-Bliley Act of 1999 or any successor federal statute, and
the rules and regulations thereunder, all as may be amended or supplemented from time to
time (“GLBA”) and personally identifiable information and other data protected under any other
applicable laws, rule or regulation of any jurisdiction relating to disclosure or use of personal
information (“Privacy Laws”). Contractor agrees it shall not do or omit to do anything which
would cause the State to be in breach of any Privacy Laws. Contractor shall, and shall cause
its employees, agents and representatives to: (i) keep Pl confidential and may use and
disclose PII only as necessary to carry out those specific aspects of the purpose for which the
Pll was disclosed to Contractor and in accordance with this Contract, GLBA and Privacy Laws;
and (ii) implement and maintain appropriate technical and organizational measures regarding
information security to: (A) ensure the security and confidentiality of PII; (B) protect against any
threats or hazards to the security or integrity of PIl; and (C) prevent unauthorized access to or
use of PIl. Contractor shall immediately notify State: (1) of any disclosure or use of any PIl by
Contractor or any of its employees, agents and representatives in breach of this Contract; and
(2) of any disclosure of any PII to Contractor or its employees, agents and representatives
where the purpose of such disclosure is not known to Contractor or its employees, agents and
representatives. The State reserves the right to review Contractor's policies and procedures
used to maintain the security and confidentiality of Pll and Contractor shall, and cause its
employees, agents and representatives to, comply with all reasonable requests or directions
from the State to enable the State to verify or ensure that Contractor is in full compliance with
its obligations under this Contract in relation to PIl. Upon termination or expiration of the
Contract or at the State’s direction at any time in its sole discretion, whichever is earlier,
Contractor shall immediately return to the State any and all PIl which it has received under this
Contract and shall destroy all records of such PII.

The Contractor shall report to the State any instances of unauthorized access to or potential

disclosure of Pll in the custody or control of Contractor (“Unauthorized Disclosure”) that come
to the Contractor’s attention. Any such report shall be made by the Contractor within twenty-
four (24) hours after the Unauthorized Disclosure has come to the attention of the Contractor.
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Contractor shall take all necessary measures to halt any further Unauthorized Disclosures.
The Contractor, at the sole discretion of the State, shall provide no cost credit monitoring
services for individuals whose PIl was affected by the Unauthorized Disclosure. The
Contractor shall bear the cost of notification to all individuals affected by the Unauthorized
Disclosure, including individual letters and public notice. The remedies set forth in this Section
are not exclusive and are in addition to any claims or remedies available to this State under
this Contract or otherwise available at law. The obligations set forth in this Section shall
survive the termination of this Contract.

E.13. Attificial Intelligence (Al) Use and Compliance Requirements. The Contractor agrees that any
product, service, or solution incorporating Artificial Intelligence (Al), including Generative Al
(GenAl), procured under this Agreement shall comply fully with the State of Tennessee’s
Enterprise Artificial Intelligence Policy (Policy 200-POL-007), available at:
https://www.tn.gov/content/dam/tn/finance/artificial-
intelligence/Enterprise Artificial Intelligence Policy.pdf

The Contractor further agrees to the following:
a. Data Privacy and Security

Contractor shall not use, access, store, transmit, or process any State Data—including
but not limited to confidential, privileged, personally identifiable information (PII),
protected health information (PHI), Payment Card Industry (PCI) data, criminal justice
information (CJIS), federal tax information (FTI), Centers for Medicare & Medicaid
Services (CMS) data, Social Security Administration (SSA) data, Family Education
Rights & Privacy Act (FERPA) data, or internal communications—through any Al tools
or platforms unless:

(1) The Al tool is explicitly approved in writing by the State.
(2) The tool is operated within a secure State-controlled or approved environment.

b. Prohibition on Model Training
Contractor shall not use State Data to train, fine-tune, or otherwise improve Al models,
unless expressly authorized in writing by the State and in accordance with Policy No.
200-0L-007.

C. Transparency and Accountability
Contractor shall clearly disclose when Al tools are used in providing services or
generating content on behalf of the State. Contractor is responsible or the accuracy,
reliability, and appropriateness of all Al-generated outputs.

d. Use of Approved Tools Only
Only State-approved Al platforms, systems, or services may be used in the
performance of this contract. Use of public, consumer, or non-State-managed Al
platforms (e.g., ChatGPT, Google Gemini, etc.) with State Data is strictly prohibited
unless authorized in writing.

e. Ongoing Compliance and Risk Mitigation
Contractor shall ensure continued compliance with evolving State and federal
regulations related to Al. The State reserves the right to audit or review Al usage

under this Contract at any time.

f. Indemnification
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Contractor shall further indemnify and hold harmless the State in accordance with the
Hold Harmless section of this Agreement for any unauthorized disclosure, misuse, or
compromise of State Data resulting from Al-related processing that violates this
Contract or State policy.

IN WITNESS WHEREOF,

CONTRACTOR LEGAL ENTITY NAME:

CONTRACTOR SIGNATURE DATE

PRINTED NAME AND TITLE OF CONTRACTOR SIGNATORY (above)

TENNESSSEE DEPARTMENT OF SAFETY AND HOMELAND SECURITY:

JEFF LONG, COMMISSIONER DATE
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ATTACHMENT ONE

ATTESTATION RE PERSONNEL USED IN CONTRACT PERFORMANCE

SUBJECT CONTRACT NUMBER:

CONTRACTOR LEGAL ENTITY NAME:

EDISON VENDOR IDENTIFICATION NUMBER:

The Contractor, identified above, does hereby attest, certify, warrant, and
assure that the Contractor shall not knowingly utilize the services of an illegal
immigrant in the performance of this Contract and shall not knowingly utilize
the services of any subcontractor who will utilize the services of an illegal
immigrant in the performance of this Contract.

CONTRACTOR SIGNATURE

NOTICE: This attestation MUST be signed by an individual empowered to contractually bind the Contractor. Attach evidence
documenting the individual’s authority to contractually bind the Contractor, unless the signatory is the Contractor’s chief
executive or president.

PRINTED NAME AND TITLE OF SIGNATORY

DATE OF ATTESTATION
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