CONTRACT
BETWEEN THE STATE OF TENNESSEE,

TENNESSEE DEPARTMENT OF INTELLECTUAL AND DEVELOPMENTAL DISABILITIES

AND
CONTRACTOR NAME

This Contract, by and between the State of Tennessee, Tennessee Department of Intellectual and
Developmental Disabilities (“State”) and Contractor Legal Entity Name (“Contractor”), is for the provision
of Healthcare Reimbursement Accounts For Katie Beckett And Tn Strong Families Programs, as further
defined in the "SCOPE." State and Contractor may be referred to individually as a “Party” or collectively
as the “Parties” to this Contract.

The Contractor is a/an Individual, For-Profit Corporation, Non-Profit Corporation, Special Purpose
Corporation Or Association, Partnership, Joint Venture, Or Limited Liability Company.

Contractor Place of Incorporation or Organization: Location

Contractor Edison Registration ID # Number

A. SCOPE:

A1, The Contractor shall provide all goods or services and deliverables as required, described, and
detailed below and shall meet all service and delivery timelines as specified by this Contract.

A.2. Definitions. For purposes of this Contract, definitions shall be as follows and as set forth in the
Contract:

a.

b.

“Cardholder Agreement” means the agreement between the individual enrolled in the
Katie Becket Waiver program or TN Strong Families and the Contractor.

“Card Association Rules” means the rules, regulations, standards, policies, manuals, and
procedures of the Card Associations, including, with respect to the processing of credit
card information, as outlined in the Payment Card Industry Data Security Standards.
“Claims Reimbursement Account” means the account in which funds are held to pay the
Health Reimbursement Accounts.

Digital Wallet Enabled means a credit or debit card which is compatible with an app or
online service used to make payments electronically.

“Health Reimbursement Accounts” or “HRA” means individual accounts for medical and
dental expenses determined by the IRS to be qualified for reimbursement under a
Healthcare Reimbursement Account or that would qualify for the medical and dental
expenses income tax deduction.

“Katie Becket Waiver” means the program for children under the age of eighteen (18)
with disabilities or complex medical needs.

“LIBOR” means the London Inter-Bank Offered Rate.

Merchant Category Code (“MCC”) means a four-digit number that credit card issuers use
to classify individual purchases according to the type of merchant where a purchase is
made.

Normal Business Hours means 8 a.m. to 5 p.m. in the time zone applicable to the Grand
Divisions, as applicable, Monday through Friday, except State of Tennessee holidays.
“Plan Document” means the legal publication that defines eligibility, enroliment, benefits
and administrative rules of the State of Tennessee Public Sector Plans.

“Statement of Work” means an overview that lays the foundation for the planning and
successful execution of a project.

“Summary Plan Description” or “SPD” means conveying plan information in an
understandable summary to members, including plan-identifying and eligibility
information, a description of plan benefits and circumstances causing loss or denial of
benefits, benefit claim procedures, and a statement of member’s rights under the
Employee Retirement Income Security Act of 1974.

“TN Strong Families HRA Program” means the program for children with intellectual
disabilities, developmental disabilities or related conditions in custody of the Department
of Childrens Services who reside in a foster care setting.
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A5.

A.6.

A7

A.8.

A9.

A.10.

The Contractor shall establish a notional health reimbursement account for the designated
guardian/parent for the child for reimbursement with use of debit card and manual claim
submission. The Contractor shall only reimburse expenses for those individuals who are covered
under the Katie Beckett Waiver or TN Strong Families HRA program requirements.

Individual eligibility and authorized dollar amounts shall be sent to the Contractor by the State.

The dollar amount paid by the State shall be allocated in a members Health Reimbursement
Account up to ten thousand dollars, ($10,000.00) per year for the Katie Beckett Waiver Program
and up to twenty thousand dollars, ($20,000) for the TN Strong Families. The Contractor shall
invoice the enroliment amount once an eligible individual becomes a member by being enrolled
into the Katie Beckett or TN Strong Families Program. The State shall pay the stated amount for
program enrollments into the Claims Reimbursement Account. Contractor shall fully fund eligible
member Health Reimbursement Accounts on January 1 of each year to the total eligible amount.
The Contractor shall invoice the total eligible amount or the difference in what is remaining from
the enrollee’s Health Reimbursement Account, whichever is less.

The Contractor shall send the designated guardian / parent a physical debit card, which will also
be digital wallet enabled). Card use will be restricted to IRS Code Section 213(d) FSA Eligible
Medical Expenses eligible items. The Contractor shall restrict the Merchant Category Codes
(“MCC”) and will ensure families / guardians have the ability to submit claims via email, fax,
website, mobile app, and mail and be reimbursed via check or ACH.

The Contractor shall send physical debit cards via US Mail in a ‘card carrier’ and provide each
family/guardian with instructions on how to use the card and directions to set up an account on
Contractor’s website or mobile application. Members can access the Contractor’s customer
support center via chat features.

A Statement of Work shall be provided and jointly reviewed by the State and the Contractor
during the implementation phase.

a. The Contractor shall be required to use the State’s HRA file formats or work together to
create a mutually agreeable format.

b. The Contractor shall provide a file exchange platform utilizing key-based authentication that
can accept an automated job/process.

The Contractor shall, at its expense, maintain adequate and necessary records on each member
related to the services. The State shall furnish the Contractor with complete and accurate
information necessary for the preparation of such records, including, but not limited to, proper
accounting of all members, specific coverages and any changes or corrections thereto. The
Contractor shall not be responsible for verifying the accuracy or completeness of the information
provided by the State. The records maintained by the Contractor on each member shall include:

Full name and address;

Gender

Member number or Social Security number;

Cardholder name

Plan name

Election and/or contribution amount; and

Effective date of coverage.

Letter of Medical Necessity were submitted by the legal guardian or parent.

Written correspondence occurring between the legal guardian/parent and the Contractor
in regard to any claim.

“Se@meaooTo

The Contractor shall hold all funds received from the State, member or on behalf of a member, as
applicable, in the Claims Reimbursement Account established for client funds and separate from
the Contractor’s operational funds at a financial institution of the Contractor’s choosing. The
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Contractor shall pay all fees associated with said account. The Contractor shall not comingle
State funds with any of the Contractor operational funds.

All data provided by the State and generated by the Contractor use of State data and related
service provision related to this Contract is owned by the State, including metadata about system
use, users and services. The Contractor shall not use data or metadata for purposes that are not
related to the services required by this Contract.

The Contractor shall provide the State with forms or comparable electronic means for the
enroliment and maintenance of a member’s records and for the member’s submission of claims
for payment of benefits under the HRA account..

a.

The Contractor shall assist the State, or its designated agent, by providing information
relating to the preparation and filing of any report, form or document required by any state
or federal agency with respect to the plan. The Contractor shall also assist the State by
providing the following, when requested:

l. Electronic sample of the “Plan Document” and “Summary Plan Description,”
when requested by the State;

Il. Available information requested by the State in connection with the filing of the
IRS Form 5500; and

Il. Available information requested by the State in connection with conducting non-
discrimination testing.

The State shall be responsible for the final proper preparation and timely filing of the
following documents, and performance and compliance with the following in connection
with the plan:

l. “Plan Document” and “Summary Plan Description”;

1. Corporate resolution approving and adopting the plan;
1. IRS Form 5500; and

V. Non-discrimination testing and compliance.

Claim Services. The Contractor shall process each claim for benefits made by a member
on the forms distributed by the State or via State approved electronic means.

The Contractor shall conduct an examination of each card purchase or request for
reimbursement based on a review of the documentation submitted by the account
holder in order  to determine that the claim for benefit is consistent with the terms of the
plan. The Contractor shall make the initial determination of the amounts due and payable
under that claim, pursuant to the plan.

The Contractor shall make available to the State a check history showing the name of the
member, name of payee and amount of benefit payable based on the Contractor’ initial
determination as to the allowability of the claim.

The Contractor shall arrange for the payment of all approved claims from the member’s
plan account in which the member is entitled. The claim checks shall be made payable
to the member, their assignee, or to such other person designated by the member not
otherwise restricted or prohibited by the plan. The Contractor may prepare and issue
checks signed by the Contractor from a Contractor account for the purpose of paying
claims. Any interest generated on such account shall be used to pay the fees of the
financial institution with respect to such account. To the extent that such interest is in
excess of such fees, the Contractor shall be entitled to retain such interest as
compensation for services. The Contractor shall request payment from the State on a
periodic basis for the number of approved enrollments during the period. The Contractor
reserves the right to not release claim reimbursements to members until the enroliment
payment has been received by the Contractor from the State. The State shall advise a
member of any delays in payment of any claim due to the failure of the State to pay the



Contractor for the enrollment account pursuant to this contract. Upon request, the
Contractor shall provide a report of outstanding member claims to the State.

The State shall have the final authority to authorize or disallow claim payments. The
Contractor shall assume no liability, from and against any and all claims, damages,
losses or expenses resulting from the Contractor’ compliance with instructions or
directions communicated by the State to the Contractor pursuant to the State’s final
authority to authorize or disallow claim payments.

In the event a claim is ultimately determined to not be payable, the Contractor shall notify
the member of such decision, including the reason for the denial. The Contractor shall
ensure that a member has the right to appeal such denial based on the standard
processes and timeframes outlined in the Contractor’s appeal policy. The Contractor shall
provide written information on the appeal process to the member and shall make this
information accessible via the Contractor’s website The Contractor shall evaluate a
member’s appeal and advise the State of the Contractor’'s recommendation as to the
allowability of the claim. The Contractor shall provide an appeal response to the member.
The final disposition of claims will be made by the State.

Where applicable, the Contractor shall provide debit cards to all reimbursement account
members, at the request of the plan.

The Contractor shall develop and distribute an enroliment packet to each enrolled family.
The Contractor shall ensure that the enrollment packet is pre-populated with required
data for the State, as applicable, and members to access online; and in hard copy format.
The Contractor shall ensure that the enroliment packet contains the following:

1. An introductory letter;

II. Information about the Contractor’s services and operations, including the roles
and responsibilities of the Contractor, hours of operation, contact information,
customer service toll-free number, and how to file a complaint.;

II1. Forms the member’s’ family must complete, sign and return;

Iv. Instructions regarding the process for completing and submitting the required
forms to the Contractor for reimbursement or authorization of debit purchases;

V. Information on how the member can file an appeal and associated appeal
processes.

VI The Contractor shall have a system in place for collecting and processing all

required forms and information contained in the enrollment packet and for
maintaining copies in each member’s file.

VIL Copies of enroliment packet materials shall be available and provided to the
State upon request.

Member Education. The Contractor shall provide educational and informational materials
to each family enrolled in or enrolling in Katie Beckett Part B and TN Strong Families
HRA programs, including but not limited to the following:

I The Contractor shall be responsible for providing initial educational information
for Members enrolling into the HRA programs.
1I. As applicable, or when determined by the State, the Contractor shall provide

focused education for existing members in continuing instances where
incomplete information is submitted, non-allowable services or items are
purchased with the debit card, or where non-allowable reimbursements are
requested.

III. Educational information and/ or electronic guides on utilization of the Contractor’s
web portal.



The Contractor shall operate a toll-free telephone line for members to use to contact the
Contractor for questions on purchases and claims. The Contractor shall ensure that the
toll-free telephone line handles calls from callers with limited English proficiency as well
as calls from callers who have speech and hearing impairments. The Contractor shall:

VI.

VII.

Ensure that the toll free telephone line is staffed adequately to respond to
Member/Representative questions during normal business hours., . The
Contractor shall ensure that all staff answering calls during normal business
hours are familiar with the Contractor’s services and program materials.,

Staff the customer service line to ensure that the following performance

standards are met:

A. less than five percent (5%) call abandonment rate.

B. eighty-five percent (85%) of calls are answered by a live voice within thirty
(30) seconds or the prevailing benchmark established by National Committee
for Quality Assurance unless the caller opts for an automated system.

C. average wait time for assistance, excluding callers selecting the automated
system that may be offered by the Contractor, does not exceed ten (10)
minutes.

D. Attimes outside of normal business hours, the Contractor shall have an
answering service available, which shall obtain and record the best time and
number to contact the caller. The Contractor shall ensure that calls received
by the answering service are returned within one (1) business day from the
time the message is recorded.

Provide a toll free facsimile number for members Member/Representatives to use
as needed for communication and sharing relevant information and
documentation;

Have a secured HIPAA and HITECH compliant e-mail address to use as needed
for communication and sharing of relevant information and documentation with
Members. Establish and maintain a system for receiving, returning, and tracking
calls from individuals during and after regular business hours. The Contractor
shall ensure that the system for receiving, returning, and tracking calls should
capture, at a minimum:

The number of the caller;

The name of the caller;

The date and time the call was received;

The purpose of the call;

The name of the person who received the call;

If after business hours, the date and time call was returned, and the name of
the person who contacted the caller; and

If the call required additional time to resolve, the date and time the caller was
contacted date and time) and the name of the person who contacted the
caller.

Tmoow>

®

A call shall be considered resolved for the purpose of this section of this Contract
if the representative either speaks directly with the caller and no further contact is
needed, or the representative makes and documents three (3) separate attempts
to reach the caller during a twenty-four (24) hour period, at the number and
during the time period specified during the initial contact, with such calls not
being less than two (2) hours apart;

Provide assistance to Members over the phone, via e-mail, or facsimile, as
necessary to complete required forms;

Communicate effectively with all Members including those who are culturally

diverse. The Contractor shall use telecommunication devices for Members who
are hearing and speech impaired. The Contractor shall ensure that members and

5
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customer service representatives can access interpreter services when needed.
The Contractor shall have the capacity to access translation services when
needed.

The Contractor shall provide the following reports to the State on an as-needed basis at
no additional cost in a manner agreed upon by the Contractor and the State.:

l. Ledger summary report on a monthly basis. The Contractor shall ensure that the
ledger summary report includes a list of deposits, payments and account
balances by member account for the period and plan year to date;

Il. Election report at the beginning of each calendar year) that lists elections by
member account. The State shall notify the Contractor in writing of any changes
or corrections within thirty (30) calendar days following delivery of such report.

[l Funding notification reports which detail the amount of funds requested and
received from the State each time funding transactions are initiated.

V. Production and settlement payment registers which detail member
reimbursements by account type, plan year and division (if applicable).

V. Weekly member account usage report including detail of expenditures.

VI. Monthly Customer Service report including the number of the caller, the name of

the caller, date and time the call was received, purpose of the call’, name of the
person who received the call, the date and time the call was returned and the
name of the person contacting the caller, and if the call required additional time
to resolve, the date and time the caller was contacted with the additional
information with the name of the person contacting the caller.

The Contractor shall provide custom reports, subject to feasibility and data availability.
The report creation and presentation shall be bill hourly.

The Contractor shall provide members with current account balance and activity
information via electronic means, including web portal and call center. The Contractor
shall provide members with periodic balance information in “explanation of payment”
documents that accompany claims reimbursements.

State’s Responsibilities.

a.

If elected by the State and as applicable, the Contractor shall provide member account
balance information to the member via a third party as designated by the State. The State
shall inform members and make available single sign on access and inform the member
they may opt out of receiving the account balance information via the third-party site.

The State is responsible for maintaining reasonable internal control mechanisms as they
relate to the Services that the Contractor provides, including, but not limited to:

l. The State having its own administration functions and controls so users are
removed promptly when they no longer need access to system resources.

Il The State having controls to ensure that all The Contractor-generated reports
and information received from the Contractor are reviewed for accuracy and
member activity on a timely basis, with any inaccuracies or discrepancies being
communicated in writing to the Contractor no later than thirty (30) calendar days
after such report or information is first generated on the employer website portal
by the Contractor.

M. The State having controls to ensure that any erroneous data is re-submitted to
the Contractor within thirty calendar (30) days from the time the State first
becomes aware of the erroneous data.

V. The State shall reconcile all cash activity to the Contractor-generated reports as
soon as reasonably possible (and in any event within ten (10) banking days after
such report is first delivered by the Contractor to the State). The State shall
advise the Contractor in writing of any discrepancies or inaccuracies in
connection with such reconciliation within twenty (20) calendar days thereafter.
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C. The State shall provide the Contractor with the necessary records of current plan
members prior to the assumption and administration of those HRA accounts, as
warranted... Thereafter, the State shall promptly notify the Contractor of all changes or
corrections, including, but not limited to, termination, changes in status, or the addition of
new members.

d. For the purpose of calculation of fees and updating of applicable records, the State
agrees that member eligibility terminations that take effect on a date that precedes the
State’s notice to the Contractor of such termination (Retroactive Terminations) shall not
exceed thirty (30) calendar days.

e. The State shall maintain a supply of forms, which, upon the State’s request, will be
provided by the Contractor and the State shall distribute or make such forms available to
the members for the filing of claims for benefits or to report changes in participation.

f. The State shall be solely responsible for the collection and administration of contributions
to the plan.
g. The State shall provide the Contractor with all materials, documents and information

necessary for the Contractor’s performance hereunder, or to satisfy the requirements of
governing law.

h. The State shall be solely responsible for satisfying any and all reporting and disclosure
requirements imposed on the plan under applicable law. The Contractor will assist with
such requirements, upon written request from the State.

Warranty. Contractor represents and warrants that the term of the warranty (“Warranty Period”)
shall be the greater of the Term of this Contract or any other warranty generally offered by
Contractor, its suppliers, or manufacturers to customers of its goods or services. The goods or
services provided under this Contract shall conform to the terms and conditions of this Contract
throughout the Warranty Period. Any nonconformance of the goods or services to the terms and
conditions of this Contract shall constitute a “Defect” and shall be considered “Defective.” If
Contractor receives notice of a Defect during the Warranty Period, then Contractor shall correct
the Defect, at no additional charge.

Contractor represents and warrants that the State is authorized to possess and use all
equipment, materials, software, and deliverables provided under this Contract.

Contractor represents and warrants that all goods or services provided under this Contract shall
be provided in a timely and professional manner, by qualified and skilled individuals, and in
conformity with standards generally accepted in Contractor’s industry.

If Contractor fails to provide the goods or services as warranted, then Contractor will re-provide
the goods or services at no additional charge. If Contractor is unable or unwilling to re-provide
the goods or services as warranted, then the State shall be entitled to recover the fees paid to
Contractor for the Defective goods or services. Any exercise of the State’s rights under this
Section shall not prejudice the State’s rights to seek any other remedies available under this
Contract or applicable law.

Inspection and Acceptance. The State shall have the right to inspect all goods or services
provided by Contractor under this Contract. If, upon inspection, the State determines that the
goods or services are Defective, the State shall notify Contractor, and Contractor shall re-deliver
the goods or provide the services at no additional cost to the State. If after a period of thirty (30)
days following delivery of goods or performance of services the State does not provide a notice of
any Defects, the goods or services shall be deemed to have been accepted by the State.

TERM OF CONTRACT:
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C.2

C.3.

This Contract shall be effective for the period beginning on June 1, 2024 (“Effective Date”) and
ending on May 31, 2029, (“Term”). The State shall have no obligation for goods delivered or
services provided by the Contractor prior to the Effective Date.

PAYMENT TERMS AND CONDITIONS:

Maximum Liability. In no event shall the maximum liability of the State under this Contract
exceed Written Dollar Amount ($Number) (“Maximum Liability”). This Contract does not grant the
Contractor any exclusive rights. The State does not guarantee that it will buy any minimum
quantity of goods or services under this Contract. Subject to the terms and conditions of this
Contract, the Contractor will only be paid for goods or services provided under this Contract after
a purchase order is issued to Contractor by the State or as otherwise specified by this Contract.

Compensation Firm. The payment methodology in Section C.3. of this Contract shall constitute
the entire compensation due the Contractor for all goods or services provided under this Contract
regardless of the difficulty, materials or equipment required. The payment methodology includes
all applicable taxes, fees, overhead, and all other direct and indirect costs incurred or to be
incurred by the Contractor.

Payment Methodology. The Contractor shall be compensated based on the payment
methodology for goods or services authorized by the State in a total amount as set forth in
Section C.1.

a. The Contractor’'s compensation shall be contingent upon the satisfactory provision of goods
or services as set forth in Section A.

b. The Contractor shall be compensated based upon the following payment methodology:

Amount

Goods or Services Description .
(per compensable increment)

Implementation Fee $/ One-Time Fee

Ad-hoc Reporting (A.12.n.) $/ Per Hour

Administration $/ Per Member, Per Month

State funded Claims Reimbursement Account (A.5):

Katie Beckett — Part B members: 4,000 o Katie Beckett — Part B: $10,000.00

TN Strong Families members: 1,000 * TN Strong Families: $20,000.00 per

per member per year

member per year

C4.

C.5.

Travel Compensation. The Contractor shall not be compensated or reimbursed for travel time,
travel expenses, meals, or lodging.

Invoice Requirements. The Contractor shall invoice the State only for goods delivered and
accepted by the State or services satisfactorily provided at the amounts stipulated in Section C.3.,
above. Contractor shall submit invoices and necessary supporting documentation, no more
frequently than once a month, and no later than thirty (30) days after goods or services have
been provided to the following address:

Accounts Payable | Tennessee Department of Intellectual and Developmental Disabilities
UBS Building, 8th Floor
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C.7.

C.8.

315 Deaderick Street
Nashville, TN 37243
DIDD.Invoicing@tn.gov

a. [Each invoice, on Contractor’s letterhead, shall clearly and accurately detail all of the
following information (calculations must be extended and totaled correctly):

(1)  Invoice number (assigned by the Contractor);

(2) Invoice date;

(3) Contract number (assigned by the State);

(4) Customer account name: Tennessee Department of Intellectual and Developmental
Disabilities;

(5) Customer account number (assigned by the Contractor to the above-referenced
Customer);

(6) Contractor name;

(7) Contractor Tennessee Edison registration ID number;

(8) Contractor contact for invoice questions (name, phone, or email);

(9) Contractor remittance address;

(10) Description of delivered goods or services provided and invoiced, including
identifying information as applicable;

(11) Number of delivered or completed units, increments, hours, or days as applicable, of
each good or service invoiced;

(12) Applicable payment methodology (as stipulated in Section C.3.) of each good or
service invoiced;

(13) Amount due for each compensable unit of good or service; and

(14) Total amount due for the invoice period.

b. Contractor’s invoices shall:

(1)  Only include charges for goods delivered or services provided as described in
Section A and in accordance with payment terms and conditions set forth in Section
C;

(2)  Only be submitted for goods delivered or services completed and shall not include
any charge for future goods to be delivered or services to be performed;

(3) Notinclude Contractor’s taxes, which includes without limitation Contractor’s sales
and use tax, excise taxes, franchise taxes, real or personal property taxes, or income
taxes; and

(4) Include shipping or delivery charges only as authorized in this Contract.

c. The timeframe for payment (or any discounts) begins only when the State is in
receipt of an invoice that meets the minimum requirements of this Section C.5.

Payment of Invoice. A payment by the State shall not prejudice the State's right to object to or
question any payment, invoice, or other matter. A payment by the State shall not be construed as
acceptance of goods delivered, any part of the services provided, or as approval of any amount
invoiced.

Invoice Reductions. The Contractor's invoice shall be subject to reduction for amounts included
in any invoice or payment that is determined by the State, on the basis of audits conducted in
accordance with the terms of this Contract, to not constitute proper compensation for goods
delivered or services provided.

Deductions. The State reserves the right to deduct from amounts, which are or shall become due
and payable to the Contractor under this or any contract between the Contractor and the State of
Tennessee, any amounts that are or shall become due and payable to the State of Tennessee by
the Contractor.
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D.2.

Prerequisite Documentation. The Contractor shall not invoice the State under this Contract until

the State has received the following, properly completed documentation.

a. The Contractor shall complete, sign, and present to the State the "Authorization
Agreement for Automatic Deposit Form" provided by the State. By doing so, the
Contractor acknowledges and agrees that, once this form is received by the State,

payments to the Contractor, under this or any other contract the Contractor has with the

State of Tennessee, may be made by ACH; and

b. The Contractor shall complete, sign, and return to the State the State-provided W-9 form.

The taxpayer identification number on the W-9 form must be the same as the
Contractor's Federal Employer Identification Number or Social Security Number
referenced in the Contractor’s Edison registration information.

MANDATORY TERMS AND CONDITIONS:

Required Approvals. The State is not bound by this Contract until it is duly approved by the
Parties and all appropriate State officials in accordance with applicable Tennessee laws and
regulations. Depending upon the specifics of this Contract, this may include approvals by the
Commissioner of Finance and Administration, the Commissioner of Human Resources, the

Comptroller of the Treasury, and the Chief Procurement Officer. Approvals shall be evidenced by

a signature or electronic approval.

Communications and Contacts. All instructions, notices, consents, demands, or other
communications required or contemplated by this Contract shall be in writing and shall be made
by certified, first class mail, return receipt requested and postage prepaid, by overnight courier
service with an asset tracking system, or by email or facsimile transmission with recipient
confirmation. All communications, regardless of method of transmission, shall be addressed to
the respective Party at the appropriate mailing address, facsimile number, or email address as
stated below or any other address provided in writing by a Party.

The State:

Timothy S. Hickman, Deputy Director of Intake & Case Management

Department of Intellectual and Developmental Disabilities
UBS Tower, 8th Floor

315 Deaderick Street

Nashville, TN 37243

423.787.6451

timothy.hickman@tn.gov

Fiscal Contact:

Arlen Munden, Department Controller

Department of Intellectual and Developmental Disabilities
UBS Tower, 8th Floor

315 Deaderick Street

Nashville, TN 37243

arlen.munden@tn.gov

Telephone # 615-532-3031

The Contractor:

Contractor Contact Name & Title
Contractor Name

Address

Email Address

Telephone # Number

FAX # Number

10
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D.3.

D.4.

D.5.

D.6.

D.7.

D.8.

D.9.

All instructions, notices, consents, demands, or other communications shall be considered
effective upon receipt or recipient confirmation as may be required.

Modification and Amendment. This Contract may be modified only by a written amendment
signed by all Parties and approved by all applicable State officials.

Subject to Funds Availability. The Contract is subject to the appropriation and availability of State
or federal funds. In the event that the funds are not appropriated or are otherwise unavailable,
the State reserves the right to terminate this Contract upon written notice to the Contractor. The
State’s exercise of its right to terminate this Contract shall not constitute a breach of Contract by
the State. Upon receipt of the written notice, the Contractor shall cease all work associated with
the Contract. If the State terminates this Contract due to lack of funds availability, the Contractor
shall be entitled to compensation for all conforming goods requested and accepted by the State
and for all satisfactory and authorized services completed as of the termination date. Should the
State exercise its right to terminate this Contract due to unavailability of funds, the Contractor
shall have no right to recover from the State any actual, general, special, incidental,
consequential, or any other damages of any description or amount.

Termination for Convenience. The State may terminate this Contract for convenience without
cause and for any reason. The State shall give the Contractor at least thirty (30) days written
notice before the termination date. The Contractor shall be entitled to compensation for all
conforming goods delivered and accepted by the State or for satisfactory, authorized services
completed as of the termination date. In no event shall the State be liable to the Contractor for
compensation for any goods neither requested nor accepted by the State or for any services
neither requested by the State nor satisfactorily performed by the Contractor. In no event shall
the State’s exercise of its right to terminate this Contract for convenience relieve the Contractor of
any liability to the State for any damages or claims arising under this Contract.

Termination for Cause. If the Contractor fails to properly perform its obligations under this
Contract in a timely or proper manner, or if the Contractor materially violates any terms of this
Contract (“Breach Condition”),the State shall have the right to immediately terminate the Contract
and withhold payments in excess of compensation for completed services or provided goods.
Notwithstanding the above, the Contractor shall not be relieved of liability to the State for
damages sustained by virtue of any Breach Condition and the State may seek other remedies
allowed at law or in equity for breach of this Contract.

Assignment and Subcontracting. The Contractor shall not assign this Contract or enter into a
subcontract for any of the goods or services provided under this Contract without the prior written
approval of the State. Notwithstanding any use of the approved subcontractors, the Contractor
shall be the prime contractor and responsible for compliance with all terms and conditions of this
Contract. The State reserves the right to request additional information or impose additional
terms and conditions before approving an assignment of this Contract in whole or in part or the
use of subcontractors in fulfilling the Contractor’s obligations under this Contract.

Conflicts of Interest. The Contractor warrants that no part of the Contractor’'s compensation shall
be paid directly or indirectly to an employee or official of the State of Tennessee as wages,
compensation, or gifts in exchange for acting as an officer, agent, employee, subcontractor, or
consultant to the Contractor in connection with any work contemplated or performed under this
Contract.

The Contractor acknowledges, understands, and agrees that this Contract shall be null and void if
the Contractor is, or within the past six (6) months has been, an employee of the State of
Tennessee or if the Contractor is an entity in which a controlling interest is held by an individual
who is, or within the past six (6) months has been, an employee of the State of Tennessee.

Nondiscrimination. The Contractor hereby agrees, warrants, and assures that no person shall be
excluded from participation in, be denied benefits of, or be otherwise subjected to discrimination
in the performance of this Contract or in the employment practices of the Contractor on the
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D.13.

D.14.

grounds of handicap or disability, age, race, creed, color, religion, sex, national origin, or any
other classification protected by federal or state law. The Contractor shall, upon request, show
proof of nondiscrimination and shall post in conspicuous places, available to all employees and
applicants, notices of nondiscrimination.

Prohibition of Illegal Immigrants. The requirements of Tenn. Code Ann. § 12-3-309 addressing
the use of illegal immigrants in the performance of any contract to supply goods or services to the
state of Tennessee, shall be a material provision of this Contract, a breach of which shall be
grounds for monetary and other penalties, up to and including termination of this Contract.

a. The Contractor agrees that the Contractor shall not knowingly utilize the services of an
illegal immigrant in the performance of this Contract and shall not knowingly utilize the
services of any subcontractor who will utilize the services of an illegal immigrant in the
performance of this Contract. The Contractor shall reaffirm this attestation, in writing, by
submitting to the State a completed and signed copy of the document at Attachment A,
semi-annually during the Term. If the Contractor is a party to more than one contract with
the State, the Contractor may submit one attestation that applies to all contracts with the
State. All Contractor attestations shall be maintained by the Contractor and made
available to State officials upon request.

b. Prior to the use of any subcontractor in the performance of this Contract, and semi-
annually thereafter, during the Term, the Contractor shall obtain and retain a current,
written attestation that the subcontractor shall not knowingly utilize the services of an
illegal immigrant to perform work under this Contract and shall not knowingly utilize the
services of any subcontractor who will utilize the services of an illegal immigrant to
perform work under this Contract. Attestations obtained from subcontractors shall be
maintained by the Contractor and made available to State officials upon request.

C. The Contractor shall maintain records for all personnel used in the performance of this
Contract. Contractor’s records shall be subject to review and random inspection at any
reasonable time upon reasonable notice by the State.

d. The Contractor understands and agrees that failure to comply with this section will be
subject to the sanctions of Tenn. Code Ann. § 12-3-309 for acts or omissions occurring
after its effective date.

e. For purposes of this Contract, "illegal immigrant” shall be defined as any person who is
not: (i) a United States citizen; (ii) a Lawful Permanent Resident; (iii) a person whose
physical presence in the United States is authorized; (iv) allowed by the federal
Department of Homeland Security and who, under federal immigration laws or
regulations, is authorized to be employed in the U.S.; or (v) is otherwise authorized to
provide services under the Contract.

Records. The Contractor shall maintain documentation for all charges under this Contract. The
books, records, and documents of the Contractor, for work performed or money received under
this Contract, shall be maintained for a period of five (5) full years from the date of the final
payment and shall be subject to audit at any reasonable time and upon reasonable notice by the
State, the Comptroller of the Treasury, or their duly appointed representatives. The financial
statements shall be prepared in accordance with generally accepted accounting principles.

Monitoring. The Contractor’s activities conducted and records maintained pursuant to this
Contract shall be subject to monitoring and evaluation by the State, the Comptroller of the
Treasury, or their duly appointed representatives.

Progress Reports. The Contractor shall submit brief, periodic, progress reports to the State as
requested.

Strict Performance. Failure by any Party to this Contract to require, in any one or more cases,
the strict performance of any of the terms, covenants, conditions, or provisions of this Contract
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shall not be construed as a waiver or relinquishment of any term, covenant, condition, or
provision. No term or condition of this Contract shall be held to be waived, modified, or deleted
except by a written amendment signed by the Parties.

Independent Contractor. The Parties shall not act as employees, partners, joint venturers, or
associates of one another. The Parties are independent contracting entities. Nothing in this
Contract shall be construed to create an employer/employee relationship or to allow either Party
to exercise control or direction over the manner or method by which the other transacts its
business affairs or provides its usual services. The employees or agents of one Party are not
employees or agents of the other Party.

Patient Protection and Affordable Care Act. The Contractor agrees that it will be responsible for
compliance with the Patient Protection and Affordable Care Act (“PPACA”) with respect to itself
and its employees, including any obligation to report health insurance coverage, provide health
insurance coverage, or pay any financial assessment, tax, or penalty for not providing health
insurance. The Contractor shall indemnify the State and hold it harmless from any costs to the
State arising from Contractor’s failure to fulfill its PPACA responsibilities for itself or its
employees.

Limitation of State’s Liability. The State shall have no liability except as specifically provided in
this Contract. In no event will the State be liable to the Contractor or any other party for any lost
revenues, lost profits, loss of business, decrease in the value of any securities or cash position,
time, goodwill, or any indirect, special, incidental, punitive, exemplary or consequential damages
of any nature, whether based on warranty, contract, statute, regulation, tort (including but not
limited to negligence), or any other legal theory that may arise under this Contract or otherwise.
The State’s total liability under this Contract (including any exhibits, schedules, amendments or
other attachments to the Contract) or otherwise shall under no circumstances exceed the
Maximum Liability. This limitation of liability is cumulative and not per incident.

Limitation of Contractor’s Liability. In accordance with Tenn. Code Ann. § 12-3-701, the
Contractor’s liability for all claims arising under this Contract shall be limited to an amount equal
to two (2) times the Maximum Liability amount detailed in Section C.1. and as may be amended,
PROVIDED THAT in no event shall this Section limit the liability of the Contractor for: (i)
intellectual property or any Contractor indemnity obligations for infringement for third-party
intellectual property rights; (ii) any claims covered by any specific provision in the Contract
providing for liquidated damages; or (iii) any claims for intentional torts, criminal acts, fraudulent
conduct, or acts or omissions that result in personal injuries or death. For clarity, except as
otherwise expressly set forth in this Section, Contractor’'s indemnification obligations and other
remedies available under this Contract are subject to the limitations on liability set forth in this
Section.

Hold Harmless. The Contractor agrees to indemnify and hold harmless the State of Tennessee
as well as its officers, agents, and employees from and against any and all claims, liabilities,
losses, and causes of action which may arise, accrue, or result to any person, firm, corporation,
or other entity which may be injured or damaged as a result of acts, omissions, or negligence on
the part of the Contractor, its employees, or any person acting for or on its or their behalf relating
to this Contract. The Contractor further agrees it shall be liable for the reasonable cost of
attorneys’ fees, court costs, expert witness fees, and other litigation expenses for the State to
enforce the terms of this Contract.

In the event of any suit or claim, the Parties shall give each other immediate notice and provide
all necessary assistance to respond. The failure of the State to give notice shall only relieve the
Contractor of its obligations under this Section to the extent that the Contractor can demonstrate
actual prejudice arising from the failure to give notice. This Section shall not grant the Contractor,
through its attorneys, the right to represent the State in any legal matter, as the right to represent
the State is governed by Tenn. Code Ann. § 8-6-106.
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HIPAA Compliance. The State and Contractor shall comply with obligations under the Health

Insurance Portability and Accountability Act of 1996 (“HIPAA”), Health Information Technology for
Economic and Clinical Health (“HITECH”) Act and any other relevant laws and regulations
regarding privacy (collectively the “Privacy Rules”). The obligations set forth in this Section shall
survive the termination of this Contract.

a. Contractor warrants to the State that it is familiar with the requirements of the Privacy
Rules, and will comply with all applicable requirements in the course of this Contract.

b. Contractor warrants that it will cooperate with the State, including cooperation and
coordination with State privacy officials and other compliance officers required by the
Privacy Rules, in the course of performance of the Contract so that both parties will be in
compliance with the Privacy Rules.

c. The State and the Contractor will sign documents, including but not limited to business
associate agreements, as required by the Privacy Rules and that are reasonably
necessary to keep the State and Contractor in compliance with the Privacy Rules. This
provision shall not apply if information received or delivered by the parties under this
Contract is NOT “protected health information” as defined by the Privacy Rules, or if the
Privacy Rules permit the parties to receive or deliver the information without entering into
a business associate agreement or signing another document.

d. The Contractor will indemnify the State and hold it harmless for any violation by the
Contractor or its subcontractors of the Privacy Rules. This includes the costs of
responding to a breach of protected health information, the costs of responding to a
government enforcement action related to the breach, and any fines, penalties, or
damages paid by the State because of the violation.

Tennessee Consolidated Retirement System. Subject to statutory exceptions contained in Tenn.
Code Ann. §§ 8-36-801, et seq., the law governing the Tennessee Consolidated Retirement
System (“TCRS”), provides that if a retired member of TCRS, or of any superseded system
administered by TCRS, or of any local retirement fund established under Tenn. Code Ann. §§ 8-
35-101, et seq., accepts State employment, the member's retirement allowance is suspended
during the period of the employment. Accordingly and notwithstanding any provision of this
Contract to the contrary, the Contractor agrees that if it is later determined that the true nature of
the working relationship between the Contractor and the State under this Contract is that of
“‘employee/employer” and not that of an independent contractor, the Contractor, if a retired
member of TCRS, may be required to repay to TCRS the amount of retirement benefits the
Contractor received from TCRS during the Term.

Tennessee Department of Revenue Registration. The Contractor shall comply with all applicable
registration requirements contained in Tenn. Code Ann. §§ 67-6-601 — 608. Compliance with
applicable registration requirements is a material requirement of this Contract.

Debarment and Suspension. The Contractor certifies, to the best of its knowledge and belief, that
it, its current and future principals, its current and future subcontractors and their principals:

a. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any federal or state department or
agency;

b. have not within a three (3) year period preceding this Contract been convicted of, or had

a civil judgment rendered against them from commission of fraud, or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (federal, state, or
local) transaction or grant under a public transaction; violation of federal or state antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification, or
destruction of records, making false statements, or receiving stolen property;

14



D.24.

D.25.

D.26.

D.27.

D.28.

D.29.

C. are not presently indicted or otherwise criminally or civilly charged by a government entity
(federal, state, or local) with commission of any of the offenses detailed in section b. of
this certification; and

d. have not within a three (3) year period preceding this Contract had one or more public
transactions (federal, state, or local) terminated for cause or default.

The Contractor shall provide immediate written notice to the State if at any time it learns that
there was an earlier failure to disclose information or that due to changed circumstances, its
principals or the principals of its subcontractors are excluded, disqualified, or presently fall under
any of the prohibitions of sections a-d.

Force Majeure. “Force Majeure Event’” means fire, flood, earthquake, elements of nature or acts
of God, wars, riots, civil disorders, rebellions or revolutions, acts of terrorism or any other similar
cause beyond the reasonable control of the Party except to the extent that the non-performing
Party is at fault in failing to prevent or causing the default or delay, and provided that the default
or delay cannot reasonably be circumvented by the non-performing Party through the use of
alternate sources, workaround plans or other means. A strike, lockout or labor dispute shall not
excuse either Party from its obligations under this Contract. Except as set forth in this Section,
any failure or delay by a Party in the performance of its obligations under this Contract arising
from a Force Majeure Event is not a default under this Contract or grounds for termination. The
non-performing Party will be excused from performing those obligations directly affected by the
Force Majeure Event, and only for as long as the Force Majeure Event continues, provided that
the Party continues to use diligent, good faith efforts to resume performance without delay. The
occurrence of a Force Majeure Event affecting Contractor’s representatives, suppliers,
subcontractors, customers or business apart from this Contract is not a Force Majeure Event
under this Contract. Contractor will promptly notify the State of any delay caused by a Force
Majeure Event (to be confirmed in a written notice to the State within one (1) day of the inception
of the delay) that a Force Majeure Event has occurred, and will describe in reasonable detail the
nature of the Force Majeure Event. If any Force Majeure Event results in a delay in Contractor’s
performance longer than forty-eight (48) hours, the State may, upon notice to Contractor: (a)
cease payment of the fees for the affected obligations until Contractor resumes performance of
the affected obligations; or (b) immediately terminate this Contract or any purchase order, in
whole or in part, without further payment except for fees then due and payable. Contractor will
not increase its charges under this Contract or charge the State any fees other than those
provided for in this Contract as the result of a Force Majeure Event.

State and Federal Compliance. The Contractor shall comply with all State and federal laws and
regulations applicable to Contractor in the Contractor’s performance of this Contract.

Governing Law. This Contract shall be governed by and construed in accordance with the laws
of the State of Tennessee, without regard to its conflict or choice of law rules. The Tennessee
Claims Commission or the state or federal courts in Tennessee shall be the venue for all claims,
disputes, or disagreements arising under this Contract. The Contractor acknowledges and
agrees that any rights, claims, or remedies against the State of Tennessee or its employees
arising under this Contract shall be subject to and limited to those rights and remedies available
under Tenn. Code Ann. §§ 9-8-101 - 408.

Entire Agreement. This Contract is complete and contains the entire understanding between the
Parties relating to its subject matter, including all the terms and conditions of the Parties’
agreement. This Contract supersedes any and all prior understandings, representations,
negotiations, and agreements between the Parties, whether written or oral.

Severability. If any terms and conditions of this Contract are held to be invalid or unenforceable
as a matter of law, the other terms and conditions of this Contract shall not be affected and shall
remain in full force and effect. The terms and conditions of this Contract are severable.

Headings. Section headings of this Contract are for reference purposes only and shall not be
construed as part of this Contract.
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Incorporation of Additional Documents. Each of the following documents is included as a part of
this Contract by reference. In the event of a discrepancy or ambiguity regarding the Contractor’s
duties, responsibilities, and performance under this Contract, these items shall govern in order of
precedence below:

a. any amendment to this Contract, with the latter in time controlling over any earlier
amendments;

b. this Contract with any attachments or exhibits (excluding the items listed at subsections
c. through f., below), which includes Attachment A;

C. any clarifications of or addenda to the Contractor’s proposal seeking this Contract;

d. the State solicitation, as may be amended, requesting responses in competition for this
Contract;

e. any technical specifications provided to proposers during the procurement process to
award this Contract; and

f. the Contractor’s response seeking this Contract.

Iran Divestment Act. The requirements of Tenn. Code Ann. § 12-12-101, et seq., addressing
contracting with persons as defined at Tenn. Code Ann. §12-12-103(5) that engage in investment
activities in Iran, shall be a material provision of this Contract. The Contractor certifies, under
penalty of perjury, that to the best of its knowledge and belief that it is not on the list created
pursuant to Tenn. Code Ann. § 12-12-106.

Insurance. Contractor shall maintain insurance coverage as specified in this Section. The State
reserves the right to amend or require additional insurance coverage, coverage amounts, and
endorsements required under this Contract. Contractor’s failure to maintain or submit evidence of
insurance coverage, as required, is a material breach of this Contract. If Contractor loses
insurance coverage, fails to renew coverage, or for any reason becomes uninsured during the
Term, Contractor shall immediately notify the State. All insurance companies providing coverage
must be: (a) acceptable to the State; (b) authorized by the Tennessee Department of Commerce
and Insurance (“TDCI”); and (c) rated A-/ VIl or better by A.M. Best. All coverage must be on a
primary basis and noncontributory with any other insurance or self-insurance carried by the State.
Contractor agrees to name the State as an additional insured on any insurance policy with the
exception of workers’ compensation (employer liability) and professional liability (errors and
omissions) insurance. All policies must contain an endorsement for a waiver of subrogation in
favor of the State. Any deductible or self insured retention (“SIR”) over fifty thousand dollars
($50,000) must be approved by the State. The deductible or SIR and any premiums are the
Contractor’s sole responsibility. The Contractor agrees that the insurance requirements specified
in this Section do not reduce any liability the Contractor has assumed under this Contract
including any indemnification or hold harmless requirements.

To achieve the required coverage amounts, a combination of an otherwise deficient specific
policy and an umbrella policy with an aggregate meeting or exceeding the required coverage
amounts is acceptable. For example: If the required policy limit under this Contract is for two
million dollars ($2,000,000) in coverage, acceptable coverage would include a specific policy
covering one million dollars ($1,000,000) combined with an umbrella policy for an additional one
million dollars ($1,000,000). If the deficient underlying policy is for a coverage area without
aggregate limits (generally Automobile Liability and Employers’ Liability Accident), Contractor
shall provide a copy of the umbrella insurance policy documents to ensure that no aggregate limit
applies to the umbrella policy for that coverage area. In the event that an umbrella policy is being
provided to achieve any required coverage amounts, the umbrella policy shall be accompanied by
an endorsement at least as broad as the Insurance Services Office, Inc. (also known as “ISO”)
“Noncontributory—Other Insurance Condition” endorsement or shall be written on a policy form
that addresses both the primary and noncontributory basis of the umbrella policy if the State is
otherwise named as an additional insured.

Contractor shall provide the State a certificate of insurance (“COI”) evidencing the coverages and

amounts specified in this Section. The COI must be on a form approved by the TDCI (standard
ACORD form preferred). The COI must list each insurer’s National Association of Insurance
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Commissioners (NAIC) number and be signed by an authorized representative of the insurer. The
COIl must list the State of Tennessee — CPO Risk Manager, 312 Rosa L. Parks Ave., 3™ floor
Central Procurement Office, Nashville, TN 37243 as the certificate holder. Contractor shall
provide the COI ten (10) business days prior to the Effective Date and again thirty (30) calendar
days before renewal or replacement of coverage. Contractor shall provide the State evidence
that all subcontractors maintain the required insurance or that subcontractors are included under
the Contractor’s policy. At any time, the State may require Contractor to provide a valid COIl.
The Parties agree that failure to provide evidence of insurance coverage as required is a material
breach of this Contract. If Contractor self-insures, then a COI will not be required to prove
coverage. Instead Contractor shall provide a certificate of self-insurance or a letter, on
Contractor’s letterhead, detailing its coverage, policy amounts, and proof of funds to reasonably
cover such expenses. The State reserves the right to require complete copies of all required
insurance policies, including endorsements required by these specifications, at any time.

The State agrees that it shall give written notice to the Contractor as soon as practicable after the
State becomes aware of any claim asserted or made against the State, but in no event later than
thirty (30) calendar days after the State becomes aware of such claim. The failure of the State to
give notice shall only relieve the Contractor of its obligations under this Section to the extent that
the Contractor can demonstrate actual prejudice arising from the failure to give notice. This
Section shall not grant the Contractor or its insurer, through its attorneys, the right to represent
the State in any legal matter, as the right to represent the State is governed by Tenn. Code Ann.
§ 8-6-106.

The insurance obligations under this Contract shall be: (1)—all the insurance coverage and policy
limits carried by the Contractor; or (2)—the minimum insurance coverage requirements and policy
limits shown in this Contract; whichever is greater. Any insurance proceeds in excess of or
broader than the minimum required coverage and minimum required policy limits, which are
applicable to a given loss, shall be available to the State. No representation is made that the
minimum insurance requirements of the Contract are sufficient to cover the obligations of the
Contractor arising under this Contract. The Contractor shall obtain and maintain, at a minimum,
the following insurance coverages and policy limits.

a. Commercial General Liability (“CGL”) Insurance

1) The Contractor shall maintain CGL, which shall be written on an ISO Form CG
00 01 occurrence form (or a substitute form providing equivalent coverage) and
shall cover liability arising from property damage, premises and operations
products and completed operations, bodily injury, personal and advertising injury,
and liability assumed under an insured contract (including the tort liability of
another assumed in a business contract).

The Contractor shall maintain single limits not less than one million dollars
($1,000,000) per occurrence. If a general aggregate limit applies, either the
general aggregate limit shall apply separately to this policy or location of
occurrence or the general aggregate limit shall be twice the required occurrence
limit.

b. Workers’ Compensation and Employer Liability Insurance

1) For Contractors statutorily required to carry workers’ compensation and employer
liability insurance, the Contractor shall maintain:

i. Workers’ compensation in an amount not less than one million dollars
($1,000,000) including employer liability of one million dollars
($1,000,000) per accident for bodily injury by accident, one million dollars
($1,000,000) policy limit by disease, and one million dollars ($1,000,000)
per employee for bodily injury by disease.
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2) If the Contractor certifies that it is exempt from the requirements of Tenn. Code
Ann. §§ 50-6-101 — 103, then the Contractor shall furnish written proof of such
exemption for one or more of the following reasons:

i. The Contractor employs fewer than five (5) employees;
ii. The Contractor is a sole proprietor;

iii. The Contractor is in the construction business or trades with no
employees;

iv. The Contractor is in the coal mining industry with no employees;
v. The Contractor is a state or local government; or

vi. The Contractor self-insures its workers’ compensation and is in
compliance with the TDCI rules and Tenn. Code Ann. § 50-6-405.

c. Automobile Liability Insurance

1) The Contractor shall maintain automobile liability insurance which shall cover
liability arising out of any automobile (including owned, leased, hired, and non-
owned automobiles).

2) The Contractor shall maintain bodily injury/property damage with a limit not less
than one million dollars ($1,000,000) per occurrence or combined single limit.

d. Technology Professional Liability (Errors & Omissions)/Cyber Liability Insurance

1) The Contractor shall maintain technology professional liability (errors &
omissions)/cyber liability insurance appropriate to the Contractor’s profession in
an amount not less than ten million dollars ($10,000,000) per occurrence or claim
and ten million dollars ($10,000,000) annual aggregate, covering all acts, claims,
errors, omissions, negligence, infringement of intellectual property (including
copyright, patent and trade secret); network security and privacy risks, including
but not limited to unauthorized access, failure of security, information theft,
damage to destruction of or alteration of electronic information, breach of privacy
perils, wrongful disclosure and release of private information, collection, or other
negligence in the handling of confidential information, and including coverage for
related regulatory fines, defenses, and penalties.

2) Such coverage shall include data breach response expenses, in an amount not
less than ten million dollars ($10,000,000) and payable whether incurred by the
State or Contractor, including but not limited to consumer notification, whether or
not required by law, computer forensic investigations, public relations and crisis
management firm fees, credit file or identity monitoring or remediation services
and expenses in the performance of services for the State or on behalf of the
State hereunder.

e. Crime Insurance

1) The Contractor shall maintain crime insurance, which shall be written on a “loss
sustained form” or “loss discovered form” providing coverage for third party
fidelity, including cyber theft and extortion. The policy must allow for reporting of
circumstances or incidents that may give rise to future claims, include an
extended reporting period of no less than two (2) years with respect to events
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which occurred but were not reported during the term of the policy, and not
contain a condition requiring an arrest or conviction.

2) Any crime insurance policy shall have a limit not less than one million dollars
($1,000,000) per claim and one million dollars ($1,000,000) in the
aggregate. Any crime insurance policy shall contain a Social Engineering Fraud
Endorsement with a limit of not less than two hundred and fifty thousand dollars
($250,000). This insurance may be written on a claims-made basis, but in the
event that coverage is cancelled or non-renewed, the Contractor shall purchase
an extended reporting or “tail coverage” of at least two (2) years after the Term.

Major Procurement Contract Sales and Use Tax. Pursuant to Tenn. Code Ann. § 4-39-102 and
to the extent applicable, the Contractor and the Contractor’s subcontractors shall remit sales and
use taxes on the sales of goods or services that are made by the Contractor or the Contractor’s
subcontractors and that are subject to tax.

Confidentiality of Records. Strict standards of confidentiality of records and information shall be
maintained in accordance with applicable state and federal law. All material and information,
regardless of form, medium or method of communication, provided to the Contractor by the State
or acquired by the Contractor on behalf of the State that is regarded as confidential under state or
federal law shall be regarded as “Confidential Information.” Nothing in this Section shall permit
Contractor to disclose any Confidential Information, regardless of whether it has been disclosed
or made available to the Contractor due to intentional or negligent actions or inactions of agents
of the State or third parties. Confidential Information shall not be disclosed except as required or
permitted under state or federal law. Contractor shall take all necessary steps to safeguard the
confidentiality of such material or information in conformance with applicable state and federal
law.

The obligations set forth in this Section shall survive the termination of this Contract.

Boycott of Israel. The Contractor certifies that it is not currently engaged in, and covenants that it
will not, for the duration of the Contract, engage in a Boycott of Israel, as that term is defined in
Tenn. Code Ann. § 12-4-119.

Prohibited Contract Terms. The prohibited contract terms and conditions enumerated in Pub. Ch.
113, § 5, shall be a material provision of this Contract. The Contractor acknowledges, understands,
and agrees that the inclusion of a term or condition prohibited by Pub. Ch. 113, § 5, shall be null
and void and the Contract shall be enforceable as if the Contract did not contain such term or
condition.

SPECIAL TERMS AND CONDITIONS:

Conflicting Terms and Conditions. Should any of these special terms and conditions conflict with
any other terms and conditions of this Contract, the special terms and conditions shall be
subordinate to the Contract’s other terms and conditions.

Contractor Commitment to Diversity. The Contractor shall comply with and make reasonable

business efforts to exceed the commitment to diversity represented by the Contractor’'s Response
to 34401-99369 (RFP Attachment 6.2. - Section B. ltem B.15.) and resulting in this Contract.

The Contractor shall assist the State in monitoring the Contractor’s performance of this
commitment by providing, as requested, a monthly report of participation in the performance of
this Contract by small business enterprises and businesses owned by minorities, women, service-
disabled veterans, and persons with disabilities. Such reports shall be provided to the State of
Tennessee Governor's Office of Diversity Business Enterprise in the TN Diversity Software
available online at:
https://tn.diversitysoftware.com/FrontEnd/StartCertification.asp? TN=tn&XID=9810.
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Software License Warranty. Contractor grants a license to the State to use all software
provided under this Contract in the course of the State’s business and purposes.

Software Support and Maintenance Warranty. Contractor shall provide to the State all
software upgrades, modifications, bug fixes, or other improvements in its software that it makes
generally available to its customers.

Contractor Hosted Services Confidential Data, Audit, and Other Requirements

a. “Confidential State Data” is defined as data deemed confidential by State or Federal
statute or regulation. The Contractor shall protect Confidential State Data as
follows:

(1) The Contractor shall ensure that all Confidential State Data is housed in the
continental United States, inclusive of backup data.

(2) The Contractor shall encrypt Confidential State Data at rest and in transit using
the current version of Federal Information Processing Standard (“FIPS”) 140-2
or 140-3 (current applicable version) validated encryption technologies. The
State shall control all access to encryption keys. The Contractor shall provide
installation and maintenance support at no cost to the State.

(3) The Contractor and the Contractor’s processing environment containing
Confidential State Data shall either (1) be in accordance with at least one of the
following security standards: (i) International Standards Organization (“ISO”)
27001; (ii) Federal Risk and Authorization Management Program (“FedRAMP”);
or (2) be subject to an annual engagement by a CPA firm in accordance with
the standards of the American Institute of Certified Public Accountants
(“AICPA”) for a System and Organization Controls for service organizations
(“SOC”) Type Il audit. The State shall approve the SOC audit control
objectives. The Contractor shall provide proof of current ISO certification or
FedRAMP authorization for the Contractor and Subcontractor(s), or provide the
State with the Contractor’s and Subcontractor’s annual SOC Type Il audit report
within 30 days from when the CPA firm provides the audit report to the
Contractor or Subcontractor. The Contractor shall submit corrective action
plans to the State for any issues included in the audit report within 30 days after
the CPA firm provides the audit report to the Contractor or Subcontractor.

If the scope of the most recent SOC audit report does not include all of the
current State fiscal year, upon request from the State, the Contractor must
provide to the State a letter from the Contractor or Subcontractor stating
whether the Contractor or Subcontractor made any material changes to their
control environment since the prior audit and, if so, whether the changes, in the
opinion of the Contractor or Subcontractor, would negatively affect the auditor’s
opinion in the most recent audit report.

No additional funding shall be allocated for these certifications, authorizations,
or audits as these are included in the Maximum Liability of this Contract.

(4) The Contractor must annually perform Penetration Tests and Vulnerability
Assessments against its Processing Environment. “Processing Environment”
shall mean the combination of software and hardware on which the Application
runs. “Application” shall mean the computer code that supports and
accomplishes the State’s requirements as set forth in this Contract. “Penetration
Tests” shall be in the form of attacks on the Contractor’s computer system, with
the purpose of discovering security weaknesses which have the potential to
gain access to the Processing Environment’s features and data. The
“Vulnerability Assessment” shall be designed and executed to define, identify,
and classify the security holes (vulnerabilities) in the Processing Environment.
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(5)

(6)

(7)

The Contractor shall allow the State, at its option, to perform Penetration Tests
and Vulnerability Assessments on the Processing Environment.

Upon State request, the Contractor shall provide a copy of all Confidential State
Data it holds. The Contractor shall provide such data on media and in a format
determined by the State

Upon termination of this Contract and in consultation with the State, the
Contractor shall destroy all Confidential State Data it holds (including any
copies such as backups) in accordance with the current version of National
Institute of Standards and Technology (“NIST”) Special Publication 800-88. The
Contractor shall provide a written confirmation of destruction to the State within
ten (10) business days after destruction.

Contractor shall be certified to host Payment Card Industry (“PCI”) data in
accordance with the current version of PCI DSS (“Data Security Standard”),
maintained by the PCI Security Standards Council.

Minimum Requirements

(1)

(2)

The Contractor and all data centers used by the Contractor to host State data,
including those of all Subcontractors, must comply with the State’s Enterprise
Information Security Policies as amended periodically. The State’s Enterprise
Information Security Policies document is found at the following URL.:
https://www.tn.gov/finance/strategic-technology-solutions/strategic-technology-
solutions/sts-security-policies.html.

The Contractor agrees to maintain the Application so that it will run on a
current, manufacturer-supported Operating System. “Operating System” shall
mean the software that supports a computer's basic functions, such as
scheduling tasks, executing applications, and controlling peripherals.

If the Application requires middleware or database software, Contractor shall
maintain middleware and database software versions that are at all times fully
compatible with current versions of the Operating System and Application to
ensure that security vulnerabilities are not introduced.

Comptroller Audit Requirements

Upon reasonable notice and at any reasonable time, the Contractor and
Subcontractor(s) agree to allow the State, the Comptroller of the Treasury, or
their duly appointed representatives to perform information technology control
audits of the Contractor and all Subcontractors used by the Contractor.
Contractor will maintain and cause its Subcontractors to maintain a complete
audit trail of all transactions and activities in connection with this Contract.
Contractor will provide to the State, the Comptroller of the Treasury, or their
duly appointed representatives access to Contractor and Subcontractor(s)
personnel for the purpose of performing the information technology control
audit.

The information technology control audit may include a review of general
controls and application controls. General controls are the policies and
procedures that apply to all or a large segment of the Contractor’s or
Subcontractor’s information systems and applications and include controls over
security management, access controls, configuration management, segregation
of duties, and contingency planning. Application controls are directly related to
the application and help ensure that transactions are complete, accurate, valid,
confidential, and available. The audit shall include the Contractor’s and
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Subcontractor’s compliance with the State’s Enterprise Information Security
Policies and all applicable requirements, laws, regulations or policies.

The audit may include interviews with technical and management personnel,
physical inspection of controls, and review of paper or electronic
documentation.

For any audit issues identified, the Contractor and Subcontractor(s) shall
provide a corrective action plan to the State within 30 days from the Contractor
or Subcontractor receiving the audit report.

Each party shall bear its own expenses incurred while conducting the
information technology controls audit.

Business Continuity Requirements. The Contractor shall maintain set(s) of
documents, instructions, and procedures which enable the Contractor to respond to
accidents, disasters, emergencies, or threats without any stoppage or hindrance in
its key operations (“Business Continuity Requirements”). Business Continuity
Requirements shall include:

(1)

(2)

“Disaster Recovery Capabilities” refer to the actions the Contractor takes to
meet the Recovery Point and Recovery Time Objectives defined below. Disaster
Recovery Capabilities shall meet the following objectives:

Recovery Point Objective (“RPQO”). The RPO is defined as the maximum
targeted period in which data might be lost from an IT service due to a
major incident: one (1) hour

Recovery Time Objective (“RTO”). The RTO is defined as the targeted
duration of time and a service level within which a business process must
be restored after a disaster (or disruption) in order to avoid unacceptable
consequences associated with a break in business continuity: Twenty-four
(24) hours

The Contractor and the Subcontractor(s) shall perform at least one Disaster
Recovery Test every three hundred sixty-five (365) days. A “Disaster Recovery
Test” shall mean the process of verifying the success of the restoration
procedures that are executed after a critical IT failure or disruption occurs. The
Disaster Recovery Test shall use actual State Data Sets that mirror production
data, and success shall be defined as the Contractor verifying that the
Contractor can meet the State’s RPO and RTO requirements. A “Data Set” is
defined as a collection of related sets of information that is composed of
separate elements but can be manipulated as a unit by a computer. The
Contractor shall provide written confirmation to the State after each Disaster
Recovery Test that its Disaster Recovery Capabilities meet the RPO and RTO
requirements.

The Contractor and any Subcontractor used by the Contractor to host State data,
including data center vendors, shall be subject to an annual engagement by a CPA
firm in accordance with the standards of the American Institute of Certified Public
Accountants (“AICPA”) for a System and Organization Controls for service
organizations (“SOC”) Type Il audit. The State shall approve the SOC audit control
objectives. The Contractor shall provide the State with the Contractor’s and
Subcontractor’s annual audit report within 30 days from when the CPA firm provides

the

audit report to the Contractor or Subcontractor. The Contractor shall submit

corrective action plans to the State for any issues included in the audit report within
30 days after the CPA firm provides the audit report to the Contractor and
Subcontractor.
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If the scope of the most recent SOC audit report does not include all of the current
State fiscal year, upon request from the State, the Contractor must provide to the
State a letter from the Contractor or Subcontractor stating whether the Contractor
or Subcontractor made any material changes to their control environment since the
prior audit and, if so, whether the changes, in the opinion of the Contractor or
Subcontractor, would negatively affect the auditor’s opinion in the most recent audit
report.

No additional funding shall be allocated for these audits as they are included in the
Maximum Liability of this Contract.

E.6. Personally Identifiable Information. While performing its obligations under this Contract,
Contractor may have access to Personally Identifiable Information held by the State (“PII”). For
the purposes of this Contract, “PlI” includes “Nonpublic Personal Information” as that term is
defined in Title V of the Gramm-Leach-Bliley Act of 1999 or any successor federal statute, and
the rules and regulations thereunder, all as may be amended or supplemented from time to
time (“GLBA”) and personally identifiable information and other data protected under any other
applicable laws, rule or regulation of any jurisdiction relating to disclosure or use of personal
information (“Privacy Laws”). Contractor agrees it shall not do or omit to do anything which
would cause the State to be in breach of any Privacy Laws. Contractor shall, and shall cause
its employees, agents and representatives to: (i) keep PIl confidential and may use and
disclose PII only as necessary to carry out those specific aspects of the purpose for which the
Pl was disclosed to Contractor and in accordance with this Contract, GLBA and Privacy Laws;
and (ii) implement and maintain appropriate technical and organizational measures regarding
information security to: (A) ensure the security and confidentiality of PII; (B) protect against any
threats or hazards to the security or integrity of Pll; and (C) prevent unauthorized access to or
use of PIl. Contractor shall immediately notify State: (1) of any disclosure or use of any PII by
Contractor or any of its employees, agents and representatives in breach of this Contract; and
(2) of any disclosure of any PII to Contractor or its employees, agents and representatives
where the purpose of such disclosure is not known to Contractor or its employees, agents and
representatives. The State reserves the right to review Contractor's policies and procedures
used to maintain the security and confidentiality of Pll and Contractor shall, and cause its
employees, agents and representatives to, comply with all reasonable requests or directions
from the State to enable the State to verify or ensure that Contractor is in full compliance with
its obligations under this Contract in relation to PIl. Upon termination or expiration of the
Contract or at the State’s direction at any time in its sole discretion, whichever is earlier,
Contractor shall immediately return to the State any and all PIl which it has received under this
Contract and shall destroy all records of such PII.

The Contractor shall report to the State any instances of unauthorized access to or potential
disclosure of Pll in the custody or control of Contractor (“Unauthorized Disclosure”) that come
to the Contractor’s attention. Any such report shall be made by the Contractor within twenty-
four (24) hours after the Unauthorized Disclosure has come to the attention of the Contractor.
Contractor shall take all necessary measures to halt any further Unauthorized Disclosures.
The Contractor, at the sole discretion of the State, shall provide no cost credit monitoring
services for individuals whose PIl was affected by the Unauthorized Disclosure. The
Contractor shall bear the cost of notification to all individuals affected by the Unauthorized
Disclosure, including individual letters and public notice. The remedies set forth in this Section
are not exclusive and are in addition to any claims or remedies available to this State under
this Contract or otherwise available at law. The obligations set forth in this Section shall
survive the termination of this Contract.

IN WITNESS WHEREOF,

CONTRACTOR LEGAL ENTITY NAME:
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CONTRACTOR SIGNATURE DATE

PRINTED NAME AND TITLE OF CONTRACTOR SIGNATORY (above)

TENNESSEE DEPARTMENT OF INTELLECTUAL AND DEVELOPMENTAL DISABILITIES:

COMMISSIONER, BRAD TURNER DATE
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ATTACHMENT A

ATTESTATION RE PERSONNEL USED IN CONTRACT PERFORMANCE

SUBJECT CONTRACT NUMBER:

CONTRACTOR LEGAL ENTITY NAME:

EDISON VENDOR IDENTIFICATION NUMBER:

The Contractor, identified above, does hereby attest, certify, warrant, and
assure that the Contractor shall not knowingly utilize the services of an illegal
immigrant in the performance of this Contract and shall not knowingly utilize
the services of any subcontractor who will utilize the services of an illegal
immigrant in the performance of this Contract.

CONTRACTOR SIGNATURE

NOTICE: This attestation MUST be signed by an individual empowered to contractually bind the Contractor. Attach evidence
documenting the individual’s authority to contractually bind the Contractor, unless the signatory is the Contractor’s chief
executive or president.

PRINTED NAME AND TITLE OF SIGNATORY

DATE OF ATTESTATION




