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1. Purpose and Plan  

The TennCare Privacy Office is responsible for designing, implementing, and administering a Privacy Pro-

gram to ensure that information entrusted to TennCare is handled in a manner compliant with all appli-

cable privacy-related laws and regulations.  This includes state or federally regulated information such as 

personally identifiable information (PII), protected health information (PHI), Social Security Administration 

(SSA) provided information, and federal tax return information (FTI). To meet these requirements, the 

TennCare Privacy Office has instituted a Privacy Program and an associated policy framework which de-

fines and authorizes the program. The purpose of the Privacy Program is to protect TennCare’s infor-

mation resources, compliance with applicable laws, regulations, executive orders and rules such as:  

• Health Insurance Portability and Accountability Act of 1996 (HIPAA)    

• CMS Information Security (IS) Acceptable Risk Safeguards (ARS)   

• CMS Minimum Security Requirements (CMSR)   

• IRS Publication 1075, Tax Information Security Guidelines for Federal, State and Local Agencies.  

• SSA Electronic Information Exchange Security Requirements and Procedures   

• T.C.A. § 10-7-301 Tennessee Code, Public Libraries, Archives And Records; Public Records Com-

mission; Part definitions  

• T.C.A. § 10-7-504 Tennessee Code, Public Libraries, Archives And Records; Public Records Com-

mission; Confidential records - - Exceptions   

• Executive Orders (E.O.), including the Federal Information Security Management Act (FISMA); the 

Office of Management and Budget (OMB) Circular A-130, Management of Federal Information 

Resources   

  

TennCare has appointed a designated Chief Privacy Officer reporting to the Office of the General Counsel 

who is accountable for developing, disseminating, implementing, and maintaining the TennCare Privacy 

Plan and Program and associated governance elements. These include privacy policies and procedures to 

ensure compliance with all applicable laws and regulations regarding the collection, use, maintenance, 

sharing, and disposal of public, sensitive and restricted access information (as defined in the Data and 

Information Systems Classification Policy) by program staff, partners and information systems.  

The Privacy Office monitors federal and state privacy laws and policy for changes that affect the privacy 

program, and ensures the allocation of appropriate budget and staffing resources to implement and op-

erate the Privacy Program.  

The applicable privacy controls, policies, and procedures for programs, information systems, or technolo-

gies involving PII which support this privacy policy and plan are documented in Appendix A, and a list of 
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the operational privacy policies and procedures may be found in Appendix B. The privacy plan, policies, 

and procedures are reviewed and updated at least biennially or as required to address changing require-

ments.  

2. Scope  

The scope of this policy is all information handled by TennCare requiring privacy protection, whether in 

electronic or non-electronic formats, and all personnel handling such information.  

3. Compliance  

The policies cited herein apply to all personnel handling TennCare information. Noncompliance with this 

Privacy policy or related policies referenced in this document may result in the following actions:  

• Notification to TennCare’s Human Resources and Information Systems offices to identify the em-

ployee and the nature of the noncompliance. In the case of a vendor, sub recipient, or contractor, 

the contract administrator will be notified.  

• User access to TennCare systems may be suspended temporarily or permanently and the user 

subject to subsequent review and action as determined by the State and Bureau or contract ad-

ministrator.  

• Referrals to appropriate authorities for criminal or civil action may be initiated in appropriate in-

stances.  

  

3.1 Exceptions and Deviations  
  

Requests for exceptions to any privacy policy will be reviewed and approved or denied through a TennCare 

Privacy Office exception process on a case-by-case basis. TennCare may issue a permanent or time-limited 

exception or alternative implementation to allow the user, business unit, or entity to become compliant 

with the relevant TennCare policy. In some situations, the TennCare Privacy Office may consider a waiver 

based on a business-justified risk acceptance.  

If the deviation involves Strategic Technology Solutions (STS) infrastructure supporting a TennCare appli-

cation, the exception request will undergo the TennCare review process and only be forwarded to STS 

after TennCare approval. Similarly, if a policy exception has Security implications, the review and ap-

proval process will be conducted in collaboration with the TennCare Information Security Office. All 

TennCare Privacy policy exceptions will be recorded and maintained for inspection by the TennCare Pri-

vacy Office.  

4. Maintenance and Reviews  

This policy is published on TennCare s internal network and is available to all applicable personnel.     

A review of TennCare privacy controls is conducted on an ongoing basis as mandated by regulatory and/or 

contractual requirements to ensure that adequate controls are implemented to prevent unauthorized ac-

cess, use, disclosure, disruption, modification, or destruction of TennCare information subject to state or 
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federal privacy laws, rules, or and regulations. This review is performed by the TennCare Privacy Officer 

or designated staff and as appropriate in coordination with TennCare Information Security Office.  

A review of this policy must be conducted at least biennially to address changing requirements. This re-

view is performed by the TennCare Privacy Office. The TennCare Privacy Officer is the owner of this pol-

icy.  

 

5. Policy  

TennCare will maintain a Privacy Program and Plan designed to enable the protection of data subject to 

the requirements of state or federal privacy law, rules, or regulations from unauthorized disclosure, use, 

modification, or deletion. As part of the Privacy Program implementation, responsible business owners 

will follow the Privacy policies, including the Data and Information Systems Classification Policy and will 

ensure that the controls required by the resulting data classification are implemented and monitored.   

The Privacy Program and Plan will incorporate the core requirements of a privacy management program 

as defined by NIST SP 800-53 R4. These organizational level controls will apply throughout TennCare and 

will be used in conjunction with other current State of Tennessee and TennCare policies and guidelines.  

6. Roles and Responsibilities  

The TennCare Privacy Office will perform the following activities:  

• Provide information and guidance on the handling of all sensitive data.  

• Produce ‘best practice’ guidance material for staff as requested.  

• Process, co-ordinate with other agency divisions as needed and respond to all requests for infor-

mation in regards to regulatory obligations and controls.  

• In collaboration with other agency divisions, ensure the implementation of privacy controls.   

• As required, prepare and deliver specific compliance training to staff based on their access to 

public, sensitive and restricted access information.  

• Ensure the implementation of an organization-wide Privacy, Security, and Confidentiality Aware-

ness and Training Program.  

• Coordinate the development of privacy risk assessment policies and procedures.  

• Identify audit requirements for data and coordinate with internal audit on a privacy audit pro-

gram as required.  

• Ensure compliance with legal, contractual, and regulatory requirements by developing programs 

to monitor adherence to privacy rules of behavior and to applicable laws and regulations.  

  

The TennCare Information Security Office will assist the Privacy Office by performing the following data 

protection activities:  

• Ensure that the Information Security Strategy addresses data protection requirements.  
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• Provide a Governance, Risk and Compliance framework which assists in achieving data protection 

requirements.  

• Develop and implement an information infrastructure supporting data privacy requirements.  

• Develop tools and techniques to support privacy risk management.  

• Develop systems and processes to respond, if needed, to privacy issues and incidents.  

• Ensure that data protection standards and regulatory controls are addressed in policies, proce-

dures, system design documentation and system implementation.  

• Ensure that the network topology design offers legal, regulatory and contractual data protection 

mechanisms.  

• Maintain a current access register for each system identifying who has been granted access.  

• Ensure compliance with security control requirements for data protection by having a program to 

test security controls on an ongoing basis.  

  

TennCare Business Owners and their delegated Data Owners will perform the following data protection 

activities:  

• Maintain awareness of applicable Privacy statutory regulations and industry principles as it re-

lates to public, sensitive and restricted access information (e.g., PII, PHI, SSA, FTI) in coordination 

with the TennCare Privacy Office.   

• Facilitate the identification and classification of all data elements required for any system imple-

mentation  

• Coordinate with the Privacy Office to ensure that all privacy requirements are included in any sys-

tem design and associated test plans and are approved by the Privacy Office before implementa-

tion  

• Ensure that any public, sensitive and restricted access information collected from individuals is 

accompanied by appropriate applicable notifications about consent, redress, disclosure, reten-

tion, disposal, and any other notifications required by the specific access or use of the infor-

mation.  

• Ensure that any public, sensitive and restricted access information collected from individuals is 

accessed, used, disclosed, retained, and disposed of in accordance with regulatory or statutory 

requirements and applicable litigation holds and Records Disposition Authorizations.  

• Provide all privacy reporting requested by the Privacy Office.  

7. Strategic Privacy Activities in Support of the Policy and Plan  

7.1 Privacy and Security Awareness training plan for TennCare employees   

As part of the onboarding process and prior to system and information access, all personnel must 

acknowledge the contents of the Acceptable Use Policy (AUP), which includes details regarding handling 

and maintenance of confidential information. This is followed by new hire privacy, security and confiden-

tiality (PSC) in person training within no more than two (2) quarters of hire date. Every employee of 

TennCare is also required to complete an annual renewal and recertification of awareness training.  
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The training includes a variety of topics, from proper access, use, disclosure and transmission of infor-

mation, to recognizing and reporting potential indicators of insider threat, penalties for misuse of infor-

mation and incident reporting and resolution.  

The PSC training is coordinated by the Privacy Office. Employee training records are tracked by the Privacy 

Office. A policy mandating this training and requiring yearly training is published by the Privacy Office.  

7.2 Privacy and Security Awareness training plan for Contractors   

As part of the onboarding process and prior to system and information access, all contractor staff must 

acknowledge the contents of the Acceptable Use Policy (AUP), which includes details regarding treatment 

of confidential information. TennCare contractors are required to provide their employees appropriate 

training on privacy, security and confidentiality of information created, maintained, used, accessed re-

ceived or transmitted regarding TennCare programs and its benefit population. Through contractual re-

quirements they are to provide necessary training appropriate to contractor staff based on their access to 

public, sensitive and restricted access information such as FTI, SSA, PII, and PHI. For public, sensitive and 

restricted access information that requires contractor staff to receive the same awareness-training as 

TennCare employees, TennCare shall make available to contractor’s employer the training materials for 

such specific compliance training. Contractors shall maintain all awareness-training records for their staff 

and make them available to TennCare upon request or as otherwise required.   

7.3 Privacy and Security training plan for roles with significant information security and pri-

vacy roles  
Certain individuals or groups may require role-specific training based on their access roles or particular 

types of data. This may consist of training based upon the type of data handled in addition to system 

specific role-based training. This training will be coordinated by Security with Privacy and the Business and 

System Owners to ensure that all roles handling data receive appropriate training. This training is sup-

ported by the Privacy Security and Confidentiality Training Policy.  

7.4 Contractual Language and Business Associate Agreements Governing Use of Data  

The Privacy Office and Office of General Counsel require contracts and agreements covering the use, shar-

ing or access of TennCare data by third parties to incorporate language governing the protection and use 

of any data provided by TennCare. If appropriate, a Business Associate Agreement under HIPAA may also 

be required depending on the activities performed by the contractor and what types of data is involved.   

8. Sensitive Data Lifecycle  

TennCare has policies in place in accordance with federal and state law which cover each stage of the 

public, sensitive and restricted access information lifecycle: collection, storage, use, retention and dis-

posal. Additionally, combined TennCare and STS security policies and procedures provide the necessary 

safeguards to protect data assets. The contractual language for data partners accessing or receiving data 

assets data includes an equivalent set of requirements for handling data assets.  

8.1 Collection  
Collection is governed by federal and state laws. The individual laws governing state programs dictate 

which information may be collected. The Data and Information Systems Classification Policy requires data 
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owners to identify their data and assign a classification to all data collected by TennCare. TennCare has 

developed, makes publicly available and maintains a Privacy Notice which informs members and the public 

on the collection and use of data by TennCare.  

8.2 Storage  
Storage protection requirements are determined by the applicable Federal and State laws and regulations 

under which the data was obtained. These requirements are implemented at the system level by the 

appropriate parties, including TennCare Security, STS and contractors.  

  

8.3 Use  
Under the review and guidance of the TennCare Privacy Office contractual language, data usage agree-

ments, and business associate agreements are used as appropriate to outline permissible uses of 

TennCare sensitive data by third parties. Internal use of and access to sensitive information is determined 

by job roles and safeguards are applied to those roles as appropriate, from limits on access to systems to 

specialized training in handling information.  

8.4 Retention and Disposal  
Retention and disposal are governed by federal and state laws.  An approved Records Disposition Author-

ization is required by the Tennessee Public Records Commission before disposal of any information used 

in the performance of State business. The process is documented in the Secretary of State’s Records Man-

agement Best Practices and Procedures and associated documents.   

9. Definitions  

Public Record or Records or State Record or Records: as defined by Tennessee Code Annotated (TCA) 10-

7-301 means all documents, papers, letters, maps, books, photographs, microfilms, electronic data pro-

cessing files and output, films, sound recordings, or other material, regardless of physical form or charac-

teristics made or received pursuant to law or ordinance or in connection with the transaction of official 

business by any governmental agency.  

  

Confidential Record or Confidential Public Record: as defined by Tennessee Code Annotated (TCA) 10-7-

301 means any record which has been designated confidential by law or statute and includes information 

or matters or records considered privileged and any aspect of which access by the general public has been 

generally denied.   

  

Identifying information: as defined in Tennessee Code Annotated (TCA) 10-7-504 means the home and 

work addresses and telephone numbers, social security number, and any other information that could 

reasonably be used to locate the whereabouts of an individual.  

  

Individually Identifiable Health Information  means information that is a subset of health information, 

including demographic information collected from an individual, and: (1) Is created or received by a health 

care provider, health plan, employer, or health care clearinghouse; and (2) relates to the past, present, or 

future physical or mental health or condition of an individual; the provision of health care to an individual; 

or the past, present, or future payment for the provision of health care to an individual; and (i) identifies 



Privacy Program Policy and Plan    Page 8 of 12  

Rev. 6/2021 

the individual; or (ii) with respect to which there is a reasonable basis to believe the information can be 

used to identify the individual. (Subset of PHI defined below).  

  

Personally Identifiable Information (PII): as defined in the OMB Memorandum M-07-161 refers to infor-

mation that can be used to distinguish or trace an individual’s identity, either alone or when combined 

with other personal or identifying information that is linked or linkable to a specific individual. The defini-

tion of PII is not anchored to any single category of information or technology. Rather, it requires a case-

by-case assessment of the specific risk that an individual can be identified. In performing this assessment, 

it is important to recognize that non-PII can become PII whenever additional information is made publicly 

available — in any medium and from any source — that, when combined with other available information, 

could be used to identify an individual.  Examples of PII include but are not limited to, Social Security 

numbers, subscriber names, persons’ names when combined with any other identifiable data, account 

numbers.   

  

Protected Health Information (PHI): PHI/Protected Health Information: means information that is: (i) 

Transmitted by electronic media; (ii) Maintained in electronic media; or (iii) Transmitted or maintained in 

any other form or medium., including demographic information that identifies or may be used to identify 

an individual and that:  

(1) Is created or received by a health care provider, health plan, public health authority, employer, life 

insurer, school or university, or health care clearinghouse; and  

(2) Relates to the physical or mental health or condition of an individual.  

(See full definitions, with exceptions, at 45 CFR 160.103.) (See also Individually Identifiable Health Infor-

mation).  

  

Federal Tax Information (FTI): as defined by the Internal Revenue Code (IRC) § 6103 provides that all 

returns and return information are confidential. No current or former IRS or state employee may access 

or disclose returns or return information unless specifically authorized under provisions of the Code. 

§6103(d) permits IRS to disclose federal returns and return information to state tax agencies for tax ad-

ministration purposes. Return means any tax or information return required by or permitted under the 

Code and filed with the IRS and return information can include any information besides the return that 

the IRS obtained through any source or information extracted from a return or information collected by 

the IRS about a person’s tax affairs even if identifiers are deleted or whether a return was filed or infor-

mation contained in transcripts.  § 6103 prohibits unauthorized disclosure of FTI information and requires 

safeguards to protect against disclosure. The information becomes FTI when its origin is the IRS and re-

mains FTI during its entire lifecycle.  

  

SSA-provided information means information, such as an individual’s social security number, supplied by 

the Social Security Administration to TennCare to determine entitlement or eligibility for federally funded 

programs (governed by a CMPPA between SSA and F&A; IEA between SSA and TennCare).  

10. Foundation and References  

10.1         Tennessee Code Annotated 10-7-301, 10-7-504  
10.2         OMB Memorandum M-07-161  
10.3         Health Insurance Portability and Accountability Act (HIPAA) – 45 CFR 160-164  
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10.4         Internal Revenue Code (IRC) §6103  

10.5  CMS MARS-E Volume III: Catalog of Minimum Acceptable Risk Security and Privacy Controls for Exchanges, 

Version 2.0, Nov 10, 2015  

10.6  Electronic Information Exchange Security Requirements and Procedures For State and Local Agencies Ex-

changing Electronic Information With The Social Security Administration, V 6.0.1, April 2014  

10.7        Secretary of State Records Management Best Practices and Procedures  

10.8        TennCare Incident Response Plan  

  

11. Document Revision History  
 

Revision 
No.  

Version Date  Summary of Change  Changed By  

1.4 06/24/21 

Updated roles and responsibilities, sensitive data 
cycle, and applicable policies. Sarah Raybin, TennCare 

Oladotun Onigbanjo, Gain-
well 

1.3 04/30/20 

Removed reference to use of SANS Training. Up-
dated the PII Inventory section.  Updated Appendix 
B to include the most current version and version 
dates for referenced policies. 

Oladotun Onigbanjo, DXC 

1.2  01/30/18  

Change all reference to HCFA to TennCare. Ex-
panded on the use of PII to include all state feder-
ally regulated data.  

Oladotun Onigbanjo,  
DXC  

1.1  06/2/17  Additional revisions and clarifications  
Oladotun Onigbanjo,  
HPE  

.1  03/07/16  
Draft Privacy Policy based upon MARS-E 2.0  

Privacy Requirements  Eva Kuiper, HPE  

        

  

    
Appendix A.   Supporting NIST Privacy Controls and TennCare Activities  

This appendix generally identifies the core families of requirements and organizational components of the 

privacy program as required by the NIST Special Publication 800-53 Revision  

4.   

1. Authority and Purpose (AP)  

The Authority and Purpose privacy control family addresses the requirements to identify the legal author-

ity to collect PII and other sensitive information and to specify within appropriate notices the purposes 
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for which the information is initially collected from individuals or other partners or agencies, stored, used 

for program purposes, and shared with partners for program purposes or otherwise. This includes speci-

fying the legal authority which determines the lifespan of the PII within the program.  

2. Accountability, Audit, and Risk Management (AR)  

The Accountability, Audit, and Risk Management privacy control family provides the controls for govern-

ance, monitoring, compliance, managing risk, and performing privacy assessments. They require that the 

Agency designate a Privacy Officer accountable for the development of a privacy program and perfor-

mance of its required and related functions.   At TennCare, the Privacy Office also has the responsibility 

for delivery of relevant privacy workforce training, development and maintenance of contracts or other 

relevant agreements for the protection of sensitive information and providing required accountings of 

disclosures.  The functions for monitoring and assessments of the privacy controls are integrated with the 

activities used to perform those functions for the information security program.   

3. Data Quality and Integrity (DI)  

The Data Quality and Integrity privacy control family requires the Agency to ensure that data collected is 

verified and validated initially and over time as necessary to ensure its continued accuracy.  This enhances 

public confidence in the Agency’s actions as it ensures PII collected and maintained is accurate, relevant, 

timely, and complete for the purposes for which the information is to be used.   

4. Data Minimization and Retention (DM)  

This privacy control family helps implement data minimization and retention requirements to collect, use, 

disclose, create, and retain only PII that is relevant and necessary and for the purposes for which it was 

originally collected. Prohibiting or ensuring appropriate safeguards when making use of identifiable data 

in training, testing and research, and the use of de-identification techniques and limited data sets which 

do not include identifiable information further protects PII from unauthorized use or disclosure. Federal 

and State law and guidelines from the Tennessee Public Records Commission govern the retention and 

destruction of records through Records Disposition Authorizations. State law also offers confidentiality 

guidelines and mandates redaction of any confidential/personal information before a record may be re-

leased as a public record. Researchers must go through a review process with the Research Privacy Board 

before information is released.   

5. Individual Participation and Redress (IP)  

The Individual Participation and Redress privacy control family addresses the need to make individuals 

active participants in the decision-making process regarding the collection and use of PII. To the extent 

practicable, individuals are informed and their authorization sought prior to collection, use, maintenance 

and sharing of PII. Individuals are also afforded ongoing rights to inspect, correct, share and approve or 

decline of uses of their information, as required by applicable Privacy regulations.  TennCare makes avail-

able on its public web site a Privacy Notice as well as policies and procedures regarding confidentiality of 

information, among them Use and Disclosure, Accounting of Disclosures, Enrollee Access and Amend-

ment, Complaint mechanisms, De-identification and Use of Records in Research, Release of Records to 

Courts and Law Enforcement.  
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6. Security (SE)  

The Security control family ensures that TennCare has technical, physical and administrative safeguards 

in place to prevent unauthorized access, use and loss of PII and maintains plans for and responds to privacy 

incidents in compliance with state and federal requirements.  The State of Tennessee has created a pro-

cess for the maintenance of a Statewide PII inventory. TennCare maintains a Data and Information Sys-

tems Classification Policy to supplement the statewide guidance. The Privacy Office also participates in 

the overall TennCare Incident Response Program which handles both security and privacy incidents. All 

incidents involving PII involve review and decision making by the Privacy Office and Office of General 

Counsel to ensure appropriate investigation, response and notifications.  

7. Transparency (TR)  

The Transparency privacy control family ensures that TennCare provides public notice of its information 

practices and the privacy impact of its programs and activities. The Privacy Notice is posted publicly and 

provided to individuals as appropriate. The purposes for collecting, storing, sharing and using information 

are publicly available through the Notice and related privacy policies.  These are further described in ap-

plications and related forms through which the Agency collects data or authorizations from individuals. 

Contact information and relevant forms, contact methods and instructions for the Privacy Office are also 

provided for in the Privacy Notice as well as relevant related policies.  

8. Use Limitations (UL)  

The Use Limitation privacy control family ensures that TennCare uses PII either only as specified in its 

public notices, in a manner compatible with those specified purposes, or as otherwise permitted by law. 

TennCare collects, uses, stores and shares PII only for the authorized purposes identified in the Privacy 

Act and/or public notices.  These include eligibility determinations and ongoing provision of services, pro-

vision and coordination of treatment, payment for treatment, general healthcare operations such as cre-

dentialing, oversight, audit, legal, law enforcement and general healthcare improvement efforts.   

TennCare ensures its staff is appropriately trained and aware of proper use, access and sharing of sensitive 

information.  As appropriate, prior to sharing information with third parties, TennCare enters into agree-

ments with these parties to protect the integrity of the information and privacy of members.  
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Appendix B.   Supporting TennCare Privacy Policies and Documents  

Identifier  Name  Version  Version Date  

PRIV 16-007  Use and Disclosure of Personal Information  Rev: 08/2018  08/09/18  

PRIV 16-008  Accounting of Disclosures of Enrollee Records  Rev: 01/2019 01/22/19 

PRIV 16-009  Enrollee Access to Information  Rev: 07/2018  01/22/19  

PRIV 16-013  Privacy Security and Confidentiality Training  Rev: 08/2018  08/09/18  

PRIV 16-016  Amendment of Enrollee Records  Rev: 07/2018 01/22/19  

PRIV 16-018  Use of Enrollee Records in Research  Rev: 07/2018 01/22/19  

A109.3  Privacy Notice  Rev: 1/2019 5/13/19 

 


