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1. Introduction 
System and Services Acquisition addresses requirements for developing information systems, 
associated products, and services, and to ensure that Information Technology (IT) resources and 
information systems acquired from third party entities meet security requirements and align with 
the organization’s mission and business objectives. 

2. Purpose 
The purpose of this policy is to provide security requirements for TennCare’s information security 
program and describe the management controls and common controls for meeting those 
requirements.  This policy will be applied in conjunction with the policies of our key partners that 
provide physical security and compliance.  This policy and its supporting procedures help ensure the 
safety and security of TennCare information systems. 
 

3. Scope 
The policies in this document cover all TennCare information systems used, managed, provided, or 
operated by a TennCare employee, vendor, contractor, or another organization acting on behalf of 
TennCare.  The policies apply to all TennCare employees, consultants, contractors, and other 
persons who are under the direct or indirect control of TennCare and who access TennCare systems. 
For the purposes of this policy, all persons are described as personnel.  

 

4. Objective 
The objective of this policy is to implement and meet federal, state, and local security control 
requirements including but not limited to: the Centers for Medicare and Medicaid Services (CMS) 
Minimum Acceptable Risk Standards for Exchanges (MARS-E) current version, Internal Revenue 
Service (IRS) Pub 1075, Social Security Administration (SSA); and define TennCare’s information 
security program, focused on developing, applying, maintaining, and testing administrative, physical, 
and technical controls that protect the confidentiality, integrity and availability of TennCare 
information systems. 

5. Policy 

 5.1 TennCare System and Services Acquisition Policy and Procedures  

The TennCare Chief Information Security Officer (CISO) shall ensure TennCare information 
systems receiving, storing, processing, or transmitting Federal Tax Information (FTI) contains 
sufficient information system documentation for all acquired TennCare information systems and 
employ security controls consistent with the IRS Pub 1075.  The TennCare CISO shall ensure the 
TennCare information system and services acquisition policy is reviewed, updated, and 
approved within every three hundred and sixty-five (365) days.  

 

 5.2 Allocation of Resources for TennCare Information Systems 
The TennCare Chief Information Officer (CIO) shall allocate resources for the TennCare’s 
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information security program ensuring that TennCare information systems are protected against 
emerging and ongoing threats. The funding must include allocation of resources for the initial 
system or service acquisition, and the sustainment of the system or services. 
 
The TennCare CISO and the System Owners shall: 

• Determine the security requirements for the TennCare information security system or 
service in each mission or business-process planning. 

• Identify, document, and allocate the appropriate amount of resources which are 
required to protect the system or service as part of the capital planning and investment 
control process. 

• Establish discrete line items for TennCare information systems or services within the 
budgeting process 

      
 

5.3 TennCare Information System Development Life Cycle   
System Owners shall develop a contingency plan for TennCare information systems that: 

• Manages the information system using the Solution Implementation Lifecycle 
methodology (SILC) to ensure the confidentiality, integrity, and availability throughout 
the information system lifecycle. 

• Define and document information security roles and responsibilities throughout the 
SILC. 

• Integrate TennCare information security risk management process into SILC activities    
     

     5.4 TennCare Information System Acquisition Process 
System Owners and the TennCare Contracts Office, shall ensure the following requirements, 
descriptions, and criteria in the acquisition contract for the information system, system 
component, or information system services:  

• Security functional requirements 

• Security strength requirements 

• Security assurance requirements 

• Security-related documentation requirements 

• Requirements for protecting security-related documentation 

• Description of the information system development environment and environment in 
which the system is intended to operate 

• Acceptance criteria 

• Require that providers of external information systems identify the location of 
information systems that receive, process, or transmit TennCare data. 

 
The TennCare Contracts Office, in coordination with the System Owner, shall ensure that 
contracts for TennCare information systems that receive, store, process, or transmit FTI contain 
the safeguarding language provided in IRS Pub 1075 Exhibit 7.   
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5.4.1 TennCare Information System Acquisition Process – Functional 
Properties of Security Controls   
System Owners shall require the developer(s) of a TennCare information system, a 
TennCare system component, or a TennCare information system service provide a 
detailed description of the functional properties of the security controls that shall be 
employed.   

 

5.4.2 TennCare Information System Acquisition Process – Design and 
Implementation of Information Security Controls   
System Owners shall require the developer(s) of a TennCare information system, a 
TennCare system component, or a TennCare information system service provide a 
detailed design and implementation for the security controls to be employed that 
includes the following: security relevant external system interfaces, high-level design, 
source code, or hardware schematics. 
 

5.4.3 TennCare Information System Acquisition Process – Services in Use   
System Owners shall require the developer(s) of a TennCare information system, a 
TennCare system component, or a TennCare information system service, to identify and 
document early in the system implementation life cycle, the functions, ports, protocols, 
and services intended for TennCare use.    
   

 

5.5 TennCare Information System Documentation  
System Owners shall: 

• Obtain administrator documentation for the TennCare information system, TennCare 
system component, or TennCare information system service that describes: 

o Secure configuration, installation, and operation of the system, component, or 
service. 

o Effective use and maintenance of security functions and mechanisms. 
o Known vulnerabilities regarding configuration and use of administrative 

functions. 

• Obtain user documentation for the TennCare information system, TennCare system 
component, or TennCare information system service that describes: 

o User-accessible security functions and mechanisms and how to effectively use 
those security functions and mechanisms. 

o Methods for user interaction, which enables individuals to use the system, 
component, or service in a more secure manner. 

o End user responsibilities in maintaining the security of the TennCare system, 
component, or service. 

• Document attempts to obtain information system documentation when such 
documentation is either unavailable or nonexistent. 

• Protects documentation as required, in accordance the TennCare risk management 
strategy. 

• Ensure documentation is distributed to only authorized personnel.  



System and Service Acquisition Policy 

 

Page | 8  

   

 

5.6 TennCare Information Security Engineering   
System Owners shall ensure all necessary information system security engineering principles are 
applied in the specification, design, development, implementation, and modification of the 
TennCare information system.  

 

5.7 TennCare External Information System Services   
The TennCare CISO shall ensure that:  

• Any systems falling under Affordable Care Act (ACA) guidelines, Centers for Medicare, 
and Medicaid Services (CMS) be notified of any plans to outsource information systems 
outside the continental U.S. at least sixty (60) days prior to the awarding of the contract. 

• Require that providers of external information system services comply with 
organizational information security requirements and employ security controls in 
accordance with applicable federal laws, Executive Orders, directives, policies, 
regulations, standards, and guidance. 

• End user roles and responsibilities for external information system services are defined 
and documented. 

• System Owners and the TennCare Contracts Office, shall ensure that service level 
agreements (SLA) include requirements for regular monitoring, review, and auditing of 
the SLA and security requirements as well as incident response and reporting 
requirements. 

• A defined process, methods, and techniques are employed to monitor security control 
compliance by external service providers on an ongoing basis. 

 
The TennCare Contracts Office and System Owner shall ensure the following requirements are 
contained in service contracts or agreements and that CMS, IRS, and SSA are notified at least 
forty-five (45) days prior to transmitting data into an external information system 

• Language requiring the service provider to protect Personally Identifiable Information 
(PII) in accordance with U.S. Federal laws and regulations. 

• Language requiring the service provider adheres to the defined security and privacy 
roles and responsibilities defined in 45 CFR §155.260(b). 

 
 

5.7.1 TennCare External Information System Services – Risk Assessments 
and Organizational Approvals    
The TennCare CISO shall ensure that prior to the acquisition or outsourcing of any 
information security services, a risk assessment is conducted, and documentation is 
maintained for all existing outsourced information services.  

 

5.8 TennCare Developer Configuration Management  
System Owners shall require System Developers create and implement a configuration 
management plan that includes the following:  

• Configuration management is performed during information system design, 
development, implementation, and operation. 

• Control changes to the information system or configuration items under configuration 
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management are documented and managed. 

• Only TennCare approved changes are implemented in TennCare systems, components, 
or services. 

• Documentation of the approved changes to the system, component, or service and the 
potential security impacts of those changes. 

• Security flaws and flaw resolution within the system, component, or service are tracked 
and findings are reported to the System Owner. 

 
 

5.9 TennCare Developer Security Testing and Evaluation  
System Owners shall require the System Developer to test for software faults that pose a 
security risk prior to implementation into production.  System Owners shall require the System 
Developer of a TennCare system, a TennCare system component, or a TennCare information 
system service to do the following:  

• Create and implement a security assessment plan.   

• Perform security testing and evaluation in accordance with the TennCare SILC. 

• Produce evidence of the execution of the security assessment plan and the results of 
the security evaluation. 

• Implement a verifiable flaw remediation process. 

• Correct flaws identified during the security testing and evaluation process. 

• Conduct tests that: 
o Minimize the use of PII to maximum extent practicable. 
o Only utilize actual PII data that is attached to a corresponding memorandum of 

agreement (MOA) or a memorandum of understanding (MOU) between the 
data owner of the PII and the organization that is developing and testing the 
information system.  The MOA or MOU shall include how it intends to handle 
loss, theft, or compromise of the PII. 

o Use data masking tools or data anonymization for any PII that is used during 
testing. 

o Coordinate use of the PII with the TennCare Privacy Office before conducting 
tests. 

    

 

5.9.1 TennCare Developer Security Testing and Evaluation – Static Code 
Analysis    
System Owners shall require the System Developer of a TennCare information system, a 
TennCare system component, or a TennCare information system service, to employ 
static code analysis tools to identify common flaws and document the results of that 
analysis. 
 

5.10 Unsupported System Components within TennCare   
System Owners shall replace information system components, specifically security patches and 
product updates, when support for the components is no longer available from the developer, 
vendor, or manufacturer. 
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6. Procedures 
 
Refer to the System and Services Acquisition Procedures. 

7. Roles and Responsibilities 
 

Role Responsibility 

Chief Information 

Officer 
• Ensure that information resources expenditures from any funding 

source are efficient. 

Chief Information 

Security Officer 

(CISO)  

• Ensure that policies are reviewed and updated as directed and 
required.   

• Identify appropriate resources for allocation in information security 
budgeting, planning, and documentation. 

• Define the security and compliance requirements of services and 
equipment. 

• Ensure that IT vendor-managed and contracted services and 
equipment are secure. 

• Co-approve the acquisition of services and equipment that affect 
existing technology with the System Owners.  

• Manage or oversee the management of the application security 
development program.  

IT Management • Ensure effective implementation of security controls for system 
and services acquisition. 

• Oversight and management of third-party relationships. 
Contracts Office • Work with vendors, System Owners and the CISO to ensure that 

vendor contracts contain the appropriate information security 
requirements and contract language. 

• Ensure interconnections with vendors are properly documented 
using Service Level Agreements (SLAs), Memorandums of 
Agreement (MOAs), and contracts, to include the requisite 
security information. 

• Review and update a list of current service providers and other 
third-party relationships. 

System Owner • Overall procurement, development, integration, modification, or 
operation and maintenance of information system. 

• Include information security, security testing, and audit controls in all 
phases of the system development lifecycle. 

• Ensure that information security requirements or specifications are 
included in all information resource acquisition contracts. 

• Create and maintain documentation for the systems managed by 
them. 

Vendor • Implement secure information systems, system components, and 
services that comply with all applicable federal and state laws and 
regulations and this policy. 
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