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1. Introduction 
Contingency planning is a coordinated strategy unique to each system involving plans, procedures, 
and technical measures that enable a system to be recovered as quickly and effectively as possible 
following a service disruption.  

2. Purpose 
The purpose of this policy is to provide security requirements for TennCare’s information security 
program and describe the management controls and common controls for meeting those 
requirements.  This policy will be applied in conjunction with the policies of our key partners that 
provide security and compliance.  This policy and its supporting procedures help ensure the safety 
and security of TennCare information systems. 

3. Scope 
The policies in this document cover all TennCare information systems used, managed, provided, or 
operated by a vendor, contractor or another organization acting on behalf of TennCare.  The policies 
apply to all TennCare employees, consultants, contractors, and other persons who are under the 
direct or indirect control of TennCare and who access TennCare systems. For the purposes of this 
policy, all persons are described as personnel.  

4. Objective 
The objective of this policy is to implement and meet federal, state, and local security control 
requirements including but not limited to: the Centers for Medicare and Medicaid Services (CMS) 
Minimum Acceptable Risk Standards for Exchanges (MARS-E) current version, Internal Revenue 
Service (IRS) Pub 1075, Social Security Administration (SSA); and define TennCare’s information 
security program, focused on developing, applying, maintaining, and testing administrative, physical, 
and technical controls that protect the confidentiality, integrity and availability of TennCare 
information systems. 

5. Policy 
 

 5.1 TennCare Contingency Planning Policy and Procedure  
The System Integrity Group (SIG) shall ensure TennCare information systems are available 
during times of service disruptions by coordinating the development, documentation, and 
dissemination of a contingency plan. The TennCare CISO shall ensure the TennCare Contingency 
Planning policy is reviewed, updated, and approved within every three hundred and sixty-five 
(365) days.  

 

 5.2 TennCare Contingency Plan 
System Owners shall develop a contingency plan that: 

• Identifies essential missions and business functions and associated contingency 
requirements. 

• Provides recovery objectives, restoration priorities, and metrics. 
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• Addresses contingency roles, responsibilities, and assigns these roles and 
responsibilities to individuals with contact information. 

• Addresses maintaining essential missions and business functions despite an 
information system disruption, compromise, or failure. 

• Addresses eventual full system restoration without deterioration of the controls 
originally planned and implemented. 

• Addresses the sharing of contingency information. 

• Includes procedures for obtaining necessary electronic Protected Health 
Information (ePHI) during an emergency.  

• Is reviewed and approved by the TennCare CISO.  
 
For the management of contingency plans, System Owners shall: 

• Distribute the contingency plan to key contingency personnel. 

• Coordinate contingency planning activities with security incident handling activities. 

• Review the contingency plan for TennCare information systems annually. 

• Revise the contingency plan to address changes to TennCare information systems, 
operational environment or problems encountered during implementation, 
execution, or testing. 

• Communicate contingency plan changes to key contingency personnel. 

• Incorporate lessons learned from contingency plan testing, training, or actual 
contingency activities into contingency testing and training. 

• Protect the contingency plan for unauthorized disclosure or modification. 
 

5.2.1 TennCare Contingency Plan – Coordinate with related Plans 
The SIG shall coordinate the development of the contingency plan for each TennCare 
information system with TennCare personnel responsible for related plans. 

 

5.2.2 TennCare Contingency Plan – Capacity Planning 
System Owners shall plan for the required capacity necessary for information 
processing, telecommunications, and environmental support needed during 
contingency operations. 
 

5.2.3 TennCare Contingency Plan – Resume Essential Missions and Business 
Functions 
System Owners must define the Recovery Point Objective (RPO) and Recovery Time 
Objective (RTO) for resumption of essential mission or business functions. 
 

5.2.4 TennCare Contingency Plan – Identify Critical Assets 
System Owners shall identify critical TennCare information system assets supporting 
organizational missions and business functions.  

 

5.3 TennCare Contingency Training   
System Owners must ensure TennCare personnel are trained in their contingency roles and 
responsibilities.  The Contingency training provided to TennCare personnel shall be conducted: 

• Within ninety (90) days of assuming a contingency role or responsibility. 
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o Within thirty (30) days of assuming a contingency role or responsibility for 
TennCare information systems that that receive, process, store or transmit 
Federal Tax Information (FTI). 

• When required by information system changes. 

• Annually thereafter. 
 

System Owners shall review and update contingency training content every three (3) years and 
following a significant change to TennCare information systems that receive, process, store or 
transmit FTI. 

 

 5.4 TennCare Contingency Plan Testing 
The System Integrity Group (SIG) shall test the contingency plan for TennCare information 
system annually to determine the effectiveness of the plan and the organizational readiness to 
execute the plan, review the contingency plan test results, and initiate corrective actions. 

 

5.4.1 TennCare Contingency Plan Testing – Coordinate with Related Plans 
The TennCare CISO shall coordinate contingency plan testing for each TennCare 
information system with TennCare personnel responsible for related plans. 

 

5.5 Alternate Storage site for TennCare Information Systems   
TennCare IT management, in coordination with System Owners, shall: 

• Establish an alternate storage site, including necessary agreements to permit the 
storage and recovery of TennCare information system backups. 

• Ensure that the alternative site provides information security safeguards equivalent 
to those of the primary storage site. 

 

5.5.1 Alternate Storage site for TennCare Information Systems – Separation 
from Primary Site 
TennCare IT management shall ensure that the alternative storage site is separated 
from the primary storage site to reduce susceptibility to the same hazards.  
 

5.5.2 Alternate Storage site for TennCare Information Systems – Accessibility 
TennCare IT management shall identify potential accessibility problems to the alternate 
storage site in the event of an area-wide disruption or disaster and outline explicit 
mitigation actions. 
 

5.6 Alternate Processing Site for TennCare Information Systems   
TennCare IT management, in coordination with System Owners, shall: 

• Establish an alternate processing site, including necessary agreements to permit the 
transfer and resumptions of information system operations for essential mission 
and business functions in accordance with recovery time and recovery point 
objectives. 

• Ensure that equipment and supplies to transfer and resume operations are available 
at the alternate site or contracts are in place to support delivery of equipment and 
supplies within CMS defined time periods for transfer and resumption. 
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• Ensure that the alternate processing site provides information security safeguards 
equivalent to that of the primary site. 

 
TennCare IT management, in direct guidance and association with System Owners, shall ensure 
the alternate processing site for TennCare information systems that receive, process, store or 
transmit FTI meet the protection standards and the disclosure provisions of Internal Revenue 
Code (IRC) § 6103. 
 

5.6.1 Alternate Processing Site for TennCare Information Systems – 
Separation from Primary Site    
TennCare IT management, in coordination with System Owners, shall reduce 
susceptibility to similar threats by identifying an alternate processing site that is 
separate from the primary site.  
 

5.6.2 Alternate Processing Site for TennCare Information Systems – 
Accessibility    
System Owners shall outline and document explicit mitigation actions within the 
contingency plan.  
 

5.6.3 Alternate Processing Site for TennCare Information Systems – Priority of 
Service    
TennCare IT management, in coordination with System Owners, shall develop alternate 
processing site agreements that contain priority-of-service provisions in accordance 
with TennCare recovery time and recovery point objectives. 
 

5.7 Telecommunication Services for of TennCare Information Systems   
System Owners shall establish service agreements for alternate telecommunication services 
with telecommunication service providers that include necessary agreements to permit the 
resumption of TennCare business operations for essential missions and business functions 
within defined recovery time and recovery points when the primary telecommunications 
capabilities are unavailable. 
 

5.7.1 Telecommunication Services for of TennCare Information Systems – 
Priority of Service Provisions    
System Owners shall: 

• Develop primary and alternate telecommunications service agreements that 
contain priority-of-service provisions in accordance with TennCare 
availability requirements. 

• Request Telecommunications Service Priority for all telecommunications 
services used for national security emergency preparedness if the primary 
or alternate telecommunications services are provided by a common 
carrier.  
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5.7.2 Telecommunication Services for of TennCare Information Systems – 
Single Points of Failure    
System Owners shall obtain alternate telecommunication services to reduce the 
likelihood of sharing a single point of failure with primary telecommunication services. 

 

5.8 TennCare Information System Backups    
System Administrators shall: 

• Conduct backups of user-level information contained in the TennCare information 
system at a frequency consistent with recovery time and recovery point objectives. 

• Conduct backups of system-level information contained in the TennCare 
information system at a frequency consistent with recovery time and recovery point 
objectives. 

• Conduct backups of TennCare information system documentation, including security 
related documentation, at a frequency consistent with recovery time and recovery 
point objectives. 

• Ensure the confidentiality, integrity, and availability of backup information is 
protected at the storage locations. 

 
For TennCare information systems that receive, process, store, or transmit FTI, System 
Administrators shall: 

• Conduct backups of user-level information contained in TennCare systems 
documentation on a weekly basis. 

• Conduct backups of system-level information contained in TennCare systems on a 
weekly basis. 

• Conduct backups of system documentation, including security-and privacy-related 
documentation on a weekly basis. 

• Ensure the confidentiality, integrity, and availability of backup information is 
protected at the storage locations. 

 

5.8.1 TennCare Information System Backups – Testing for Reliability and 
Integrity    
System Administrators, in coordination with System Owners, shall test backup 
information to verify media reliability and information integrity.  
 

5.9 TennCare Information System Recovery and Reconstitution     
System Administrators, in coordination with System Owners, shall provide for the recovery and 
reconstitution of TennCare’s mission essential functions, processes, and critical business services 
to a known state after a disruption compromise, or failure within defined recovery time and 
recovery point objectives.  

 

5.9.1 TennCare Information System Recovery and Reconstitution – 
Transaction Recovery    
System Administrators, in coordination with System Owners, shall ensure TennCare 
information systems implement transaction recovery for systems that are transaction 
based. 



Contingency Planning Policy 

 

Page | 11  

   

 

6. Procedures 
 
Refer to the TennCare Information Contingency Planning Procedure for additional information. 

7. Roles and Responsibilities 
Role • Responsibilities 

Chief Information 

Officer (CIO) 

• Allocate sufficient resources and knowledgeable personnel to 
develop the BCP and DRP. 

• Review and approve the contingency plan and test results on an 
annual basis. 

Chief Information 

Security Officer 

(CISO)  

• Ensure that this document and the policies within are reviewed 
and updated as directed and required. 

• Ensure that the Security team’s roles and responsibilities are 
clearly defined, and that the team is supported in carrying out 
their responsibilities regarding this control family. 

•  Ensure contingency plans for all systems are developed and 
maintained. Identify business processes and their impact on 
information security.  

• Identify, quantify, and prioritize risks against key business 
objectives, assets, resources, etc.  

• Ensure personnel with contingency planning roles are trained. 
System Integrity 

Group (SIG) 
• Facilitate annual tabletop exercises with all members of the 

Contingency Planning team to ensure everyone understands 
their roles. 

• Coordinate the development, maintenance and updating of  
contingency plan for all systems.  

IT Management • Create and maintain a disaster recovery plan. 

• Maintain current data backups for all critical systems.  

• Perform periodic tests of the disaster recovery plan to ensure 
everyone involved understands their responsibilities and that the 
plan is current.  

• Periodically restore data from backups to ensure that the process 
works and that the data is not corrupted.  

• Take part in the training and testing exercises with the CISO and 
other stakeholders. 

• Ensuring that appropriate ITS personnel maintain an offsite copy of 
the disaster recovery plan or have access to the plan that is stored 
at an offsite location or is electronically accessible.  
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System/Application 

Owners 

• Identify critical resources, impact of disruptions against these 
resources, and allowable outage times and recovery priorities, as 
well as the need to update the BCP and DRP based on the risk 
assessment results. 

• Create their own unique business continuity plans for how they will 
respond and continue business in the event of disasters or 
disruptions. 

• Annually review business continuity plans for accuracy and 
familiarity. 

• Participate in CP/DR tests and exercises. 

• Ensure that their business recovery and continuation needs are 
met. 

Vendor • Ensure that their employees attend the required training for 
their roles related to contingency plan. 

• Address the contingency plan requirements listed in service 
level agreements or similar vendor contracts. 

• Establish their own contingency plan if they maintain systems or 
applications on behalf of TennCare. 

 
 
 

8. References 
a) Related Regulations, Standards and Guidelines 

• 45 Code of Federal Regulations (CFR) § 164.308, Administrative Safeguards 

• 45 Code of Federal Regulations (CFR) § 164.310, Physical Safeguards 

• Federal Information Processing Standards (FIPS) 199, Standards for Security 
Categorization of Federal Information and Information Systems 

• NIST SP 800-34, Contingency Planning Guide for Federal Information Systems 

• NIST SP 800-53, Recommended Security Controls for Federal Information Systems and 
Organizations 

•  NIST SP 800-84, Guide to Test, Training, and Exercise Programs for IT Plans and 
Capabilities 

• Centers for Medicare and Medicaid Services (CMS), v2.2 Catalog of Minimum     
Acceptable Risk Security and Privacy Controls for Exchanges (MARS-E), Framework 

• Social Security Administration Electronic Information Exchange Security Requirements 
and Procedures for State and Local Agencies Exchanging Electronic Information with the 
Social Security Administration  

• Internal Revenue Service Publication 1075, Tax Information Security Guidelines for 
Federal, State and Local Agencies (IRS Pub 1075) 

b) Referenced Documents  
• TennCare Information Contingency Planning Procedure 
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