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IV. Responding to a Data Breach and Reporting. 

When notified of an incident or breach within a grant subrecipient organization, the applicable 
grant staff shall review the subrecipient’s active and expired contracts to determine whether 
additional l information must be collected and whether federal reporting is required.  

1. If federal reporting is required:  

(A) US Department of Justice Awards. F & A staff shall submit the report to the DOJ  Senior 
Policy Advisor (SPA) within 24 hours of receipt of notice of an incident or imminent 
breach from a subrecipient.  

 
(B) Other Federal Awards. F & A staff shall submit the report to appropriate federal grant 

manager in the time and manner designated by the applicable grant conditions and 
federal requirements.   

 
2. If the grant subrecipient only receives state funding, F&A staff shall promptly comply with 

applicable state reporting law and policy upon receipt of an incident or breach.  

3. F & A staff shall collect a copy of the subrecipient’s breach policy as well as all steps taken by 
the subrecipient to resolve the incident/breach and to notify individuals potentially impacted 
by the incident/breach.  

4. F & A may require the subrecipient to submit a Corrective Action Plan (CAP) if it is determined 
that there is a weakness in the breach policy, practices, other internal controls. F & A staff shall 
respond to subrecipient CAPs within 30 business days of receipt.  

V. Records Management. 

F & A shall place all breach related documentation, including correspondence, notice documents, 
CAPS, and all other documents in the respective subrecipient program file. All breach-related 
documentation shall be retained in accordance with the Records Disposition Authorization for the 
applicable grant.  If the impacted organization’s grant includes federal fund sources, F & A shall 
also save all federal and subrecipient correspondence to the applicable federal award notebooks.  




