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Message from the Chairs

The Tennessee Al Advisory Council was formed with a clear and ambitious mission: To
provide informed, forward-thinking recommendations on the governance, policy, and use of
Artificial Intelligence (Al) across our state. At the heart of this work is a commitment to
ensuring that Al technologies are implemented in ways that are ethical, adaptable,
collaborative, and beneficial for all Tennesseans. The Council serves as a source of
knowledge and expertise, bringing together voices from diverse sectors to guide the state's
approach to this rapidly evolving field.

The work outlined in the following pages represents both the progress we've made and the
challenges that lie ahead. As Al continues to transform how we live and work, the Council
remains focused on understanding these changes and preparing Tennessee to lead with
purpose and responsibility. This report reflects the thoughtful contributions of our
members, the momentum of our subcommittees, and the collaborative spirit that drives this
important effort forward. There is still much to be done, and future recommendations to be
made, and we look ahead with determination and a shared sense of responsibility for the
future we are helping to shape.

Jim Bryson, Co-Chair Stephanie Dedmon, Co-Chair
Tennessee Al Advisory Council Tennessee Al Advisory Council
Commissioner, Department of Finance and ClO - Strategic Technology Solutions
Administration
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Executive Summary

The Tennessee Artificial Intelligence Advisory Council Act of 2024 (the Act) was signed into
effect by Governor Lee on May 21, 2024, and codified at Tenn. Code Ann. 8§ 4-3-3101-3107.
The Act created a council of 24 members, and the Council charter created four
subcommittees to do the work of the council: Outcomes, Engagement, Labor and Economy,
and Policy. A fifth subcommittee, the Action Plan subcommittee, was created to issue the
reports required by the Act. The Council is jointly chaired by the Commissioner of Finance
and Administration and the state’s Chief Information Officer.

This first report is required by Tenn. Code Ann. § 4-3-3105(b), which states that “No later than
May 1, 2025, the joint chairs shall submit a state report on the council's activities and
progress as of such date.”

Summary of Progress

During 2023 and 2024, Strategic Technology Solutions (STS) within the Department of
Finance and Administration convened an Al working group of subject matter experts from
across state government to develop early policy guidance and begin exploring use cases for
artificial intelligence. Upon passage of the Act, the co-chairs leveraged those groups to
develop a Charter for its implementation.

The Charter created four subcommittees to begin the substantive work of the Council and
charged each subcommittee with executing the Council's goals. This Status Report is
organized primarily around the work of those four subcommittees. In addition, it contains a
focused update on DeepSeek as an emerging concern.



Subcommittee Updates

Engagement Subcommittee

Charge from the Council Charter

“The Engagement Subcommittee will evaluate Tennessee's effectiveness in fostering public
and stakeholder - including local governments - engagement regarding the use of artificial
intelligence in government. Through proactive outreach, the subcommittee will ensure clear
communication, address concerns, and seek input from all affected stakeholders. By
prioritizing transparency and accountability, the subcommittee aims to build trust and
facilitate informed participation in the implementation of Al technologies. Deliverable: The
subcommittee will contribute to a comprehensive report with actionable recommendations
to promote transparency and accountability in the use of Al technologies. The report will
include recommendations for tracking progress and explore strategies for supporting local
governments in their transition to Al, ensuring effective implementation across the state.”

Summary

The Engagement Subcommittee is focused on evaluating the Tennessee Al Advisory Council’s
effectiveness in fostering public and stakeholder engagement regarding Al's implementation
in government. This includes proactive outreach, ensuring transparency and accountability,
and addressing concerns from local governments and the public. In recent months, the
subcommittee has developed an engagement survey targeting local governments, mapped
key stakeholders, and explored avenues for increasing Al awareness. The subcommittee will
refine outreach strategies and ensure alignment with legislative requirements and Council
priorities.

Key Activities
¢ Local Government Al Survey

o Designed an online survey to assess Al use and needs across local
governments.

o Finalized survey questions and identified distribution methods.

o Developed a target survey audience that includes approximately 2,500 local
government personnel and officials, i.e., county law enforcement, city officials,
constitutional officers, public utilities, and school systems.

o Captured survey responses from February 24™ to March 10"

o Analyzing survey data to inform recommendations on local government
support and transparency initiatives.



o Stakeholder Mapping
o Compiled a comprehensive list of local government entities and other relevant
stakeholders.
o Actively reached out to statewide associations such as the Tennessee
Municipal League for further survey distribution.
e Engagement Strategy & Public Awareness Efforts
o Discussed multiple engagement channels, including webinars, local
workshops, and white papers.
o Attended the Al Partnership Expo, successfully introducing key Al initiatives
and providing a foundation for future outreach.
o Engaged in ongoing discussions to assess transparency measures in Al
implementation.
o Facilitated conversations with stakeholders on improving Al literacy and
accessibility.
e Charter Amendment & Approval
o Revised the subcommittee’s charter, reaffirming its role in evaluating public
engagement effectiveness for the TN Al Advisory Council.
¢ Guest Speakers
o Secured a presentation from Metro Nashville CISO John Griffey to discuss Al
security concerns and public transparency in local government.

Discussion

The Engagement Subcommittee is still analyzing data from the local government survey.
However, several themes are already apparent from the survey and from the
subcommittee’s discussion with Metro Nashville’s CISO. These topics will be areas of further
exploration for the subcommittee:

e Current Local Government Use of Al
o Approximately 18% of surveyed local officials indicated that their organization
uses Al for its operations or services. Local education officials and safety
officials use Al the most at 38%, while judicial officials and elected officials use
Al the least at 0% and 8%, respectively.
e Future Local Government Use of Al
o Of those survey respondents who are not currently using Al, 27% answered
that they never anticipate implementing Al and another 19% say it will be in
5+ years. This shows that many local officials are very hesitant towards using
Al in government. Our subcommittee will explore ways to show local officials
the benefits of using Al in government while addressing legitimate concerns
such as data privacy.



¢ Needs of Local Governments

o Survey respondents indicated that training (73%) and funding (59%) are the
two biggest resources needed to better implement Al in their operations and
services.

o In open-response questions, many survey respondents indicated that they
have little to no knowledge about Al and the opportunities for Al
implementation in local government. One hundred and sixty survey
respondents (70%) indicated that they want to know best practices for using
Al in government.

o One hundred and sixteen survey respondents (52%) indicated that their
budgets limit their ability to use Al for operations and services. One hundred
and thirty-two respondents (59%) said they would need additional funding to
better implement Al.

Challenges
e Acquiring Survey Contacts
o During the initial stages of the local government survey design, the
subcommittee struggled to acquire a centralized contact list for local
government entities, requiring additional coordination. We are thankful to the
STS team for providing us with over 2,500 contacts, which we used for the
survey.
¢ Public Awareness
o The subcommittee faces the challenge of increasing public awareness about
Al and combating existing misinformation. Stakeholders have varied levels of
Al knowledge, and some local entities may be unaware that they are using Al
tools. The subcommittee is strategizing to support local officials with different
needs.
¢ Lack of Communication Channels for Al
o At present, there are no formal reporting structures for local government use
of Al, nor are there any feedback loops for state input on local use of Al. Local
governments are not required to disclose their use of Al or ensure that citizen-
facing Al tools meet accessibility requirements.
e Resource Constraints
o Limited staff and budget allocation limits the ability to execute large-scale
outreach initiatives and develop a sustainable model for ongoing engagement.
To overcome this, the subcommittee is seeking to establish partnerships that
can extend outreach without additional state resources.



¢ Keeping Pace with Al
o The rapid evolution of Al, which is already vast in scope, presents ongoing
difficulties in staying current.

Next Steps
e Explore the Development of an Al Transparency Portal
o Ensure that local governments and the public have real-time access to Al
initiatives, policies, and progress.
o Integrate Al use case reports into the portal for increased visibility.
¢ Host Quarterly Public Engagement Forums
o Hostregular meetings with local governments to discuss Al concerns and best
practices.

o Have representation from various state agencies and educational institutions.
e Collaborate with the Al Policy Subcommittee

o Ensure engagement insights inform legislative recommendations and ethical
Al adoption policies.
e Make Data-Driven Decisions
o Leverage survey responses to develop targeted outreach strategies tailored to
different regions and stakeholder groups.
o Develop measurable KPIs to assess outreach success (e.g., public participation
levels, Al awareness surveys). This will include, but not be limited to:
» Number of local governments implementing recommended Al
transparency practices
» Percentage increase in Al literacy among targeted stakeholders
o Set attendance/participation goals for public forums and educational events.
o Develop a local government Al professionals database to enhance
engagement and collaboration.
o Evaluate potential tools for government collaboration on Al initiatives
o Implement pilot programs for Al literacy in local governments.

o Develop educational resources accessible to the public.
o Create communication channels for non-governmental stakeholders.
e Engagement Report - December 2025

o The subcommittee will contribute to a comprehensive report with actionable
recommendations to promote transparency and accountability in the use of
Al technologies. The report will include recommendations for tracking
progress and exploring strategies for supporting local governments in their
transition to Al, ensuring effective implementation across the state.



Labor and Economy Subcommittee

Charge from the Council Charter

“This subcommittee will evaluate Al's likely impact on this state's labor market and workforce
conditions and how it might reshape this state's key industries, occupations, and
foundational skillsets. As well as how to position this state competitively to ensure its citizens
capture the full economic benefit from artificial intelligence opportunities. Deliverable: A
report with recommendations on how to position this state competitively to ensure its
citizens capture the full economic benefit from artificial intelligence opportunities. Initiatives
to stimulate economic growth, create jobs, and enhance talent development in the face of
artificial intelligence-related changes.”

Summary

The Labor & Economy Subcommittee has made significant progress in evaluating Al's impact
on Tennessee's labor market and workforce conditions. Through regular meetings and
partnerships with experts, the subcommittee has gathered valuable insights on Al's potential
to reshape key industries, such as manufacturing, healthcare, and IT. Notable
accomplishments include presentations from industry leaders and researchers, highlighting
Al's rapid adoption and its implications for productivity and wages. Challenges remain in
measuring Al's economic impact and staying up to date with evolving best practices. Key
learnings emphasize the need for strategic initiatives to attract Al investments, develop a
skilled workforce, and foster industry-academia collaboration.

Key Activities
e Guest Speakers
o Dr. Vasileios Maroulas
» Dr. Vasileios Maroulas, Associate Vice Chancellor for Research and
Deputy Director of the Al Tennessee Initiative, presented the
initiative's vision to position Tennessee as a leader in the global data
economy. The initiative aims to leverage the state's strengths in
agriculture, manufacturing, transportation, health, and data science to
drive research, education, and strategic partnerships.
o SCORE
* In November, SCORE, a nonprofit education organization in
Tennessee that advocates for education policy, shared its findings and
recommendations regarding the impact of artificial intelligence (Al) on
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education. The report, titled "Unlocking Al: A Primer for Educators,"

highlights the promising potential of generative artificial intelligence
(GenAl) to revolutionize the way educators interact with technology

and enhance student learning.

o Sherri Zink
* InJanuary, Sherri Zink, Chief Data & Engagement Officer at Blue Cross
Blue Shield of Tennessee, spoke about her organization’s
preparations for, adoption of, and upskilling in artificial intelligence
(Al), highlighting its impact on their business. She detailed how Blue
Cross Blue Shield has created and implemented Al strategies through
various use cases, change management, and training initiatives.
o Dr.Adam Blandin
* In March, Dr. Adam Blandin, an Assistant Professor of Economics at
Vanderbilt University, presented on the rapid adoption of Generative
Al (GenAl) and its implications for the Tennessee labor market. He
compared GenAl adoption to past technologies like computers and
the Internet, highlighting that GenAl is being adopted at a much faster
rate.
o Dr. Christophe Combemale
* In March, Christophe Combemale, an Assistant Research Professor at
Carnegie Mellon, presented on Al adoption and its impact on tasks. He
explained how Al reshapes or automates tasks, affecting job roles and
economic value. Combemale highlighted the importance of task
structure and introduced the "cone of automation,” showing that
Generative Al (GenAl) is more flexible than traditional automation.
e Membership Expansion
o Strategically added advisory members, such as Sherri Zink, to the
subcommittee to assist in producing a high-quality report.
o Data Collection
o Archived and compiled various presentations, scholarly reports, and data to
support our subcommittee's report.
¢ Benchmarking Research
o Conducted research on how other states are approaching Al adoption.
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Discussion

As mentioned, the Labor & Economy Subcommittee has hosted multiple guest speakers
from academia and the private sector, yielding deep insights into the economic impacts of
GenAl. As the subcommittee continues to perform research and partner with Al leaders, the
following are the key themes that the subcommittee is exploring:

¢ Rapid Adoption and Economic Impact

O

GenAl is being adopted at a rapid pace in Tennessee, with 24% of workers
using GenAl for work last week, potentially increasing labor productivity by 1%.
This early productivity gain suggests significant future economic benefits.
The economic impact of Al in Tennessee is substantial, with over 500,000 jobs
expected to be augmented or replaced by Al. The state's manufacturing and
materials industry presents the best foundational opportunity for Al,
potentially creating a flywheel effect for other industries like healthcare,
energy, and IT.

Al adoption fundamentally affects tasks, reshaping or automating them, which
in turn impacts job roles and economic value. The frequency, value, and
divisibility of tasks influence whether Al complements or substitutes human
labor.

¢ Industry-Specific Implications

O

Manufacturing and Materials: Generative Al in manufacturing and materials
enhances flexibility and productivity by enabling automated reconfiguration
of robotic systems, improving machine vision, and optimizing supply chains,
which can lower the minimum efficient scale of production and benefit small
businesses. However, its adoption faces challenges such as high development
costs for Al models and error tolerance in high-precision tasks, requiring
robust validation systems and human oversight. The technology's ability to
handle complexity and reduce redeployment costs makes it transformative,
but its economic feasibility depends on balancing deployment costs and error
management.

Healthcare: Al applications in medical device manufacturing, drug discovery,
and clinical co-pilots are expanding. Companies like BlueCross BlueShield of
Tennessee are leveraging GenAl for virtual assistants, content creation, and
code conversion, with a strong emphasis on governance and ethical use.
Information Technology: The IT sector in Tennessee is growing rapidly, with Al
playing a crucial role in enhancing productivity and innovation. The state's
competitive advantage in IT is supported by strong research programs and a
growing talent pool.
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o Regional Differences: The pace of Al adoption depends on complementary
human capital, which varies significantly by region. Investments in workforce
development can accelerate adoption in productive ways

¢ Workforce and Skillset Transformation

o GenAl adoption is similar to the adoption of computers, with higher rates
among younger, more educated workers, and higher earners. Workers who
can leverage GenAl for predictable tasks and focus on higher-level tasks will
benefit the most.

o The demand for Al-related skills is increasing, necessitating the expansion of
Al-focused degree pathways, scholarships, and reskilling programs.

o Workers displaced by Al may not have the skills required for new tasks created
by Al, leading to a mismatch in the labor market.

o GenAl is good at tasks that follow clear patterns but struggles with tasks
requiring context or judgment. Workers who have a deep understanding of
their field and can exercise good judgment will see increased value, while
those whose work follows predictable patterns may face displacement.

Challenges
¢ Measuring Al's ROI
o Our subcommittee presentations and reports have indicated that measuring
the impact of Al on the workforce and the economy has not yet yielded success
at any level across the nation. To address this, we have established
partnerships with experts who will continuously provide us with the latest best
practices in assessing Al's impact.
o Error Management: For high-stakes tasks, Al outputs should be validated
through analytical checks or human intervention to minimize risks.
¢ Keeping Pace with Al
o Itis achallenge to stay up to date with Al developments. Artificial intelligence
is a dynamic and rapidly evolving field, and best practices and methodologies
are likely to change swiftly. It is essential for our committee and associated
subcommittees to remain informed and updated regarding the latest
advancements and insights.
e Balancing Progress with Risk Management
o Maintaining a cautiously optimistic approach in our research and
recommendations is of paramount importance. Acting with undue haste or
excessive caution may have detrimental consequences for our state.
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Therefore, it is imperative that we adopt a strategic and thoughtful
methodology that carefully considers both the opportunities and risks
associated with the adoption of artificial intelligence.

Next Steps
e Partnerships
o Form new and strengthen existing partnerships with Al leaders, including
experts in academia and the private sector.
¢ Report on the Economic Impacts of Al - December 2025
o Areport with recommendations on how to position this state competitively to
ensure its citizens capture the full economic benefit from artificial intelligence
opportunities. Initiatives to stimulate economic growth, create jobs, and
enhance talent development in the face of artificial intelligence-related
changes.
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Policy Subcommittee

Charge from the Council Charter

“This subcommittee will provide comprehensive guidance to align state Al laws and
regulations with federal, state, and local efforts to create a forward-looking legal and
regulatory framework for trustworthy Al adoption. Collaborate with legislators as
appropriate; advise on impact or adverse effects from newly proposed legislation or
legislative changes. Deliverable: A report with recommended legal regulations or policy
changes needed to ensure the responsible and ethical use of artificial intelligence in this
state, while protecting the rights of Tennessee citizens. As well as proposed policy changes
related to workforce development, educational systems, and research opportunities for
colleges and universities in this state.”

Summary

The Policy Subcommittee has hosted experts from various sectors to understand the Al legal
and regulatory landscape and developed a strategy for evaluating policy objectives. They
have identified key topics for potential recommendations and aim to deliver a
comprehensive report with recommended legal regulations and policy changes by
December 2025.

Key Activities
e Guest Speakers
o The subcommittee hosted subject matter experts from government, non-
profits, and the private sector to gain insights into the current Al legal and
regulatory landscape in Tennessee and nationwide. Presenters included the
State of Tennessee's Strategic Technology Solutions (STS), Baker Donelson,
Blue Cross Blue Shield of Tennessee, The Center for Democracy in Technology,
Healthpoint Ventures, and Frist Cressey Ventures.
e Strategy Development
o The subcommittee developed a strategy and infrastructure for evaluating and
assessing policy objectives and potential state Al laws and regulations. It's
important to highlight that part of the subcommittee’s strategy includes
continuing to collaborate with the STS team, who has already made significant
progress in establishing a governance framework for Al adoption. STS'
Enterprise Al Policy and GenAl Roadmap provide a structured approach for
safe Al implementation and oversight within state government.

15



Discussion
Based on our research and guest speakers, the Policy Subcommittee is exploring the
following topic areas:

e Transparency
o Requiring disclosure when interacting with Al or when Al makes a materially
significant decision.
¢ Prohibited Uses
o Banning Al-based social scoring and emotion recognition in workplaces and
schools.
e Appeal Rights
o Ensuring human review of Al-driven decisions with materially adverse effects.
e Government Policies
o Ensuring state agencies establish policies on ethical Al use, data governance,
privacy, human oversight, and workforce upskilling.
e Workforce Development
o Incorporating Al education in K-12 and higher education curricula.
¢ Incentives
o Offering tax incentives for Al investments, job creation, and businesses
deriving significant revenue from Al.
e Accountability
o Defining Al-related liability standards.

Challenges
e Balancing Innovation and Risk Management

o Al-related legal and policy regulations should carefully balance the
opportunity for innovation with the establishment of appropriate guardrails.
Some states that prematurely passed comprehensive Al laws have begun to
unwind statutory provisions that created unanticipated barriers and problems
and/or that struggled to keep up with the rate of change in Al development
and adoption. The subcommittee agrees that a deeper understanding of Al is
essential before pursuing significant legislative changes, especially since many
Al-related concerns are already addressed by existing laws.
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Next Steps
o Policy Report - December 2025
o A report with recommended legal regulations or policy changes needed to
ensure the responsible and ethical use of artificial intelligence in this state,
while protecting the rights of Tennessee citizens. As well as proposed policy
changes related to workforce development, educational systems, and
research opportunities for colleges and universities in this state.
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Outcomes Subcommittee

Charge from the Council Charter

“This subcommittee will be responsible for identifying potential outcomes while also
providing an overview of the goals, benefits, potential uses, risks, and limitations of artificial
intelligence systems. Deliverable: A report on the current state of artificial intelligence, use
cases, and development of a risk analysis of potential threats to the state's key infrastructure
from artificial intelligence technologies.”

Summary

In its first months of operation, the Outcomes Subcommittee hosted three presentations on
Al adoption, one in the form of an overall policy level-set, and the other two dealing with
opportunities and challenges in specific domains. In addition, the subcommittee determined
that a comprehensive use case inventory from all elements of state government would be
an essential step in aligning the work of the subcommittee with the needs of state
government.

Key Activities
e Al Use Case Inventory
o Asrequired by the Tennessee Artificial Intelligence Advisory Council Act (2024)
(“Advisory Council Act”), the Tennessee Al Advisory Council must produce a
report on Al use cases relevant for Tennessee State Government by December
2025. To inform this reporting, the Council requested that Tennessee
departments assist STS in generating an inventory of current or planned Al use
cases and products across the enterprise. This request is consistent with the
Advisory Council Act, which states that “all state departments and agencies
shall cooperate with the advisory council in carrying out its duties and shall
provide support or other assistance as reasonably requested.” Tenn. Code
Ann. 8 4-3-3106(b).
o For the purposes of this Al use case inventory reporting, departments and
agencies included use cases that:
» Are currently in use, in development, or desired.
» Are developed by State of Tennessee employees, developed or
procured by third parties on behalf of the department or agency, or
procured by the department or agency.

18



the Council.

Involve generative Al or automated decision making but not use cases

that involve robotic process automation.
o The subcommittee is actively analyzing the results and will share findings with

Examples of use cases collected include:

Current use case: This Al solution analyzes and interprets large
scale datasets that provides the department the ability to access
policy information to more quickly make decisions around
medical eligibility determinations.

Planned use case: This Al solution will provide Al-driven
document analysis, customized summaries, intelligent search
across repositories, drafting and coaching of RFEs, RFIs, and
RFPs, automated workflow optimization (ticket triage, meeting
summaries), utilization metrics, and training/tutoring for
analysts.

Desired use case: This Al solution would be used to help reduce
the risk of fraud in licensure issuance by assisting examiners in
identifying fraudulent documents.

o Going forward, each department or agency will submit an annual inventory of

its Al use cases to the Advisory Council via STS.
¢ Presentations

o Current State of Al Policy and Regulation at the State Level - Center for

Democracy and Technology
Elizabeth Laird, the Director of Equity and Civic Technology at the
Center for Democracy and Technology, presented a comprehensive

overview of the current state of Al policy and regulation at the state

level, emphasizing the importance of responsible Al use in public

services and the need for transparency and collaboration.
o Al Uses in the Legal Profession - TN District Attorneys General Conference
Stephen Crump, Brittany Lavalle, Mike Dunavant, and Casey Murphree

presented on the implications, opportunities, and challenges of using

Al in legal and law enforcement contexts. Overall, the presentation

underscored the transformative potential of Al in the legal field while
acknowledging the significant challenges that need to be addressed to

ensure its effective and ethical use.

o Integration and Use of Al in K-12 Public Schools - Hamilton County Schools
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» Greg Bagby, the Coordinator of Instructional Technology at Hamilton
County Schools, emphasized the importance of using Al to solve
specific problems rather than adopting it for its novelty and highlighted
ongoing efforts to measure the impact of these tools on student
learning and teacher efficiency. In addition, it was noted that their use
of Al intentionally focused on administrative or non-instructional duties
that take away from instructional time, as a way of passing along time
savings to support more direct engagement with students.

Discussion

The Outcomes Subcommittee is actively compiling GenAl use cases across Tennessee state
government and developing the use case inventory. As the subcommittee continues to
assess GenAl opportunities, challenges, and risks, these are the themes that the
subcommittee is exploring:

e Business Value
o Understanding the use of artificial intelligence and the potential business
value will inform us on what we should be focused on.
¢ Understanding Risk
o Having a fully developed way to evaluate risks associated with artificial
intelligence models and solutions will give us an understanding of areas to
avoid.
¢ Recommendation Roadmap
o Oncethe use cases have been vetted and the risks analyzed, we can determine
the path forward for areas of focus.

Challenges
e During her presentation, Ms. Laird from CDT discussed the challenges of defining Al,
the importance of continuous improvement, and the need for states to learn from
each other and from the private sector. She also highlighted the need for careful
consideration of security and public record implications when compiling Al use case
inventories.

e During his presentation, Executive Director Crump noted that the DA's Conference
has identified three use cases for Al currently under consideration: legal research,
digital evidence management, and business process acceleration. He also stressed
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being strategically aggressive in adopting Al, while being mindful of its limitations and
potential risks.

Next Steps

¢ Al Use Case Inventory for the State of Tennessee - June 1, 2025

e Al Use Case Survey Report to the Full Council - June 1, 2025

e Development of accepted Al Terms Glossary - September 30, 2025

e Outcomes Report - December 2025

o A report on the current state of artificial intelligence, use cases, and the

development of a risk analysis of potential threats to the state's key
infrastructure from artificial intelligence technologies.
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DeepSeek AI Risks Special Subcommittee

Summary

During the full TN Al Advisory Council meeting on January 29, 2025, Commissioner Bryson,
Co-Chair of the Council, asked Dr. Prasanna Balaprakash, Oak Ridge National Laboratory, to
provide an overview of the new Al model DeepSeek. Dr. Balaprakash provided insight into
this new tool, which was developed in China, based on large language models and the
platform’s implications, including its rapid development and potential national security
concerns. The model's ability to train with fewer resources and at a lower cost were
highlighted, and concerns were raised about data privacy and the potential misuse of Al
models developed by foreign entities. A unanimous vote was taken on the creation of a
special subcommittee to investigate DeepSeek, leveraging research Dr. Balaprakash has
performed at Oak Ridge, and to report findings during the April 2, 2025, Council. The vote
also included a recommendation to write a letter on behalf of the TN Al Advisory Council to
Tennessee’s Federal Congressional Delegation to highlight and take action based on the
Council’s concerns.

Key Activities

The DeepSeek investigation subcommittee met twice: 2/11/2025 and 2/20/2025. The
subcommittee leveraged the resources provided by Dr. Balaprakash and his colleagues at
Oak Ridge National Laboratory. The subcommittee also sent a letter to Tennessee’s Federal
Congressional delegation on March 26, 2025.

Discussion
Findings associated with the DeepSeek Al model are listed below:

e Bias & Discrimination
o 83% of bias tests successfully produced discriminatory output, with severe
biases in race, gender, health, and religion. These failures could violate global
regulations such as the EU Al Act and the U.S. Fair Housing Act, posing risks for
businesses integrating Al into finance, hiring, and healthcare.
e Harmful Content & Extremism
o 45% of harmful content tests successfully bypassed safety protocols,
generating criminal planning guides, illegal weapons information, and
extremist propaganda. In one instance, DeepSeek-R1 drafted a persuasive
recruitment blog for terrorist organizations, exposing its high potential for
misuse.
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e Cybersecurity Risks
o 78% of cybersecurity tests successfully tricked DeepSeek-R1 into generating
insecure or malicious code, including malware, trojans, and exploits. The
model was 4.5x more likely than OpenAl's O1 to generate functional hacking
tools, posing a major risk for cybercriminal exploitation.
e Biological or Chemical Threats
o DeepSeek-R1 was found to explain in detail the biochemical interactions of
sulfur mustard (mustard gas) with DNA, a clear biosecurity threat. The report
warns that such CBRN-related Al outputs could aid in the development of
chemical or biological weapons.

Recommendations
The State of Tennessee should consider developing policies related to the use of adversarial
Al models, particularly those from China. Potential policy actions are listed below:

¢ Inform policymakers and protect data to minimize risks.
e Block online access to Chinese models and APIs at the state level.
e Vet vendors who build Al solutions based on these same models.

Next Steps
e Report to Full Council - April 2, 2025
¢ Vote to dissolve DeepSeek Al Risks Special Subcommittee
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Appendices
Appendix A

Advisory Council Meeting Minutes — August 6%, 2024

Participants:

Jim Bryson - Commissioner of Finance and Administration, Co-chair

Stephanie Dedmon - State CIO, Co-chair

Grant Minchew - Deputy COO, Governor’s Office

Carter Lawrence - Commissioner, Department of Commerce and Insurance

Callie Cook - Global Director of R&D, Department of Economic and Community
Development

Lizzette Reynolds —- Commissioner of Education

Juan Williams - Commissioner, Department of Human Resources

Ryan Allen - Assistant Commissioner, Department of Labor and Workforce Development
Gregory Mays - Deputy Commissioner, Office of Homeland Security

Richard Littlehale — Assistant Director, TN Bureau of Investigation

Anne Marie Walp - President, Tennessee Cable and Broadband Association

Lang Wiseman - Attorney at Baker Donelson

Patrick Sabatini — SVP of Business and Legal Affairs, Warner Music Nashville

Cody York - CIO, Rutherford County

Joe Baker — Business owner, Ole Smoky Distillery

Dr. Prasanna Balaprakash - Director of Al Programs, Oak Ridge National Laboratory
Dr. Lynne Parker — Associate Vice Chancellor Emeritus, University of Tennessee
Senator Bo Watson - Virtually (co-author of enabling legislation)

Roger Waynick — Staff advisor (STS - Strategic Technology Solutions)

Absent or not clearly marked present:

Representative Hazelwood (mentioned but not present)

Goals of the Council

1.

2.
3.

4.
5.

Strategize responsible implementation and use of Al across Tennessee’s government and
society.

Develop a framework for Al integration into education, labor, security, and industry.
Explore and mitigate risks associated with Al, including privacy, legal, and workforce
impact.

Support legislation and guide the legal infrastructure for Al adoption.

Deliver a final action plan by 2028, with regular updates and interim reports.

Key Discussion Points:

1. Welcome and Introductions

2. Overview of Enabling Legislation (Senator Watson)
3. Review and Approval of Charter Council

4. Subcommittee Structure and Assignments:
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Each council member will serve on at least one subcommittee. Four initial subcommittees were
established:
a) Outcomes
e Chair: Dr. Lynne Parker
o Vice Chair: Carter Lawrence
e Focus: Identify benefits, risks, and goals of Al use
b) Labor and Economy
e Chair: Ryan Allen
e Vice Chair: Callie Cook
e Focus: Workforce impacts and economic implications

c) Engagement
e Chair: Cody York
e Vice Chair: Anne Marie Walp
e Focus: Public outreach, transparency, and dashboards

d) Policy
e Chair: Lang Wiseman
e Vice Chair: Grant Minchew
e Focus: Regulatory framework, state/federal alignment, and legislation guidance

e) Action Plan
A fifth Action Plan Committee will be formed later to compile all subcommittee work into the final
2028 report.
5. Al Overview Presentations:
a) Dr. Lynne Parker — Al Overview and Opportunities:
e Provided a high-level context on Al’s economic, societal, and workforce impacts.

o Emphasized Al as a disruptor that presents both opportunities and risks.

e Highlighted the necessity of responsible governance, education, and trustworthy Al.

e Cited statistics (e.g., 30% of current job hours may be automated by 2027).

e Shared UT’s initiatives like the Al 101 course and a new Applied Al degree.

e Urged Tennessee to leverage its education ecosystem and workforce to become a national
Al leader.

b) Dr. Prasanna Balaprakash - Oak Ridge National Lab Initiatives:
e Showcased Oak Ridge’s history and leadership in Al, including use of the Frontier
supercomputer.
e Discussed key initiatives:
o Secure, trustworthy, and energy-efficient Al
o Predictive Al for material discovery, climate forecasting, grid optimization, and
national security.
e Warned about rising energy consumption of Al data centers.
e Described Oak Ridge’s research on ethical Al, large model training, and Al applications in
biology and energy.
6. Discussion and Questions
7. Review of Draft Al Policy and Roadmap
8. Next Steps and Upcoming Meetings
Action ltems:
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1. The full Council approved the charter unanimously.

2. Staff (Roger Waynick) and Co-chairs populated and launched the subcommittees.

3. Allmembers will submit feedback to Roger Waynick on the draft GenAl policy and the Al Roadmap.
4. Each subcommittee will meet at least once before the next full Council meeting.

5. Roger Waynick will organize an Al Partner Experience Day and invite all members and staff.

Staff will determine a new meeting date due to conflict with the Governor’s budget hearings. The
original date was planned for November 12%.

Next Steps:

1. Reschedule the next Council meeting (originally targeted for November 12).

2. Begin subcommittee meetings and engage external subject matter experts.

3. Continue drafting and refining the Al policy and roadmap.

4. Engage with the Center for Economic Research in Tennessee (CERT) for supporting deliverables.
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Appendix B

Advisory Council Meeting Minutes - November 20, 2024

Participants:

Commissioner Jim Bryson (Co-Chair)
Stephanie Dedmon (Co-Chair)
Grant Minchew

Commissioner Lizzette Reynolds
Commissioner Juan Williams
Assistant Commissioner Ryan Allen
Deputy Commissioner Greg Mays (Virtual)
Lauren Lamberth

Callie Cook

Senator Bo Watson

Richard Littlehale

Dr. Lynne Parker

Dr. Prasanna Balaprakash (virtual)
Lang Wiseman (virtual)

Patrick Sabatini

Cody York

Joe Baker

Ann Marie Walp

Senator Paul Bailey

Director Vinay Dattu (Virtual)

Roger Waynick

Guest Speakers:

Dr. Philippe Ambrosio Diaz (Oak Ridge National Laboratory)
Dr. Dalton Lunga (Oak Ridge National Laboratory)

Key Discussion Points:
1. Presentation on Al for Disaster Relief:
Dr. Philippe Ambrosio Diaz and Dr. Dalton Lunga from Oak Ridge National Laboratory presented on

the use of Al for disaster relief efforts. They discussed capabilities in mapping critical

infrastructure, population density estimation, and damage assessment using satellite imagery and
Al models. Key points included:

Development of foundation models for image analysis that can be quickly adapted for

different scenarios

Use of unmanned aerial systems (drones) for real-time data collection and analysis
Application of Al models for flood mapping and damage assessment in conflict zones
Challenges in data quality, model generalization, and privacy concerns when using high-

resolution imagery

2. Subcommittee Updates:
a) Outcomes Subcommittee (Dr. Lynne Parker):

Focused on identifying use cases of Al in state government operations
Proposed creating an inventory of current Al use cases across state departments
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o Discussed potential benefits of Al in improving customer service, preventing fraud, and
enhancing operational efficiency
b) Labor and Economy Subcommittee (Assistant Commissioner Ryan Allen):
o lIdentified goals to advise on Al's impact on Tennessee's economy and workforce
e Partnered with universities and organizations for research on Al's economic impact
o Discussed the need for Al literacy and integration in education
c) Engagement Subcommittee (Cody York):
¢ Worked on defining the subcommittee's scope and purpose
e Planned to conduct a survey of local governments on Al usage
o Discussed creating a repository of Al use cases for transparency and collaboration
d) Policy Subcommittee (Lang Wiseman and Grant Minchew):
e« Focused on creating an inventory of policy objectives across states and at the federal level
e Planned to monitor the upcoming state legislative session for Al-related proposals
o Discussed trends in Al legislation and executive orders across the country

Decisions Made:

1. Approved amendment to the Council's Charter regarding the Engagement Subcommittee's
purpose

2. Agreed to pursue the creation of an inventory of Al use cases across state departments

Action ltems:

1. Outcomes Subcommittee to work with STS on developing guidance for the Al use case inventory
2. Engagement Subcommittee to distribute a questionnaire to local governments about Al usage
3. Policy Subcommittee to create infrastructure for monitoring Al-related legislation in the
upcoming state session

Next Steps:

1. Continue subcommittee meetings and research efforts

2. Prepare for the next full Council meeting on January 29, 2025

3. Explore potential presenters for future Council meetings

4. Maintain open communication between subcommittees to address overlapping areas of
interest

Additional Notes:
e The state has adopted an enterprise artificial intelligence policy in late October 2024
e An Al Partner Experience Expo was held in early September 2024 with over 300 attendees
from the state workforce
e Tennessee representatives attended a National Governors Association event on Al
adoption in state governments

The meeting concluded with an announcement that Stephanie Dedman will be retiring on July
1, 2025.
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Appendix C

Advisory Council Meeting Minutes - January 29, 2025

Participants:

e Commissioner Bryson (Co-Chair)

e Stephanie Dedmon (Co-Chair)

e Grant Minchew

e Commissioner Carter Lawrence

e Director Callie Cook

e Commissioner Juan Williams
Assistant Commissioner Ryan Allen
Deputy Commissioner Greg Mays
Attorney General Jonathan Skrmetti
Senator Paul Bailey
Director Vinay Dattu
Richard Littlehale
Dr. Prasanna Balaprakash
Patrick Sabatini
Cody York
Joe Baker
Roger Waynick

Guest Speakers:
e Jurnell Cockhren, Civic Hacker LLC
e Jessica Richard, Recording Industry Association of America
e David Mansouri, Amanda Glover, Aleah Guthrie from SCORE
e Dr. Scott Langford, Sumner County Schools

Key Discussion Points:
1. Introduction and Roll Call:
e Commissioner Bryson thanked everyone for attending, both in person and online.
o Roger Waynick took the roll call to establish a quorum.
2. Deep Seek Al Development:
e Dr. Balaprakash provided an update on DeepSeek, a new Chinese reasoning model based
on large language models.
e Discussion on the implications of Deep Seek, including its rapid development and potential
national security concerns.
e The model's ability to train with fewer resources and at a lower cost was highlighted.
e Concerns were raised about data privacy and the potential misuse of Al models developed
by foreign entities.
3. The Elvis Act and Al in the Music Industry:
e Jessica Richard discussed the Elvis Act, which protects against unauthorized use of a
person's voice and likeness.
e The Actwas passed to address issues of voice cloning and digital replicas in the music
industry.
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e Theimportance of transparency and consumer protection in Al-generated content was
emphasized.
e The need for federal and state-level regulations to protect intellectual property and
personal rights was discussed.
4. Al in Education:
e David Mansouri, Amanda Glover, and Aleah Guthrie from SCORE, along with Dr. Scott
Langford from Sumner County Schools, discussed the impact of Al on education.
Al's potential to support teaching, enhance student learning, and reduce administrative
tasks was highlighted.
The importance of professional development for teachers to effectively use Al tools was
emphasized.
Concerns about equitable access to Al tools and the need for responsible use were
discussed.
Dr. Langford shared insights from Sumner County's Al pilot programs, including the use of
Al for personalized learning and administrative efficiency.
5. Subcommittee Updates:
a) Outcomes Subcommittee (Commissioner Lawrence):
e Focus on use case inventory and understanding the scope of Al in state operations.
e Two meetings held since the last Council meeting.
o Development of a draft use case inventory to be sent to the Council for review.
b) Labor and Economy Subcommittee (Assistant Commissioner Ryan Allen and Director
Cook):
e Discussion on Al's impact on the workforce, insights from Blue Cross Blue Shield's Al
journey.
e Emphasis on the need for specialized Al training and upskilling staff.
e |mportance of having dedicated roles for Al implementation within organizations.
c) Engagement Subcommittee (Cody York):
o Development of an engagement survey for local governments to understand Al use and
familiarity.
e Survey to be launched on February 17th, with responses due by March 3rd.
e Multiple methods to be used to ensure a high response rate.
d) Policy Subcommittee (Lauren Lamberth):
e Review of Al laws and policies from other states and countries.
e Focus on minimizing risk while fostering innovation.
e Areas of consideration include transparency, ethical use, and Al education standards.

Decisions Made:

1. Formation of a small team to analyze Deep Seek and report back at the next meeting.

2. Sending a letter to the federal delegation expressing concerns about Deep Seek and other similar
Al models.

3. Appointment of members to the Action Plan Subcommittee.

Action ltems:

1. Form a small team to analyze Deep Seek and report back.

2. Draft and send a letter to the federal delegation regarding Al concerns.
3. Develop and distribute the use case inventory survey.

4. Develop and distribute the engagement survey for local governments.
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5. Continue Al training and workshops for state employees.

Next Steps:
1. Next meeting scheduled for April 2nd.

2. Potential additional meeting in May to approve the report before submission to the legislature.

3. Subcommittees to continue their work and provide updates at the next meeting.

Additional Notes:
e Emphasis on the importance of keeping the human in the loop when implementing Al.
e Need for transparency and ethical use of Al in education and other sectors.
e |mportance of upskilling staff and having dedicated roles for Al implementation within
organizations.
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Appendix D

Advisory Council Meeting Minutes - April 274, 2025

Participants:
e Commissioner Bryson (Co-Chair)
e Stephanie Dedmon (Co-Chair)
e Grant Minchew
e Commissioner Carter Lawrence
e Director Callie Cook
e Vijay Gollapudi
Commissioner Juan Williams
Assistant Commissioner Ryan Allen
Deputy Commissioner Greg Mays
Director Vinay Dattu
Richard Littlehale
Dr. Jesse Spencer-Smith
e Dr. Prasanna Balaprakash
e Lang Wiseman
e Patrick Sabatini
e CodyYork
e Joe Baker
e lLauren Lamberth
e Ann Marie Walp
e Roger Waynick

Guest Speakers:
e Charreau Bell, Assistant Professor of the Practice of Computer Science at Vanderbilt
University

Key Discussion Points:

1. Introduction and Roll Call:
e Commissioner Bryson thanked everyone for attending, both in person and online.
o Roger Waynick took the roll call to establish a quorum.

2. Al Developments and Capabilities

a) Professor Bell’s Presentation:

e Professor Bell provided an in-depth explanation of Al agents, emphasizing their ability to act
autonomously, interact with environments, use tools, and make decisions based on
memory and reasoning. She highlighted their potential to augment human tasks, such as
creating PowerPoint presentations, automating repetitive tasks, and assisting with
onboarding processes for new employees.

e Bell also discussed the concept of "stacking agents," where multiple agents work together
to validate each other's outputs, ensuring accuracy and reliability. She emphasized the
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importance of transparency in agent behavior, including the ability to observe and
understand the reasoning behind their actions.

Examples of Al agents in use included OpenAl's "Deep Research" tool, which autonomously
generates fully researched and cited reports, and multimodal models capable of generating
photo-realistic images and conceptual representations.

Bell also noted that Al agents are increasingly being used in government settings to
streamline processes, such as interacting with legacy systems that lack APIs by mimicking
human point-and-click behavior. This opens up new possibilities for automation in areas
previously considered too complex for Al integration.

She stressed the importance of designing agents with high observability, allowing users to
track every step of the agent's decision-making process, which is critical for building trust
and ensuring ethical use.

b) Dr. Spencer-Smith Added:

Dr. Smith highlighted the rapid advancements in Al reasoning models, particularly smaller
models that can now perform tasks previously requiring large-scale systems. He noted the
release of OpenAl's multimodal GPT-4 model, which allows precise control over generated
content and has already impacted industries such as branding and marketing.

He discussed the dual impact of Al on small businesses, where it empowers some while
challenging others (e.g., replacing traditional photography and graphic design services with
Al-generated content). Smith also emphasized the importance of human oversight in Al
applications, particularly in sensitive areas like legal and regulatory compliance, where
errors could have significant consequences.

Smith pointed out that the increasing availability of open-source reasoning models allows
organizations to create bespoke Al solutions tailored to their specific needs, including
private and secure implementations for sensitive data. This democratization of Altechnology
is expected to accelerate innovation across industries.

c) Concerns Raised:

The council discussed the ethical implications of Al adoption, including the potential for job
displacement and the need for human oversight in decision-making processes.

2. Presentation by Prasanna Balaprakash:

Balaprakash presented findings from a comprehensive security assessment of the Deep
Seek Al model, which was launched in January 2025. He highlighted its severe
cybersecurity vulnerabilities, including a 100% success rate in jailbreaking (bypassing
security measures), weak encryption, and the ability to generate malicious code and
harmful content.
The Deep Seek app, which transmits data to Chinese servers, poses significant data privacy
risks. Over 1 million records have already been exposed, and the model is biased toward
Chinese propaganda, failing to block hate speech and toxic content effectively.
Showed that Deep Seek generates harmful content (e.g., chemical weapon instructions) at
a much higher rate than industry-standard models.
Recommendations:

o Continue blocking Deep Seek on all government systems.

o Raise awareness about the risks posed by Deep Seek and its variants.

o Ensurevendors do not use Deep Seek or its derivatives due to their low cost and high

risk.

Concerns Raised:
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o Cody York and other council members raised concerns about the language used in
the report regarding "toxic content" and "hate speech," emphasizing the need for
clear definitions and examples to avoid subjectivity.

3. Local Government Al Survey: Report by Cody York:

York presented findings from a survey conducted among local governments and local
education authorities to assess Al adoption. Key findings included:
Current Adoption: 22% of respondents are currently using Al, primarily for meeting
transcriptions, email filtering, and chatbots.
Barriers to Adoption: Funding, data privacy concerns, lack of training, and policy limitations
were identified as major obstacles.
Keys to Success: Strong leadership support, targeted training programs, and early wins
through low-risk pilot projects were highlighted as critical factors for successful Al adoption.
Recommendations:
o Enhance training programs, focusing on both technical skills and policy best
practices.
o Establish a centralized Al Resource Center to provide guidance and support to local
governments.
o Encourage collaboration among local governments to share Al use cases and avoid
reinventing the wheel.
o Promote transparency by requiring local governments to report their Al use cases
publicly.
Concerns Raised:
o Many local governments expressed interest in Al but lacked familiarity with its
capabilities. The council emphasized the need for education and outreach to bridge
this knowledge gap.

4. State Operations and Al Governance: Update by Roger Waynick:

Waynick provided an update on the state's Al initiatives, including ongoing proofs of
concept across state government and the exploration of enterprise tools like Microsoft's
Copilot for Microsoft 365.

The state is building out an Al enablement team aligned with its Gen. Al roadmap and
planning the second Al Partner Experience Expo, tentatively scheduled for August 2025.
Governance structures are becoming more robust, with cross-branch collaboration among
state agencies, including the Attorney General's Office, TBI, and legislative partners.

5. Status Report and Action Plan: Presentation by Richard Littlehale:

Littlehale discussed the draft status report due May 1st, summarizing the council's
activities and progress. The report harmonizes submissions from subcommittees under
consistent headings: key activities, discussion, challenges, and next steps.

The report focuses on the council's status rather than findings or recommendations, which
will be addressed in the December 31st action plan.

Council members were asked to review the draft and provide comments within seven days.

Action ltems:
1. Deep Seek Al: Prasanna Balaprakash to address concerns raised by Cody York regarding the
language on toxic content in the Deep Seek report.
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2. Status Report: Council members to review and provide comments on the draft status report
within seven days.

3. Al Partner Experience Expo: Roger Waynick to continue planning for the Al Partner Experience
Expo 2 scheduled for August.

4. Status Report: Finalize and submit the status report to the governor and chairs before May 1st.

5. Action Plan: Begin preparations for the December 31st action plan, including developing
templates for subcommittees to fill in as they engage with speakers and stakeholders.
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