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Procedure for FileNet Document Management

Purpose:

This procedure provides the requirements and the steps to review and purge documents
stored in FileNet that have met their RDA requirements.

Roles and Responsibilities:

The following DWR roles are referenced in this procedure and are defined below:

RDA Coordinator - The RDA Coordinator is responsible for maintaining DWR’s RDAs
and coordinating all RDA changes with TDEC's Division of Records Management.
Records Management Coordinator - The Records Management Coordinator is
responsible for reporting DWR's total volume of records and the total volume of
records that have been destroyed on an annual basis.

Responsible Contact - Manager of Unit or Program Area. This individual is
responsible for ensuring that DWR complies with RDA requirements for their
program area.

FileNet Coordinator - The FileNet Coordinator is responsible for submitting requests
to create or maintain DWR's FileNet classes. The FileNet Coordinator also advises
staff on best practices for using FileNet and will provide guidance for document
management in FileNet and the use of FileShare Pickup and FileNet Viewers.

Overview of FileNet Purging Process:

Review applicable RDA requirements.

Review documents that may be subject to purging. The "Document Filtering Process
listed below should aid the Responsible Contact in reviewing and identifying
documents eligible for purging.

Purge the necessary documents based on the steps laid out below in the “Document
Purging and Reporting Process” section.

Report volume purged in megabytes (MB) to the DWR Records Management
Coordinator on an annual basis or by a date set by The Records Management
Program.

Records Disposition Authorization (RDA) Considerations:

Before purging any documents, verify current RDA Requirements. There may be
multiple RDAs per FileNet class, so prior to purging any documents from a FileNet
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class, review each RDA contained within the FileNet class. RDA details and

requirements can be found in the Tennessee Secretary of State’s RDA database.
RDAs are subject to change and should be modified to meet the needs of the
program. If a revision needs to be made to the RDA, work with DWR’s RDA
Coordinator to update the RDA.

o Identify all applicable litigation holds in effect.

e Generally, documents covered under a litigation hold cannot be purged. The
Compliance and Enforcement Unit Manager should be consulted for directions and
guidance on specific litigation holds.

Document Filtering Process:

e Login to FileNet at: https://ae5.ecm.tn.gov/navigator/?desktop=TDEC. Note that you
must be connected to your VPN to access FileNet.

e Click the hamburger icon (E) in the top left corner, then select Search.

ﬁ Home
Q Search

Entry Template Manager

ﬁ Browse
E Work


https://rmd-rda.tnsos.net/index.php/
https://ae5.ecm.tn.gov/navigator/?desktop=TDEC
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e Click New Search in the top left-hand corner and the following page will be

displayed. Add your search criteria.

TDEC

Add Document  Add Document Using Entry Template |~ NewFolder | New Folder Using Entry Template
New Search New Search

Search Criteria

* B3 Recent Searchin \TDEC (Including subfolders) ~ Search options: Documents, Released version
CG:Files
Document (Including subclasses) ~
[ All Searches
st Matchall
ite ~ @ StartsWith ~
4 H d Group H how All Prop

T

Keep search criteria open

o Documents may be searched by multiple criteria, e.g., RDA Numbers,

Document Type, County, etc.

= General

What do vou want 1o saver?
What do you want to save Local document =
* File name

¥ Major version T

Browse...

= Properties

" Class: | 2083ATIR

Doturnent Tille: # DWRPWS-TNOOODD01-LTTR-74-20070101-20161231-2853
RDA Number, 7 2853

Approved: ? True

Submitied By: # BG1T210

Relevant Project: 2 TNO0OO00

Document Type: # CORRESPONDENCE

County: 7 74

Start Date: 7 20070101

End Date: # 20161231

Note: The date must be in the YYYYMMDD format, or you can have a simple year search by

entering YYYY only.

¢ Once you have entered all of your search criteria, you can click the Export All button
to download an Excel spreadsheet with all of the documents you searched for, this

will also give you the file sizes.
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Export All

@® et allitems

O Maximum number of items to export: 200

[] Export raw values Export | I Cancel

(0]

Document Purging and Reporting Process:

1. The Responsible Contact or their designee should pull a list of files that are eligible
for purging, based on the “Document Filtering Process instructions shown above, at
a minimum of once per year.

2. Remove any files from the list that are subject to a litigation hold.

3. The designee assisting with the document purging process, if applicable, should
review and revise the document list with the Responsible Contact, as listed in the
FileNet Purging by class Policy or the FileNet class.

4. Finalize the list of files that need to be purged and get manager to sign off.

5. Contact DWR's FileNet Coordinator to obtain the current volume of documents in
the FileNet class.

a. Note: The DWR FileNet Coordinator should run the STS “Preproduction
Report for TDEC Divisions to Sanitize Their Data” or the Responsible Contact
should follow the steps below to determine the FileNet class volume.

i. Click on New Search
ii. Search for the class and metadata fields you are looking for.



https://tennessee-my.sharepoint.com/:w:/r/personal/bg39208_tn_gov/Documents/Desktop/FileNet%20Guidance%20Docs/Guidance%20for%20FileNet%20Purging%20by%20class/FileNet%20Purging%20by%20class%20Policy.docx?d=wfaeb516ebef3481f84e589ff1dd16d42&csf=1&web=1&e=ZPl6A4
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Add Document | Add Document Using Entry Template

New Folder New Folder Using Entry Template

New Search New Search %
bg17910 Search Criteria =
[ Recent Searches Searchint \TDEC (Including subfolders) ~ Seerchoptions: Documents, Released version

+ [ All Searches
Class: Document (Including subclasses) ~

operty cetions: Match all

DocumentTitle ~ @  StartsWith

[ Ace Propery | [ agecroum | [ show At ropersies |

[ = J[om |[remmm ]
.

Keep sea

hcriteria spen

Search Results

e 2/13/2024, 4:19 PM - BG17910 logged in.
. = .

iv. Click search, once your results have populated click export.

v. Click on Export all items, this will download your results as an excel
spreadsheet.

Export All

(® Exortalliters

(O Maximum number of items to export: 200

[ Eexport raw values Export | I Cancel

VI.
6. Purge identified documents from FileNet.
a. To purge files, delete files individually or delete multiple files at a time, by
holding the Ctrl key and selecting the applicable files. Once all files are
highlighted, right click on a highlighted file, and click delete.
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b. Click Delete again to verify the action.

Delete

Do you want to delate the selected item?

7. Contact DWR's FileNet Coordinator to obtain the new volume of documents in the
FileNet class. Subtract the new volume of documents in the FileNet class (this step)
from the initial volume of documents (Step 5) to determine the volume of
documents that was purged. Alternately, the Responsible Contact should determine
the volume of documents purged from the spreadsheet that was downloaded in
Step 5.

8. Fill out the Certificate of Destruction, documenting the volume of documents that
were destroyed in MB.

9. Save the completed Certificate of Destruction, without submitting, and email to
DWR's Records Management Coordinator.



https://fs26.formsite.com/xDqYjm/rmdcod/index.html
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