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School Office Staff 
The Frontline of School Safety  

 

Tenn. Code Ann. § 49-6-4003 establishes that each local board of education and public charter 
governing body shall adopt a comprehensive code of conduct for each school that describes the behavior 
expected from visitors entering school grounds. Furthermore, this code of conduct must emphasize the 
importance of appropriate language, respect for the person and property of others, and establishing and 
maintaining a safe, secure, and peaceful educational setting that promotes learning and positive character 
development. It is important for the code of conduct to be posted in the entry/front office of the building 
and for the front office staff to be familiar with the code of conduct as well as the policies and procedures 
for handling violations of the code. 

 
School secretaries, receptionists, and front office staff often handle a range of challenging situations, 

including managing angry or threatening individuals, access control, parent-student reunifications, bomb 
threat calls, and other communications during the school day. To enhance front desk safety and security, 
training on effective visitor screening, detailed visitor log management, visitor badges, incident 
documentation, and strategies to deny entry when necessary is needed. School safety is a shared priority 
among administration, staff, students, and parents. Together, we ensure a safe and welcoming school 
environment. During a crisis, the front office serves as a central hub for support and communication, 
facilitating efficient information flow between administration, emergency responders, and families  

Strategies and best practices for school secretaries to implement in the front office: 
 

Visitor Management System 
 

• Check-in and ID Verification: Require all visitors to sign in at the front office upon arrival. Front 
office staff should ensure that every visitor signs in, provides a valid ID, and is issued a visitor badge.  
Ask visitors for photo identification (e.g., driver’s license) before granting access. This can help 
confirm the visitor’s identity. Schools may outline a set of requirements for entry, with screening 
questions that are written out in advance. 

• Screening: Verify the purpose of each visitor's visit and communicate with teachers, administrators, 
and school resource officers when necessary. Front office personnel should be trained to use the 
visitor management software, and to keep track of all visitors. 

• Custom Visitor Badges: Issue visitors a badge, providing directions to the visitors that they must 
wear visibly while on school grounds. This helps staff and students identify who is authorized to be 
in the school. Training school staff to be vigilant about the various badges that should be worn in the 
facility can provide an additional layer of security. Visitors, substitute teachers, and vendors may 
have different badges that identify their purpose for an on-campus visit.  

• Record Keeping: Maintain accurate records of all visitors, including names, the purpose of the visit, 
time in, and time out. This can be helpful in case of emergency situations or to track visitor patterns.  

• Check-Out System: Ensure visitors sign out when leaving the premises. This confirms that they 
have exited and helps to keep track of who is still on school grounds.  

https://advance.lexis.com/documentpage/?pdmfid=1000516&crid=8a410353-bfa7-4018-b2ad-f85fccfd4c17&config=025054JABlOTJjNmIyNi0wYjI0LTRjZGEtYWE5ZC0zNGFhOWNhMjFlNDgKAFBvZENhdGFsb2cDFQ14bX2GfyBTaI9WcPX5&pddocfullpath=%2fshared%2fdocument%2fstatutes-legislation%2furn%3acontentItem%3a6C2Y-9WD0-R03N-61W2-00008-00&pdcontentcomponentid=234179&pdteaserkey=sr0&pditab=allpods&ecomp=6s65kkk&earg=sr0&prid=de758afa-e148-436a-b51c-0d60b3dd8416
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• Return of Visitor Badges: Collect visitor badges as part of the check-out process, which ensures 
visitors are not lingering on the premises without supervision. Front office personnel for some 
schools may hold a visitors driver’s license until the school visitor badge is returned. 

• Real-Time Visitor Tracking: Some schools invest in training front office personnel to use visitor 
tracking strategies by providing additional surveillance technology at the schools’ check in location. 
This may provide digital documentation and tracking for the school resource officer or local law 
enforcement, if needed. Utilizing digital visitor management systems that can track when visitors 
arrive and depart, provide emergency evacuation lists, and send alerts if necessary. 

• Clear Signage: Display signs that direct visitors to the front office, clearly indicating where they must 
go before proceeding further into the building. Also, provide signage of the code of conduct as 
determined by the local board of education or public charter school governing body. 

 

Emergency Protocol Familiarity for Front Office Personnel 

 

• Know Emergency Procedures: School secretaries should be well-versed in all emergency protocols, 
including fire drills, lockdowns, evacuation procedures, and medical emergencies. Emergency Flip 
Books can ensure that secretaries and front office support staff have protocols and procedures at 
their fingertips.  

• Emergency Contacts: Maintain an up-to-date list of emergency contacts for all staff, students, and 
district personnel, ensuring quick access for front office personnel in the event of an emergency. 

• Clear Communication: Establish a clear method of communication with administration, faculty, 
schools’ resource officers and local authorities in case of emergencies. Ensure that everyone knows 
how to reach the front office in times of crisis. 

• Managing Hoax Threats: While anonymous threats are on the rise, school secretaries and front 
office personnel may be receiving those threats by phone or social media connections. Prepare 
office personnel for prevention and response to hoax threats. 

 

Physical Security and Monitoring  

 

• Be Observant: School secretaries should remain vigilant and observant of any behaviors that may 
signal potential threats, like someone loitering near the office or acting suspiciously. 

• Controlled Access Points: Ensure that all entrances to the school are monitored and restrict access 
to only authorized areas. If possible, implement security measures such as keycard access or buzzer 
systems that front office staff can monitor through surveillance and intercom communications.  

• Lock and Secure Doors: Keep exterior doors locked with one locked entry point with a buzz-in 
system for visitors. Keep non-public areas, such as staff lounges and classrooms, locked during 
school hours to prevent unauthorized entry. 

https://docs.google.com/document/d/1Q0BYA-8KWW0UpwaxXJ4hXEr6MVKoBjZ1/edit
https://docs.google.com/document/d/1Q0BYA-8KWW0UpwaxXJ4hXEr6MVKoBjZ1/edit
https://www.tn.gov/content/dam/tn/education/safety/Managing_Hoax_Threats.pdf
https://advance.lexis.com/documentpage/?pdmfid=1000516&crid=b67f440e-8552-4f62-9def-cc9334f27bfd&nodeid=ABXAAGAAIAAR&nodepath=%2FROOT%2FABX%2FABXAAG%2FABXAAGAAI%2FABXAAGAAIAAR&level=4&haschildren=&populated=false&title=49-6-817.+School+building+entrances+required+to+be+locked.&config=025054JABlOTJjNmIyNi0wYjI0LTRjZGEtYWE5ZC0zNGFhOWNhMjFlNDgKAFBvZENhdGFsb2cDFQ14bX2GfyBTaI9WcPX5&pddocfullpath=%2Fshared%2Fdocument%2Fstatutes-legislation%2Furn%3AcontentItem%3A68DB-40M0-R03N-42P2-00008-00&ecomp=6gf5kkk&prid=200f0c44-03b3-4e99-99fa-5329451bf5ee
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• Monitoring Surveillance: Utilize security cameras in the front office and other strategic locations to 
monitor activities around the building. Ensure that surveillance footage is regularly reviewed with 
front office staff having access to viewing any all-main entry sides to the facility.  

• Security Cameras and Alarms: Make sure the front office is equipped with visible security cameras 
and alarms. Consider working with your local 911 center to establish a panic button that will notify 
911 immediately of emergencies or active intruders and train your front office staff on the use of the 
panic button as well as practicing pushing the button and understanding the response. Use video 
surveillance to monitor traffic in and out of the building. 

• Secure Vestibules: Installing secure vestibules with surveillance that ensure visitors do not have 
access to the school while going to sign in the front office while also allowing the office to vet the 
visitor coming in a second time.  

 

Effective Communication 

 

• Clear Signage for Directions: Provide clear instructions for visitors and staff on how to report to 
the front office and what to do in case of an emergency. 

• Internal Radio System: Consider equipping the front office with radios or communication systems 
to immediately alert staff to any security or emergency situations. 

• Incident Reporting: Create and promote a system for staff, students, and visitors to anonymously 
report safety concerns or suspicious behavior. The SAFE TN app is a free resource and provides 
anonymous reporting for schools. 

• Collaboration with staff: School Secretaries should be included in all school safety trainings so that 
they can stay informed and collaborate with teachers, administrators, and school resource officers. 
School Secretaries can be beneficial in assisting with Handle with Care programs that provide 
classroom teachers with valuable information that benefits traumatized children and can help them 
be better prepared for the school day.  

• Parent Communication during reunification is an imperative component during a crisis event. 
Training school secretaries about the reunification process can provide clarity and effective care for 
students during a crisis. 

 

Handling Crisis Situations 

 

• Stay Calm and Organized: Whether challenging behaviors are presented to front office staff by 
parents, employees or emotionally dysregulated students, it is important to recognize conflict 
escalation while remaining calm and de-escalating the situation if possible. During an emergency, 
the front office staff should stay calm, follow established procedures, and direct visitors, students, 
and staff to safety. 

• Maintain Emergency Kits: Have an emergency kit with supplies (first aid, water, flashlight, batteries, 
etc.) in the front office. Ensure that all staff members know its location and contents. Stop the Bleed 

https://www.tn.gov/safety/homeland-security/safetn.html
https://www.tn.gov/tddtf/community-services/tn-drug-endangered-children/handle-with-care.html#:%7E:text=%22Handle%20with%20Care%22%20provides%20the,social%20service%20or%20advocacy%20programs.
https://rems.ed.gov/FamilyReunificationWebinar.aspx
https://vimeo.com/795408996?autoplay=1&muted=1&stream_id=Y2xpcHN8ODg5ODIxNDh8aWQ6ZGVzY3xbXQ%3D%3D
https://www.tn.gov/education/districts/health-and-safety/school-safety/de-escalation-training.html
https://www.tn.gov/education/districts/health-and-safety/school-safety/de-escalation-training.html
https://www.aed.com/blog/what-are-stop-the-bleed-kits/
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kits can be stored in the school’s front office for personnel to utilize during an emergency. 
Secretaries and front office staff may benefit from training to use AED and emergency kits. 

  
Health and Wellness Protocols 
 

• Health Screening: Some schools may implement health checks for visitors and staff, particularly 
during flu season or in the event of a health crisis. Also, placing hand sanitizing stations throughout 
the front office to encourage hygiene among visitors and staff. 

• Mental Health: Youth Mental Health First Aid training can provide staff with referral information 
while teaching them to recognize the signs and symptoms of suicide ideation. Additional training 
such as PREPARE Postvention, and others can equip office staff and secretaries with skills and 
knowledge about trauma informed strategies for post crisis events.  
 

Training and Drills  
 

• Professional Development: Regular training on identifying threats, defusing emotionally charged 
situations, and mental health awareness will enable secretaries and front office staff to effectively 
manage tense or high-risk situations. 

• Develop Relationships: Build a partnership with local law enforcement or school resource officers 
(SROs). Involving front office staff with regular communication and training can help establish 
connections with law enforcement, increase response times and enhance overall school safety. 

• Active Shooter Drills and Training: Collaborate with law enforcement to regularly conduct active 
shooter drills and other safety training for both staff and students. Including front office staff is 
imperative to providing front line protection and mitigation, should a crisis occur. 

• School Resource Officers (SRO): Train school secretaries to communicate with the SRO during 
visitor check-in procedures and provide them with training and a two-way radio communicator. 

• Regular Safety Drills: Ensure that school secretaries are part of regular fire drills, lockdown drills, 
and evacuation exercises. They should know their specific role during each drill. 

• Crisis Management Training: Provide crisis management and de-escalation training to prepare 
staff for handling disruptive individuals or emergencies calmly and effectively. 

• First Aid and Emergency Preparedness: Training School Secretaries and front office staff in basic 
first aid and CPR /AED will prepare them to assist injured students or staff while medical assistance 
is on the way. It is also imperative that front office staff and school secretaries be aware of the 
school emergency operations plan and receive training with staff.  

• Be familiar with Policies and Procedures: School secretaries and office staff are vital to the daily 
operations of a school, and it is essential that they know and understand policies and procedures 
that have been adopted by the local school board and district administration. This could play a vital 
role in mitigating emergencies or crisis situations. 

 

Documentation and Record-Keeping 

 

https://www.childrenshospitalvanderbilt.org/program/project-adam-middle-tennessee
https://www.tn.gov/education/districts/health-and-safety/coordinated-school-health.html
https://www.tn.gov/content/dam/tn/education/safety/save-act/Best_Practice_Guideline_for_Mental_Health_Crisis_Services.pdf
https://www.tn.gov/content/dam/tn/education/safety/save-act/Fire_Drill_Best_Practices.pdf
https://vimeo.com/795761709
https://www.childrenshospitalvanderbilt.org/program/project-adam-middle-tennessee
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• Accurate Record-Keeping: Maintain accurate and up-to-date records of visitors, staff, students, and 
emergency contacts to ensure a quick response in an emergency. Front office staff should maintain 
and constantly update student emergency contact lists to ensure that parents and guardians are 
reached quickly during a medical emergency or crisis. While it is always effective to have electronic 
lists of emergency contacts, a hard copy of the information that is secured in a confidential location 
during an emergency.  

• Incident Logs: Keep logs of any incidents, threats, or concerns raised by students, staff, or visitors. 
This documentation can be valuable for follow-up and ensuring accountability. 

• Maintain Confidentiality: Ensure that sensitive information, such as student records, is kept 
confidential and that unauthorized individuals are not allowed access to this information. 
 
 

 


