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Internet Safety Tip Sheet for Students

The Internet Safety Tip Sheet for Studenits provides essential guidelines for maintaining privacy and security online.
Key tips include keeping personal information private, using strong passwords, and being cautious with links and
downloads. It addresses the importance of respecting others online, recognizing and reporting cyberbullying,
and verifying information sources. Students are advised to set privacy settings, limit screen time, and think
before posting.

For parents, the guide emphasizes the need for open communication, monitoring online use, and staying
informed about internet safety. These tips help ensure a safer and more positive online experience for students.
The Tennessee Health Education Standards for Grades K-5, Grades 6-8, and Grades 9-12 also address
technology safety and includes other required academic components adopted by the State Board of Education.

Keep Personal Information Private:

e Keep personal information private by becoming educated on the importance of safeguarding details
such as full name, address, phone number, and school name. Avoid sharing these specifics on social
media platforms or with unknown individuals online. Use strong, unique passwords for your online
accounts and change them regularly to prevent unauthorized access. Furthermore, be wary of
phishing attempts and suspicious links that might compromise your personal data.

Utilize Strong Passwords:

e Using strong passwords is essential for protecting your online accounts and personal information. To
Create a strong password, make sure it is at least eight characters long and includes a mix of letters,
numbers, and special characters. Avoid using easily guessable information, instead, opt for a
combination of unrelated words or a phrase that only you would understand. Regularly update your
passwords and never share them with anyone, not even friends. Utilize a password manager to help
keep track of your passwords securely. By following these steps, you can significantly enhance your
online security and keep your accounts safe from unauthorized access.

Think Before You Click:

e Internet safety is crucial to protect your personal information and devices. One essential tip is to
avoid clicking on links or downloading attachments from unknown or suspicious sources, as they
may contain malware or lead to phishing sites. Additionally, be cautious of pop-ups and ads that
seem too good to be true; these can often be traps set by cybercriminals to steal your information or
infect your computer with viruses. Always verify the legitimacy of a website before interacting with
the website. Also, consider using ad-blockers to minimize the risk of encountering malicious ads. By
staying vigilant and following these practices, students can significantly reduce their exposure to
online threats and enjoy a safer internet experience.

Be Aware of Cyberbullying:

Office of Operations * Coordinated School Health Division * 1 | Winter 2025
School Safety & Transportation * 710 James Robertson Pkwy ¢
Andrew Johnson Tower *Nashville, TN 37243 « tn.gov/education


https://www.tn.gov/education/districts/academic-standards/health-education-and-lifetime-wellness-standards.html
https://www.tn.gov/content/dam/tn/education/standards/pe/HE_Sds_6-8-Nov_2024_FINAL_for_July_2026.pdf
https://www.tn.gov/content/dam/tn/education/standards/pe/HE_Sds_9-12-Nov_2024_FINAL_for_July_2026.pdf
https://www.commonsensemedia.org/videos/5-surefire-ways-to-protect-your-kids-online-privacy
https://www.tn.gov/content/tn/cybersecurity/tn-citizens-cybersecurity/tn-citizens-cybersecurity---for-students.html
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e Cyberbullying: Cyberbullying is a significant issue that can have a significant impact on students'

mental health and well-being. To effectively deal with cyberbullying, it is crucial to report any
instances to a trusted adult or school authority immediately. This ensures that the problem is
addressed appropriately and helps protect other students from similar experiences. It is also
important not to engage with or respond to bullies online, as this can often escalate the situation
and give the bullies more power. Instead, block and report the offending individuals on the platform
where the bullying occurs. By taking these steps, students can contribute to creating a safer and
more supportive online environment for everyone.

e Reporting suspicious activity: If you encounter anything online that makes you uncomfortable or

seems suspicious, it is crucial to report it immediately to a trusted adult or the proper authorities.
This could include inappropriate messages, strange friend requests, or content that seems harmful
or illegal. Reporting such activity helps protect you and others from potential dangers and allows
authorities to take appropriate action. Do not hesitate or ignore these signs; your prompt reporting
can prevent further issues and contribute to a safer online environment for everyone. Always
prioritize your safety and well-being by speaking up about anything that does not feel right.

e Social media threats: If you encounter social media threats, you should take the following steps:

Do not respond and immediately document the threat. If possible, take a screenshot of the threat so
that documentation is obtained. Remember to include any usernames, dates, and times. Tell a
trusted adult what has occurred. This could be a parent, teacher, or another adult that you trust. If
the threat is serious or involves potential harm, contact local law enforcement. If possible, block the
user and strengthen your social media security. Always seek support from family and friends and
stay calm. Your safety and well-being are top priorities.

Protect Your Devices:

To ensure your devices remain secure, it is essential to keep your computer, tablet, and smartphone
software up to date. Regular updates often include important security updates that protect against the
latest threats. Additionally, using antivirus software and firewalls adds an extra layer of defense against
malware and viruses. These tools help detect and block harmful software before it can damage your
device or steal your information. By maintaining updated software and employing security measures,
you can significantly reduce the risk of cyber-attacks and keep your personal data safe. Multi-Factor
Authentication, or MFA, is a security process that requires you to confirm your identity by two or more
methods before you can access your account. The methods could include a password, PIN (personal
identification number), SMS text, token, fingerprint, facial recognition, or other methods. By confirming
your identity with more than one method, MFA makes it much harder for someone to hack into your
account. If MFA is available for the application that you are using, you should enable it.

Respect Others Online:

Respecting others online is just as important as showing kindness in person. Always treat others with
respect and kindness in your online interactions. Avoid posting or sharing harmful or offensive content,
as it can hurt others and contribute to a negative online environment. By being mindful of your words
and actions online, you help create a safer and more supportive community where everyone feels
valued and respected. Remember, a little kindness can go a long way in making the internet a better
place for everyone
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https://www.stopbullying.gov/cyberbullying/what-is-it
https://www.missingkids.org/content/dam/netsmartz/downloadable/tipsheets/How%20Do%20You%20Use%20Your%20NetSmartz.pdf
https://www.tn.gov/safety/homeland-security/report-suspicious-activity.html
https://www.dhs.gov/see-something-say-something
https://www.dhs.gov/see-something-say-something
https://www.allconnect.com/blog/is-public-wifi-safe
https://consumer.ftc.gov/articles/kids-socializing-online#encourage
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Verify Sources of Information:

Not everything you see online is true, so it is crucial to verify the accuracy of the information before
believing or sharing it. Misinformation can spread quickly and cause confusion or harm, so take the time
to cross-check facts with multiple reliable sources. When conducting research or doing homewaork,
always use trusted websites and resources to ensure you are getting accurate and credible information.
By being diligent in verifying facts, you contribute to a more informed and responsible online community
and ensure that your knowledge is based on truth.

Limit Time Online:

Balancing online activities with offline activities is essential for maintaining a healthy lifestyle. Spending
too much time in front of screens can lead to eye strain and fatigue, so it is important to take regular
breaks to rest your eyes and refresh your mind. Engage in offline hobbies, exercise, and spend time with
family and friends to ensure a well-rounded daily routine. By managing your time effectively and
incorporating breaks, you can stay energized and focused, both online and offline. This balance will help
you maintain both your physical and mental well-being.

Set Privacy Settings:

To protect your privacy on social media, it is important to adjust your privacy settings to control who can
see your posts and personal information. This helps prevent strangers from accessing sensitive details
about your life. Additionally, only accept friend or follow requests from people you know in real life. This
precaution minimizes the risk of interacting with fake accounts or individuals with harmful intentions. By
being mindful of your privacy settings and connections, you can enjoy a safer and more secure online

experience.

Think Before You Post:

Remember that anything you post online can be seen by others and might be permanent. Even if you
delete a post, it may still be accessible through screenshots or archived pages. Therefore, it is crucial to
avoid sharing photos or videos that you would not want everyone to see, including future teachers,
employers, or strangers. Before posting, consider the potential long-term impact and whether the
content reflects well on you. By being mindful of what you share, you can protect your reputation and
maintain your privacy. Always think before you post to ensure you are presenting yourself positively and
safely online.

Understand Online Agreements:

Before signing up for websites or services, it is essential to read the terms and conditions carefully. This
helps you understand what data is being collected and how it will be used, ensuring that you are aware
of any privacy implications. Knowing these details allows you to make informed decisions about whether
to proceed with using the service. Many websites collect personal information that can be shared or sold
to third parties, so being informed can protect your privacy and prevent unwanted exposure. By taking
the time to review these agreements, you can better manage your online footprint and safeguard your
personal data.
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