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Pr o gr a m  Ove r v ie w
What is the SLCGP?

A federally funded grant program designed to build 
cybersecurity capabilities at the state and local levels. 

Supports planning, equipment, training activities, and 
implementation of state and federal cybersecurity 
strategies.

Tied to local needs identified through the Nationwide 
Cybersecurity Review (NCSR).



Eligibility 
Requirements



Wh o  ca n  a p p ly?
Eligible Tennessee subrecipients of SLCGP include

• Local Governments
• A county, municipality, city, town, township, local public authority, 

school district, special district, intrastate district, council of 
governments (regardless of whether the council of governments is 
incorporated as a nonprofit corporation under state law), regional or 
interstate government entity, or agency or instrumentality of a local 
government

• An Indian tribe or authorized tribal organization
• A rural community, unincorporated town or village, or other public 

entity
• A public educational institution (e.g., elementary school, secondary 

school, or institution of higher education) if it is an agency or 
instrumentality of a state or local government under state and/or 
local law



Wh o  ca n n o t  a p p ly?
Ineligible subrecipients of SLCGP

• Nonprofit organizations
• For-profit organizations
• Private educational institutions



FFY2024 SLCGP Fu n d in g fo r  Ye a r  Th r e e

The total funding available for local entities is approximately $6M

Project 1: Cybersecurity Detection 
and response -Endpoint Direction 

and Response (EDR)

Project 2: Access to end -user 
cybersecurity training for all 
local government employees

Project 3: Direct reimbursement 
for cybersecurity gaps identified in 

completed NCSR assessments



Application 
Requirements



Ho w  t o  a p p ly?

• State of Tennessee’s Strategic Technology Solutions emails contacts and 
posts on our website the funding availability for SLCGP.

• Applicants must complete the National Cybersecurity Review ( NCSR) 
assessment.

• Applicants must complete the Local Government Investment Justification 
(IJ) Worksheet. 

• Submit completed IJ’s to cybersafetn@tn.gov  by the application deadline 
date.

https://www.tn.gov/cybersecurity/local-government-cybersecurity/nationwide-cybersecurity-review--ncsr--assessment.html
mailto:ybersafeTN@tn.gov


Email NCSR@ TN.g o v to  g e t s ta rte d  o n the  NCSR with o ur te a m o f c yb e rs e c urity 
p ro fe s s io na ls .
If yo u c o mp le te d  in 2 0 2 4 , yo u mus t c o mp le te  it  a g a in to  b e c o me  g ra nt-e lig ib le !

Ap p ly in g?

Ho w to  g e t 
s ta rte d  
with the  
NCSR

• All eligible applicants must complete the National Cybersecurity Review ( NCSR) 
assessment.

• Projects for Direct reimbursement for cybersecurity gaps identified in 
completed NCSR assessments (Project 3) must clearly articulate findings 
discovered in your NCSR assessment and comply with the requirements of the 
Authorized Equipment List (AEL)

• Projects selected for funding must be approved by the Cybersecurity Planning 
Committee

• Application deadline is December 12, 2025, 12:00 PM CST / 1:00 PM EST

mailto:NCSR@tn.gov
https://www.tn.gov/cybersecurity/local-government-cybersecurity/nationwide-cybersecurity-review--ncsr--assessment.html
https://www.fema.gov/grants/tools/authorized-equipment-list


Receive no -c os t s upport c omple ting  
the  NCSR and  ac c e s s  to  s ugge s te d  
c o rre c tive  ac tions , me tric s  s pe c ific  to  
your o rganiza tion to  he lp  you ide ntify 
a re as  o f improve me nt, p rio ritize  ne xt 
s te ps , and  inc re as e  your c ybe rs e c urity 
maturity ove r time . 

STS will p rovide  guidanc e  to  your 
o rganiza tion through we binars , 
walkthroughs , working  s e s s ions , and  
o ffic e  hours .

Have  que s tions ? Contac t the  te am a t 
NCSR@tn.gov. 

Wh a t  is  NCSR a n d  
h o w  t h e y  h e lp  yo u r  

o r ga n iza t io n ?

NCSR is  a  no -c o s t, a nnua l s e lf-
a s s e s s me nt to  he lp  o rg a niza tio ns  

imp ro ve  the ir c yb e rs e c urity ma turity. 

mailto:NCSR@tn.gov


01

Proposed projects must align with 
NCSR find ings . 02

Mus t c omply with the  
Authorize d  Equipme nt Lis t (AEL) 
fo r Pro je c t type  3 .

03

Submit by Friday De c e mbe r 12 , 2 0 2 5 , 
12  p .m. CT /  1 p .m. ET to : 
c ybe rs afe tn@tn.gov. 

04

Co m p le t e  t h e  
In ve s t m e n t  

Ju s t ifica t io n  Fo r m

Re q uire d  to  b e  c o ns id e re d  fo r fund ing .

https://www.tn.gov/cybersecurity/local-government-cybersecurity/nationwide-cybersecurity-review--ncsr--assessment.html
https://www.fema.gov/grants/tools/authorized-equipment-list
mailto:cybersafetn@tn.gov


Previous Project Examples



Pr e vio u s  Pr o je ct  Ex a m p le s
Previous project examples have included:
SIEM (security information and event management) – (DE.AE-3) Provides 
logging architecture supports real-time collection of device logs, file integrity 
monitoring (FIM) events, and any other application or system that supports 
syslog.
Vulnerability Management – (DE.CM-8) Provides continuous discovery and 
prioritization of security vulnerabilities. 
Email Filtering, Protection, and Encryption – (DE.CM-4) Provides the users with 
an easy-to-use filtering solution with virus, phishing, and spam protection, along 
with email Encryption.
CyberSecurity Training – (PR.AT-1) Provides weekly and annual cyber security 
training videos and quizzes for training, along with phishing simulation to help 
gauge employee training retention. 
DMARC Management – Provides management for DMARC reporting on all 
sending sources for the domain. 
Backup for Microsoft 365 – (PR.IP-4) Provides cloud backup for Microsoft 365 
Email, OneDrive, and SharePoint. 



Pr e vio u s  Pr o je ct  Ex a m p le s
Password Management – Provides a secure means for the employees to store 
passwords that can be managed by the entity in an administrative portal. More 
secure alternative than users storing passwords in their browsers. 
Compliance Management Application (GRC) – (ID.GV-3) Provides an application 
to manage compliance and policies based on many different Frameworks.
Upgrade to Microsoft 365 Premium –These subscriptions do not have the 
logging and security necessary for the security add-ons listed above. Upgrading 
all the licenses to Microsoft 365 Business Premium will provide this functionality. 
This would also provide the ability to enroll endpoints into Intune to manage 
policies and deploy Defender for Endpoint.
Network Firewall – (DE.CM-1) Provides network security, regulating inbound and 
outbound traffic, separating trusted and untrusted networks, and network traffic 
monitoring.
Endpoint Backup – (PR.IP-4) Provides secure local and cloud backup for 
endpoints (PCs, Servers)



Helpful Resources



DHS Fiscal Year 2024 State and Local Cybersecurity 
Grant Program NOFO
https://www.fema.gov/sites/default/files/documents/fema_fy2024_slcgp_no
fo.pdf  

• Section A.10.b. - Key Cybersecurity Best Practices for Individual 
Projects 

• Section C.3.b.  - Subrecipient Eligibility 
• Section D.13 - Unallowable Costs

Authorized Equipment List
https://www.fema.gov/grants/tools/authorized -equipment -list  
• The AEL contains approved equipment types allowed under FEMA’s 

preparedness grant programs, including SLCGP.

https://www.fema.gov/sites/default/files/documents/fema_fy2024_slcgp_nofo.pdf
https://www.fema.gov/sites/default/files/documents/fema_fy2024_slcgp_nofo.pdf
https://www.fema.gov/grants/tools/authorized-equipment-list
https://www.fema.gov/grants/tools/authorized-equipment-list
https://www.fema.gov/grants/tools/authorized-equipment-list
https://www.fema.gov/grants/tools/authorized-equipment-list
https://www.fema.gov/grants/tools/authorized-equipment-list


Cybersecurity Planning Committee Members/TN 
Homeland Security Districts Map



Cybersecurity Planning Committee Members/TN Homeland Security 
Districts Contacts

TN Cyber Grant Planning Committee - Local Membership District Info 

https://www.tn.gov/content/dam/tn/cybersecurity/slcgp/TN%20Cyber%20Grant%20Planning%20Committee%20-%20Local%20Membership%20District%20Info%20(02-12-25).pdf
https://www.tn.gov/content/dam/tn/cybersecurity/slcgp/TN%20Cyber%20Grant%20Planning%20Committee%20-%20Local%20Membership%20District%20Info%20(02-12-25).pdf
https://www.tn.gov/content/dam/tn/cybersecurity/slcgp/TN%20Cyber%20Grant%20Planning%20Committee%20-%20Local%20Membership%20District%20Info%20(02-12-25).pdf


Your Cybersecurity Grant Team:

QUESTIONS?
Marla Riley and Alexandra Raver

Email us: cybersafetn@tn.gov  

Your Cybersecurity Grant District 
Representative:

Your NCSR Team:
Email: ncsr@tn.gov  

https://www.tn.gov/content/dam/tn/cybersecurity/slcgp/TN%20Cyber%20Grant%20Planning%20Committee%20-%20Local%20Membership%20District%20Info%20(02-12-25).pdf
mailto:cybersafetn@tn.gov
mailto:ncsr@tn.gov
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