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The FBI’s forensic examination of an Advanced Persistent Threat (APT) that was targeting a specific U.S.
purple Arrow Overview based company’s VPN products concluded this week. Their findings determined the malicious actors were
e Purate Ao Weriins targeting a zero-day vulnerability inherit within several of the company’s offerings, starting in May 2021.
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The FBI will not send Purple A new phishing method, coined “one Font”, has been discovered by cybersecurity researchers which
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pensmaes sl [cverages 1 point sized font within the HTML-formatted email (8 point —vs- ) to bypass email server filters
account (e.g. Hotmail, Gmail) which use natural language rules to detect/quarantine mass marketing emails. This new phishing method
JEAC Partnership emulates the 2018-era “ZeroFont” campaign, which embedded zero-sized text within email to trick email
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RUSSIAN AND CHINESE HACKERS TEAMING UP VIA DARKWEB FORUMS

Cybersecurity and law enforcement professionals closely monitor underground/DarkWeb/hacker forums to monitor discussions,
identify new exploits and potentially intercept hacking operations before they are deployed. One particular Russian-language
hacking forum has featured an unusual uptick in Russian hackers extending an olive branch to their Chinese counterparts to
collaborate on future hacking operations — and based upon the volume of newly created forum accounts being linked to China, their
efforts appear to be paying off.

https://www.bleepingcomputer.com/news/security/russian-ransomware-gangs-start-collaborating-with-chinese-
hackers/?&web view=true

BATCH OF 7 MILLION STOLEN EMAIL ADDRESSES POSTED FOR SALE

The recent data breach of a large U.S. based financial services/cryptocurrency/stock market oriented company resulted in the loss of
approximately seven million email accounts that were stored on their systems. Hackers infiltrated the network via a compromised
employee computer system and proceeded to conduct reconnaissance across its customer support systems to locate/exfiltrate
valued data. The hacker, who identified themselves as “pompompurin” (a name associated with a happy golden retriever dog
character by a Japanese company in 1996) on the underground forum, is seeking over $10k from buyers for the stolen information.

https://www.bleepingcomputer.com/news/security/7-million-robinhood-user-email-addresses-for-sale-on-hacker-
forum/?&web view=true

NORTH KOREAN HACKING GROUP ‘LAZARUS’ RESURFACES

The Lazarus Group was especially prevalent between 2010 and 2020 and is best known for breaching a large U.S. entertainment
company in 2014 to steal unreleased movies and employee data. The North Korean government-sponsored hacking group has
recently resurfaced to begin targeting IT supply chains and security researchers via an updated version of their ‘DeathNote’
ransomware, which first surfaced back in 2018. Lazarus was identified by one cybersecurity vendor as the most active hacking group
of 2020, and have targeted the defense industry via their ‘ThreatNeedle’ malware.

https://cyware.com/news/lazarus-is-back-at-it-again-6faf10el
https://www.2-spyware.com/remove-deathnote-hackers-ransomware-virus.html
https://securelist.com/lazarus-threatneedle/100803/
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