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Confidentiality and Disclosure of Social Security Numbers

QUESTIONS

1 Does the Public Records Act govern Tenn. Code Ann. § 4-4-125,* or does this statute
govern the Public Records Act?

2. May the State coerce permission to disseminate an individua’ s socia security number in
exchangefor astate service? If so, may it coerce permission for dissemination above and beyond that
needed for legitimate state purposes?

3. If acitizen has, prior to the effective date of Tenn. Code Ann. § 4-4-125, voluntarily
provided hissocia security number, may it beinferred that thisindividual hasgiven the State permission
to disseminatethe socia security number without further authorization, either broadly or for legitimate state
purposes?

4, May the State prospectively require that each new employee, as a condition of
employment, authorizedissemination, either broadly or with limitations? What may berequired of existing
employees?

5. Isthe State only prohibited from unauthorized external dissemination of socia security
numbers, or is unauthorized dissemination prohibited between state employees and state agencies?

6. Tenn. Code Ann. 8 26-1-110 providesthat if asocid security number isnot provided with
an execution, the garnishee may, after reasonable effort, make areturn * Defendant cannot be identified or
distinguished from information provided ontheexecution.” May the State providethe garnisheewith the
social security number without the defendant’ s authorization?

7. |s the newly enacted Tenn. Code Ann. § 4-4-125 constitutional ?

12001 Tenn. Pub. Acts Ch. 427.
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OPINIONS

1. One act does not control the other. 2001 Tenn. Pub. Acts Ch. 247, section 1, now
codified at Tenn. Code Ann. 8 4-4-125 (the 2001 Act), creates an exception to the Public Records Act.

2. This Office has found no genera authority under which a state agency may coerce an
individual to give permission to disseminate her social security number in exchange for a State service.

3. No. Given the nature of the 2001 Act and the strength of the language prohibiting
dissemination, it follows that the statute requires express permission.

4, ThisOfficecanfind no authority under which astate agency may requireeither prospective
or current employeesto givetheir permission to disseminatetheir socia security numbersasacondition
of employment.

5. The new statute doesnot distinguish between externa and internd dissemination of socid
security numbers. All dissemination is prohibited unlessit falls within one of the Act’ s two exceptions.

6. This Office can find no authority alowing agtete agency to provideagarnisheewithasocia
security number without the defendant’ s authorization.

7. Under state law, the statute is presumed to be condtitutiona. 1n theinstancesreviewed for
this opinion, we have not identified a constitutional issue.

ANALYSIS

The Tennessee Department of Environment and Conservation (TDEC) hasindividuals socid
security numbers (hereafter “ SSNS’) initsfilesfor severa reasons. Licensing applicationsrequire SSNs.
Employees SSNsareon filefor processing the payroll. Campground permits and hotel registration forms
ask for SSNis. Citizens' SSNsmay be on checks used to pay for TDEC services. Thus, the Department
may receive SSNsboth voluntarily and pursuant to statutory, licensing or employer requirements. The
request poses anumber of questions concerning how TDEC should apply the 2001 Act in light of other
state and federal statutes, for example, the Public Records Act.

Thefederd and statelawsinvolving social security numbersare asnumerousand varied asthe
pieces of a patchwork quilt. There are laws requiring that SSN's be collected; laws that make SSNs public
record; lawsthat make them confidentia ; even lawsthat make unauthorized disclosure of somerecords
with SSNs punishableasacrime. Sixty provisions of Tennessee Code Annotated refer to SSNs. The
questions addressed in this opinion arise because of anew state law prohibiting dissemination of SSNs
except whereanindividud givespermission or distributionisauthorized under sateor federd law. Severa
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state and federal laws make SSNs or the records containing them confidential. The 2001 Act makesall
SSNs subject to a presumption against distribution and dissemination.

The new state statute is 2001 Tenn. Pub. Acts, Ch. 427 (the 2001 Act). Section 1 of the 2001
Act iscodified at Tenn. Code Ann. 8 4-4-125 and reads as follows:

Notwithstanding any provision of law to the contrary, no Sate department,
agency or employeethereof shal disseminatethe socia security number
of any citizen of the state unless permission isgiven by such citizen or
distribution is authorized under state or federal law.

What doesthisstatute say in plainterms? First, in basic effect, it protects SSNsgenerdly against
unauthorized disclosure. Second, it makesaclear statement about state government’ sresponsibility to
restrict unauthorized dissemination of SSNs. Third, it appliesto al of state government, no exceptions.
Fourth, it allowsdissemination only with theindividud’ s permission or when authorized by state or federa
law. Weinterpret the act with this presumption against dissemination in mind.

The 2001 Act doesnot define* dissemination.” To disseminateisto scatter widely or to spread
abroad. American Heritage Dictionary of the English Language (4™ ed. 2000). This definition suggests
that the Act intendsto narrow distribution of SSNs, but it does not answer the question of to whom adate
agency may or may not disclosean SSN. Comments by the bill’ s sponsor during the legidative session
suggest that the 2001 Act isintended to prevent disclosureto the public, not disclosure within or to other
state agencies. House Judiciary Committee on H.B. 1889 (May 2, 2001) (Tape No. 2).

Toanswer your questions, we have researched severa federa laws, and they include the Federa
Privacy Act of 1974, 5 U.S.C. § 552g; the Internal Revenue Code, 26 U.S.C. 88 1402(g) and 7213; The
Social Security Act, 42 U.S.C. § 405; and federal statutes on child and spousal support, 42 U.S.C. 88
654aand 666(a)(13). The state statutes reviewed include the Public Records Act, Tenn. Code Ann. 88
10-7-503 and -504; Tenn. Code Ann. § 26-1-110 (garnishment); Tenn. Code Ann. 88 36-5-101, et seq.
(child and spousal support); Tenn. Code Ann. § 71-1-131 (confidentidity of the Department of Human
Services Title IV-D records), and numerous other related code provisions.

Most, but not al, citizenswill have an SSN. 70B Am. Jur.2d, Social Security and Medicare §
1371; seealso 26 U.S.C. § 1402(g) (exemption from the Socid Security Act for religiousreasons). The
Socia Security Administration assignsthese numbers and usesthem to identify and maintain arecord of
the earningsreported for each person who hasan SSN. 70B Am. Jur.2d, Social Security and Medicare
§1371. SSNsare used toidentify individualsunder avariety of benefit laws, and are used pervasively
throughout stateand federal government asanindividud identifier. Federa law permits statesto use SSNs
for the adminidration of any tax, generd public assstance, driver’ slicense or motor vehicleregidration law.
42 U.S.C. 8405(c)(2)(C)(i). Nonetheless, the SSN wasnot originaly designed asauniversal personal
identifying number, and regtrictions on itsdisclosure at the federal and Sate level are numerous. See, eg.,
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42 U.S.C. §405(c)(2)(C)(viii)(1) (2001 Supp.);? Tenn. Code Ann. § 10-7-504(f); Greidinger v. Davis,
988 F.2d 1344, 1352-53 (4" Cir. 1993).

Toimprove effectiveness of child support enforcement, the federa government collects SSNsby
requiring that the SSN of “ any applicant for aprofessonal license, driver’ slicense, occupationa license,
recreational license, or marriagelicense berecorded onthe application.” 42 U.S.C. § 666(a)(13).2 For
the same purpose, the State must ask for SSNs and maintain them, with other personal identifying
information, in asecure database, in order to qualify for the federd child support program. 42 U.S.C. §
654a(a). This databaseis called the “caseregistry.” 42 U.S.C. § 654a(e). This statute emphasizes
information integrity and security and requires access to the database to be carefully restricted to protect
the confidential program data. 42 U.S.C. 8 654a(d). The State must havein effect safeguardsto prevent
the unauthorized disclosure or use of thisinformation. 42 U.S.C. § 654a(d); Tenn. Code Ann. 8 36-5-
115(b) and -116; Tenn. Code Ann. 8 71-1-131.

Thus, in certain instances, because of federd law, the State may and must collect SSNs and make
them available to appropriate federal and state agencies pursuing child support enforcement.* Thisfederd
requirement of collecting SSNsand giving access to them to certain governmental agenciesfor child
support enforcement does not authori ze or mandatethat these applicationsor thisinformation be publicand
open for inspection.

Inaddition to the case registry mentioned above, federa law addresses confidentiality of SSNsin
other areasaswadll. For example, aprohibition against unauthorized disclosure of informationin tax returns
isfound in the Internal Revenue Code, 26 U.S.C. 8 7213. A broader statement on the confidentiality of
SSNsisfoundinthe Federa Privacy Act of 1974, 5U.S.C. § 552a. Congress passed this statute because
of apprehens on about the possible development of amaterial databank or other information system that

242 U.S.C. § 405(c)(2)(C)(viii)(1) (2001 Supp.) reads:

Socia security account numbers and related records that are obtained or maintained
by authorized persons pursuant to any provision of law enacted on or after October
1, 1990, shall be confidential, and no authorized person shall disclose any such
social security account number or related record.

3 See also Tenn. Code Ann. § 36-5-701(4) (definition of “license”) and Tenn. Code Ann. § 36-5-1301(a), which
reads:

Notwithstanding any other provision of the law to the contrary, all applications for
professional licenses, driver licenses, occupational licenses, hunting and fishing
licenses or recreational licenses, or marriage licenses issued by any agency or any
political subdivision of the state of Tennessee on and after July 1, 1997, shall
contain the social security number of each applicant.

* See Tenn. Code Ann. 88 36-5-701, et seq. (enforcement of child and spousal support through license denial
and revocation).
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would alow speedy retrieval of all personal information about anindividual. See Greidinger, 988 F.2d at
1353.

The Federd Privacy Act generdly prohibits federd agenciesfrom disclosing arecord without the
consent of the individual to whom the record pertains. 76 C.J.S., Records 8 76. Such arecord may
containtheindividua’ sSSN. The statute defines exceptionsto the prohibition against disclosure, such as
“routineuse,” statistical records(e.g., censusdata), law enforcement, health or safety or court orders. 76
C.J.S.,, Records 8§ 77. The Tennessee 2001 Act does not contain similar specific exceptions.

The Federd Privacy Act dso generdly restrains state agencies from denying an individua aright,
benefit or privilegeto which heisotherwise entitled because he refusesto disclose his SSN, unlessthe
disclosure falls within one of two exceptions. The statute states as follows:

(@(2) It shall be unlawful for any Federal, State, or local government
agency to deny to anindividua any right, benefit, or privilege provided by
law because of such individua'srefusal to disclose hissocia security
account number.

(2) the provisonsof paragraph (1) of this subsection shall not apply with
respect to--

(A) any disclosure which isrequired by Federal statute, or

(B) the disclosure of a social security number to any Federal, State or
local agency maintaining asystem of recordsin existence and operating
before January 1, 1975, if such disclosure was required under statute or
regulation adopted prior to such dateto verify theidentity of anindividud.
(b) Any Federal, State, or local government agency which requests an
individua to disclosehissocid security account number shal inform that
individua whether that disclosure is mandatory or voluntary, by what
satutory or other authority such number issolicited, and what useswill be
made of it.

5U.S.C. §552aNote, § 7, Pub. L. 93-579, 88 Stat. 1896 (1974).°

1. The 2001 Act and the Public Records Act

With thesefederal and state lawsin mind, weturn to the 2001 Act and first address a possible
inconsstency inthe 2001 Act itsalf. The2001 Act beginswith the phrase “ notwithstanding any provision

of law to the contrary,” which, onitsface, includesthe Public Records Act. At the end of the provision,
the 2001 Act creates an exception to the generd mandate againgt dissemination by dlowing state agencies

5 Section 7 of the Federal Privacy Act of 1974, Pub. L. 93-579, appearsin anoteto 5 U.S.C. § 552a.
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to distribute SSNs if “distribution is authorized under state or federal law.” Some distribution of the
informationisauthorized by astate law, the Public Records Act (PRA). Therefore, one could concludethat
SSNscould bedisclosed to the extent that the PRA makesthe records contai ning the numbers public and
open to inspection. This interpretation would, however, virtually gut the 2001 Act, and the General
Assembly presumably did not intend to pass an act that, by its own language, effectively eliminated the
intended effect of the Act.

Next we look at whether the 2001 Act conflictswith the PRA. We do not view the 2001 Act as
conflicting with the PRA. The PRA makes al state records public and open for inspection “unless
otherwise provided by statelaw.” Tenn. Code Ann. 8 10-7-503(a). Here, another state law, the 2001
Act, does provide otherwise, and although the 2001 Act does not specify that it replacesthe PRA asto
disclosure of SSNsin otherwise public records, it is clear that it is meant to do so. See Guzman v.
Darnell, 1994 WL 585684, 2 (Tenn. App. 1994) (“[A] specific reference to the Public Records Actis
not required to establish that a Statute crestes an exception to itsrequirements.”). In addition, the 2001 Act
iscong stent with the Public Records Act, severa provisionsof which make recordsthat may contain SSNs
confidential.® Finally, many other sate statutes make records that could contain SSNs confidential. The
Tennessee Code lists these statutes following Tenn. Code Ann. § 10-7-504 in the bound volume.

The 2001 Act can beinterpreted in away that isinternally consistent and in harmony with the
Public Records Act. Smply put, if astate agency’ srecord is public but contains SSNs, the record can be
open to public inspection after the SSNs are redacted. In this manner, the purposes of both acts are
achieved. Thus, to comply with both statutes, TDEC must redact all SSNsbefore making public records
open to inspection under the Public Records Act.

2. State Coercion of Permission to Disclose SSN

To coerce is to bring about by force or threat. The American Heritage Dictionary of the
English Language (4" ed. 2000). Becausefederal law requiresit, state agencies may and must ask for
SSNson certainlicensing applicationsfrom al individua s except those who are exempt from the Socia
Security Act or who cannot be assigned an SSN. 42 U.S.C. § 466(a)(13). State agencies may also
require SSNsif the state agency had a system of records in existence and operating before January 1,
1975, and if the disclosure was required under statute or regulation adopted prior to such date to verify the
identity of anindividual. 5U.S.C. § 552aNote, § 7(a)(2)(B); McKay v. Thompson, 226 F.3d 752, 755
(6" Cir. 2000). When the State doesrequireaSSN, it must inform theindividual whether that disclosure
ismandatory or voluntary, by what statutory or other authority such number issolicited, and what useswill
be made of it. 5 U.S.C. § 552 Note, 87(b). Without a statute or regulation requiring the mandatory
provision of SSNs, state agencies cannot require SSNs but may ask individuasto volunteer their SSNs.
See Connecticut v. Vickery, 1991 WL 32153 (Conn. Super. Ct. 1991).

®E.g., Tenn. Code Ann. §10-7-504(a)(1) (medica records); § 10-7-504(a)(2) (TBI investigative records); § 10-7-
504(a)(3) (military department records).
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Wehave, however, found no authority under which astate agency may coerceanindividua to give
permission to the state agency to disseminate her SSN in exchange for a state service.

3. Dissemination of SSN Publicly Known or Voluntarily Disclosed

Togive permisson or to permit isto consent, to alow the doing of something, to gpprove acourse
of action. See American Heritage Dictionary of the English Language (4™ ed. 2000) (permit,
permisson, authorize). 1t could be argued that when anindividud affirmatively placeshis SSN inthe public
domain, he no longer has a reasonabl e expectation of privacy. See Op. lowaAtty. Genl. 99-10-1 (L)
(October 10, 1999), 1999 WL 956288. A written notice by the state agency to theindividual, e.g., on
alicensing application, regarding what use the state agency will make of the SSN would support such an
argument. Wecanfind no authority, however, for disseminating the* public’ or “volunteered” SSN without
further authorization.

Federd law requiresthat when astate agency asksfor an SSN, the agency must givetheindividua
notice of whether providing the SSN ismandatory or voluntary, what the state agency’ sauthority to require
the SSN is and to what use the state agency will put the SSN. Federal Privacy Act 8 7(b), 5U.S.C. §
552a Note. Such anotice on alicensing application form might read as follows:

Y ou must put your socid security number on thisform for the gpplication
to becomplete. State and federal law require socia security numberson
thisapplication. Tenn. Code. Ann. 8§ 36-5-1301(a), asauthorized by 42
U.S.C. §405(c)(2)(C)(i). The number will be used to verify your identity,
to ask questions about your financia responsibility, and for any other
purpose allowed by state or federa law. When you provide your socid
security number on thisapplication and sgn theform, you are agreeing that
[state agency] may use your social security number in furtherance of
federal and state law, for example, to collect delinquent fees.

If anindividual completed and Signed an application with thisnotice on it, theindividua would be
aware of why the state agency required his SSN and what the agency could do with the SSN. We have
no factsindicating what type of notice TDEC hasprovided. With ancticelikethe one above, TDEC could
then usethe SSN, for example, to collect delinquent fees. TDEC ill could not disseminate the SSN, that
is, make the SSN open to the public at large.

Given the nature of the 2001 Act and the strength of its language prohibiting dissemination, we
interpret the statute to require express permission, and we believe that using anotice like the one above
would satigfy that requirement. Inferring permission from thefact that anindividud’s SSN ispublicly known
or wasgiven voluntarily to the agency for any of severd purposes does not seem consistent with astatute
that so emphatically restricts dissemination of the information.
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4, Requiring Permission to Disclose SSNs as a Condition of Employment

We can find no authority under which a state agency may require either prospective or current
employeesto give their permission to disseminate their SSNs as a condition of employment. To the
contrary, under Tenn. Code Ann. 8§ 10-7-504(f)(1), any state or local governmental entity in its capacity
as employer must keep the SSNs of its employees confidential.

5. External Versus Internal Unauthorized Dissemination

The new statute does not distinguish between externd and internd ” dissemination of SSNsand thus,
onitsface, prohibitsall externa disseminationand any kind of state agency or state employeedissemination
unlessit falls within one of the Act’s exceptions.

State agencies lawfully collect SSNsfor anumber of reasons. See, eg., McKay, 226 F.3d a 755
56 (6™ Cir. 2000) (Tenn. Code Ann. § 2-2-116 (voter registration)). In addition, several state statutes
require one state agency to provide SSNsto another state agency. See, e.g., Tenn. Code Ann. § 8-35-
105; Tenn. Code Ann. 8§ 36-5-1301(c). The 2001 Act would not prohibit these practices because they
would fall within the second exception created in the 2001 Act: distribution authorized by state law.
Clearly, an agency may distribute an SSN if the individua has given permission or alaw authorizesit.

Y our question, however, seemsto raisetheissue of whether state officials and state agencies can
giveanindividua’s SSN to another agency employee or to a state employee in another agency without
specific statutory authority to do so. We canthink of no instancein which astate official or employeein
oneagency may provide anindividua’s SSN to astate official or employeein another state agency if he
is not authorized by law to do so.

We have not found statutes controlling intra-agency accessto SSNs. The prohibition, however,
isagaingt disseminationor distributing broadly. If authorized agency personne distributedindividual SSNs
within the agency on alimited basisfor interna agency business, thenwethink it likely that this practice
would not be dissemination as contemplated in the 2001 Act and thuswould not be barred. The agency
could also ask permission of the agency employeeto use his SSN, and then the use of the SSN would fall
within the 2001 Act’ sfirst exception.

Thus, we have concluded that the 2001 Act prohibits dissemination of any kind unlessit falswithin
oneof theAct’ stwo exceptions. By dissemination, we mean disclosure outsidethe receiving state agency.
Thus, we conclude that inter-agency distribution of SSNs must be authorized by law.

" We have assumed “internal” means within state government and “ external” means outside state government.
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6. Providing Garnishee with SSN

Aswe understand it, to collect overdue civil penalties and fees, TDEC uses the garnishment
procedure. TDEC isthe garnishor and the garnisheesinclude entities such asbanksand credit unions. It
has been TDEC' s practice, when it garnishes an individual’ s bank and other accounts, to supply the
individual’s SSN on the face of the garnishment asaunique personal identifier. The SSN comesfrom
TDEC'sfiles, or if TDEC does not have the number, from the files of another state agency.

Thebank, or other garnishee, hasaduty to determine whether it has an account for theindividua
and if S0, to report thisfact in answer to the garnishment. 1f TDEC does not have or does not supply the
SSN and the bank hasinsufficient information to identify the individual and his accounts, the bank may
return the garnishment as not found. Tenn. Code Ann. § 26-1-110.

Whether TDEC may supply an SSN on agarnishment will depend on how the SSN was collected.
If TDEC hasinformed individuals how TDEC will use the SSNs (see 1 3 above), then TDEC could
providethe SSN. If TDEC hasnot given noticeto theindividua or obtained permisson from theindividua
by some other means, TDEC could not put the SSN on the garnishment. We can find no authority alowing
a state agency to provide a garnishee with a defendant’s SSN without the defendant’ s authorization.

7. The Constitutionality of the Newly Enacted Tenn. Code Ann. § 4-4-125

Asagened rule, to the extent that astate law conflictswith afederal law, the federa law controls
by virtue of the Supremacy Clause, U. S. Congt. art. X1 § 2. Because of theinfinite variety of situations
inwhichthe (non)disclosure of SSNs could arise, we are not able to state with specificity whether the 2001
Actiscongsgtent with every federd or statelaw involving SSNs. Becausethe 2001 Act specifically excepts
SSN didtribution authorized by federd law from this prohibition, it likely would not conflict with federa law.

Under gtate law, the statute is presumed to be constitutiona . Becauseof the number of state and
federa lawsinvolved, the breadth of your question and thus the extent of the research that would be
involved, we decline to comment further on the constitutionality of the 2001 Act at thistime.

PAUL G. SUMMERS
Attorney General and Reporter

MICHAEL E. MOORE
Solicitor General
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