[bookmark: _GoBack]Product:			Everbridge Software
Requisition:			0000035572
Code:				81161601
Overview:	DCS is seeking to replace the current notification software application, MIR3, with an application with more robust capabilities.  The DCS Child Neglect and Abuse Hotline staff utilizes the software application MIR3 to notify designated on-call staff after business hours of phoned in serious or critical incidents regarding children or youth.  On-call staff are dispatched through software notifications to provide necessary assistance or services for the involved children/youth and families.  DCS now requires a more robust and enhanced notification software application which is capable of group notifications (to could include all DCS staff as well as contacts outside DCS) for various reasons.  Since DCS staff often become involved in the most volatile circumstances,  the need has become monumental for notifying groups of staff regarding dangerous environmental conditions, acts of terrorism such as active shooter or site bomb threats, certain health related concerns, etc.  
Term:	August 1, 2016 – June 30, 2021
Contact Licenses:	Minimum 7,500

	ID        Functional Requirement                       Type     Vendor Response
                                                                                                                  (Mandatory
                                                                                                                  or Optional)

	
	Licensing
	
	

	L-1
	The solution shall provide licensing for up to up to 7,500 contact staff. 
	M
	

	              Web Portal

	WP-1
	The solution shall have a web-available single entry point that provides access to all solution functionality and services.
	M
	

	WP-2
	The solution shall require visitors to authenticate in order to proceed past the single entry point.
	M
	

	WP-3
	Authorized users shall be able to modify the content of the single entry point.
	M
	

	WP-4
	Authorized users shall be able to create, update, and delete anchor elements on the single entry point.
	M
	

	WP-5
	Users shall be shown a dashboard summary of system and program activity, alerts, system notifications (e.g. password expiration notifications), and other user-defined content upon successful authentication.
	M
	

	WP-6
	Users shall be able to customize the appearance of the dashboard, including but not limited to the types of information sets that are displayed.
	M
	

	WP-7
	Users shall be able to search for other users.
	M
	

	WP-8
	Authorized users shall be able to override user preferences for the dashboard (e.g. to broadcast a system- wide notification).
	M
	

	WP-9
	Authorized users should be able to modify stylistic aspects of the solution.
	O
	

	
	
	
	

	
	Alerting and Notifications
	
	

	AN-1
	Alerting and notification shall be accomplished through the transmission of messages from the solution to designated recipients.
	M
	

	AN-2
	The solution shall be able to transmit messages using email, phone, short message service, facsimile, pager service, and web service or Internet protocols (“modalities”).
	M
	

	AN-3
	Messages shall consist of a subject, a message body, a priority, a duration, a sender signature, and other user-defined attributes.
	M
	

	AN-4
	Authorized users shall be able to create, modify, and delete message attributes.
	M
	

	AN-5
	Authorized users shall be able to specify whether users are required to complete a given message attribute.
	M
	

	AN-6
	Authorized users shall be able to specify acceptable values for message attributes.
	M
	

	AN-7
	Authorized users shall be able to specify the message attributes to be included in message transmissions.
	M
	

	AN-8
	Authorized users shall be able to override all sender or recipient preferences for message transmission.
	M
	

	AN-9
	Weather and Safety Connection notifications shall be available and the cost of each shall be separate line items in the bid and selectable if needed.
	M
	

	
	
	
	

	
	Message Construction
	
	

	MC-1
	Users shall be able to send messages to other users according to the recipients’ role assignments (“role- based alerting”).
	M
	

	MC-2
	Users shall be able to send messages to other users according to information stored in the recipients’ respective user account profiles (“user-based alerting” or “query-based alerting”).
	M
	

	MC-3
	Users shall be able to send messages to recipients who do not have user account profiles (“just-in-time alerting”).
	M
	

	MC-4
	Users shall be able to apply rich-text formatting to messages that will be transmitted through text-based modalities.
	M
	

	MC-5
	Users shall be able to attach multimedia content to messages.
	M
	

	MC-6
	Users shall be able to specify an audio file, which the solution shall use instead of text-to-speech conversion for enhanced clarity during playback on voice modalities.
	M
	

	MC-7
	Users shall be able to request a meaningful response from recipients, and to specify multiple response options.
	M
	

	MC-8
	Users shall be able to classify a message as an update to a previous notification, in which case the solution shall automatically populate message attributes using the previous notification’s attributes.
	M
	

	MC-9
	Users shall be able to resend a message to recipients that did not receive a successful transmission during the original notification campaign.
	M
	

	MC-10
	Users should be able to input separate messages for each notification modality.
	O
	

	
	
	
	

	
	Delivery Specifications
	
	

	DS-1
	Users shall be able to specify whether a message should be transmitted in a secure fashion, requiring recipient verification.
	M
	

	DS-2
	Users shall be able to request a transmission acknowledgement from recipients.
	M
	

	DS-3
	Users shall be able to specify the modalities to be used during message transmission.
	M
	

	DS-4
	For each selected modality, authorized users shall be able to specify the number of transmission attempts that should be made to each recipient, as well as timing variations between modalities.
	M
	

	DS-5
	Authorized users should be able to prioritize concurrent notification campaigns to ensure the completion of a given campaign before others.
	O
	

	DS-6
	Users should be able to specify a “Caller ID” number when transmitting messages to phone modalities.
	O
	

	
	
	
	

	
	Message Delivery
	
	

	MD-1
	The solution shall process all message transmissions resulting from a single notification as a single campaign.
	M
	

	MD-2
	The solution shall process notification campaigns concurrently if one or more campaigns are created while another is in process.
	M
	

	MD-3
	The solution shall convert text-based message content to audio content (“text- to-speech”) for delivery to voice systems when users specify transmission to voice modalities.
	M
	

	MD-4
	The solution shall transmit plain-text versions of messages that have rich-text formatting in the event that a recipient’s message client does not support rich-text formatting.
	M
	

	MD-5
	The solution shall determine message destinations based on contact information and preferences provided by the recipients in their respective user profiles.
	M
	

	MD-6
	For secure messages, the solution shall not transmit message data without first verifying an authentication input by the recipient.
	M
	

	MD-7
	The solution shall attempt to contact recipients by all available means, according to the specified rules, criteria, preferences, and other pertinent configurations, until the message transmission is considered successful or the available means have been exhausted.
	M
	

	MD-8
	The solution should recognize duplicated destinations within a notification campaign and discontinue transmission to those destinations once a message transmission to the original destination is considered successful.
	O
	

	
	
	
	

	
	Response Tracking and Persistence
	
	

	RTP-1
	The solution shall store all information related to notification campaigns, including user-specified field values and campaign metadata.
	M
	

	RTP-2
	The solution shall track and store the status of all message transmission attempts in real time, including any applicable return codes from transmission service providers.
	M
	

	RTP-3
	For role-based alerts, the solution shall track and store the status of message transmission to each role in addition to tracking the status of transmissions to each recipient.
	M
	

	RTP-4
	The solution shall store the origin of notification campaigns for cost- sharing purposes.
	M
	.

	RTP-5
	The solution should store potentially invalid destinations.
	O
	

	
	
	
	

	
	User Account Management
	
	

	UAM-1
	The solution shall store all data for a single user in a single user profile.
	M
	

	UAM-2
	Each user profile shall have a unique identifier.
	M
	

	UAM-3
	Each user profile shall have a complex authenticator.
	M
	

	UAM-4
	Each user profile shall have a primary email address.
	M
	

	UAM-5
	Each user profile shall have a list of role assignments.
	M
	

	UAM-6
	Each user profile shall have a list of organizational affiliations.
	M
	

	
	
	
	

	
	User Profile Management
	
	

	UPM-1
	Users shall be able to provide contact information for multiple devices and services.
	M
	

	UPM-2
	Users shall be able to specify preferences for the use of their contact information.
	M
	

	UPM-3
	Users shall be able to mark individual contact points as visible or private
	M
	

	UPM-4
	Authorized users shall be able to create, modify, and delete profile attributes.
	M
	

	UPM-5
	Authorized users shall be able to specify whether users are required to complete a given profile attribute.
	M
	

	UPM-6
	Authorized users shall be able to make changes to all data and objects associated with a user profile.
	M
	

	UPM-7
	Users shall be able to reset authenticators using a state-of-the- art automated mechanism.
	M
	

	UPM-8
	Authorized users should be able to specify multiple types of user profiles, and to configure each type of profile independently of other types.
	O
	

	
	
	
	

	
	User Directory Management
	
	

	UDM-1
	Prospective users shall be able to request access to the solution.
	M
	

	UDM-2
	Active users shall be able to discontinue their participation in the solution.
	M
	

	UDM-3
	Authorized users shall be able to approve or deny requests for access to the solution.
	M
	

	UDM-4
	Authorized users shall be able to organize and manage user profiles from a single interface.
	M
	

	UDM-5
	Authorized users shall be able to search for user profiles from within the directory management interface.
	M
	

	UDM- 6
	The solution shall identify potentially redundant user profiles.
	M
	

	UDM-7
	The solution shall identify potentially inactive user profiles.
	M
	

	UDM-8
	Authorized users shall be able to mark a given user profile as inactive or active.
	M
	

	UDM-9
	Inactive user profiles shall not have access to the solution, and shall not appear except in administrative user interfaces.
	M
	

	UDM-10
	Inactive user profiles shall not be included in any solution activity or process.
	M
	

	UDM-11
	The solution shall differentiate active and inactive user profiles on administrative user interfaces and reports.
	M
	

	UDM-12
	Users should be able to mark their profile as temporarily unavailable.
	O
	

	
	
	
	

	
	Auditing and Persistence
	
	

	AP- 1
	When a user discontinues his participation in the solution, the solution shall mark the profile inactive without permanently destroying any data.
	M
	

	AP-2
	The solution shall document all events and data transactions performed by a given user profile.
	M
	

	
	
	
	

	
	Role-Based Access Control
	
	

	RBAC-1
	The solution shall provide a state-of- the-art directory for performing hierarchical role- based access control (RBAC).
	M
	

	RBAC-2
	The solution shall use RBAC to facilitate user profile administration.
	M
	

	RBAC-3
	The solution shall use RBAC to facilitate role administration.
	M
	

	RBAC-4
	The solution shall use RBAC to facilitate administration of
	M
	

	RBAC-5
	The solution shall store assigned users for each role.
	M
	

	RBAC-6
	The solution shall store alerting and notification privileges for each role.
	M
	

	RBAC-7
	The solution shall store directory management privileges for each role.
	M
	

	RBAC-8
	The solution shall store application privileges for each role.
	M
	

	RBAC-9
	The solution shall store data access privileges for each role.
	M
	

	RBAC-10
	Authorized users shall be able to create, modify, and delete role attributes.
	M
	

	RBAC-11
	Authorized users shall be able to specify whether role creators are required to complete a given role attribute.
	M
	

	RBAC-12
	Authorized users shall be able to search for roles.
	M
	

	RBAC-13
	The solution will provide a method for setting an automated, Customized data extract for API interface access. Reference DSP-8.
	M
	

	RBAC-14
	The solution shall identify potentially redundant roles.
	M
	

	RBAC-15
	The solution shall identify potentially inactive roles.
	M
	

	RBAC-16
	Authorized users shall be able to mark a given role as inactive or active.
	M
	

	RBAC-17
	Inactive roles shall not confer privileges of any kind to their assigned users, and shall not appear except in administrative user interfaces.
	M
	

	RBAC-18
	Inactive roles shall not be included in any solution activity or process.
	M
	

	RBAC-19
	The solution shall differentiate active and inactive roles on administrative user interfaces and reports.
	M
	

	RBAC-20
	Authorized users shall be able to delete roles that have been inactive for longer than the retention period.
	M
	

	RBAC-21
	Authorized users shall be able to associate roles into groups.
	M
	

	RBAC-22
	Authorized users shall be able to associate groups recursively.
	M
	

	RBAC-23
	Users should be able to request changes to their role assignments.
	O
	

	
	
	
	

	
	Events Calendar
	
	

	EC-1
	Provide a calendar function within Application
	O
	

	EC-2
	Calendar should retain a history of scheduled events and trainings
	O
	

	EC-3
	Calendar should be viewable by all users
	O
	

	EC-4
	Calendar should be modifiable by authorized users
	O
	

	EC-5
	Alert scheduling should be a function within the calendar
	O
	

	EC-6
	Alerts should only be viewable by the alert scheduler
	O
	

	EC-7
	Event information should allow for links to related information regarding that specific event.
	O
	

	EC-8
	Calendar postings should provide the ability to attach related documents for viewing
	O
	

	
	Performance Scalability
	
	

	PS-1
	The solution shall be able to store at least 10,000 user profiles.
	M
	

	PS-2
	The solution shall be able to store at least 10,000 roles.
	M
	

	PS-3
	The solution shall be able to process at least 10,000 concurrent connections.
	M
	

	PS-4
	The solution shall process user actions within 5 seconds 95% of the time and within 60 seconds 99.99% of the time.
	M
	

	PS-5
	The solution shall be able to transmit, report, and store at least 10,000 individual alert messages in one (1) hour.
	M
	

	
	Security and Accessibility
	
	

	SA-1
	The solution shall use Transport Layer Security (TLS) 1.2 for all data packet transmissions.
	M
	

	SA-2
	The solution shall comply with Tennessee information security laws and regulations.
	M
	

	SA-3
	The solution shall comply with National Institute of Standards and Technology (NIST) Special Publication 800-53 revision 3 for identifier and authenticator security.
	M
	

	SA-4
	The solution must comply with State of Tennessee accessibility requirements as stated in section 508 of ADA
	M
	

	SA-5
	The solution shall be accessible via an industry-acceptable collection of workstation web browsers.
	M
	

	SA- 7
	The solution shall be accessible via an industry-acceptable collection of mobile web browsers.
	M
	

	SA- 8
	The solution shall disconnect users after a configurable period of inactivity.
	M
	

	SA- 9
	Authorized users shall be able to specify a lifetime for authenticators.
	M
	

	SA-10
	Authorized users shall be able to specify whether authenticators for new users must be reset upon initial login.
	M
	

	SA-11
	The solution shall notify users of imminent authenticator expiration according to a configurable schedule.
	M
	

	
	Training and Support
	
	

	
	
	
	

	TS-1
	The solution shall include a development site, a staging site, and a production site.
	M
	

	TS-2
	The solution shall include built-in user documentation in print and multimedia formats.
	M
	

	TS-3
	The solution provider shall provide helpdesk and associated support services for all users.
	M
	

	TS-4
	The solution provider should provide training services.
	O
	

	
	
	
	

	
	Reporting
	
	

	RPT-1
	Authorized users shall be able to generate a report that summarizes all notification campaigns attempted by users within the report creator’s administrative scope.
	M
	

	RPT-2
	For a given notification campaign that was attempted by a user within the report creator’s administrative scope, authorized users shall be able to generate a report of all data and metadata associated with the campaign (including transmission data for each recipient).
	M
	

	RPT-3
	Users shall be able to generate a report that summarizes all notification campaigns they have attempted themselves.
	M
	

	RPT-4
	Authorized users shall be able to generate a report of all roles within the report creator’s administrative scope.
	M
	

	RPT-5
	Authorized users shall be able to generate a report of all user profiles within the report creator’s administrative scope.
	M
	

	RPT-6
	Authorized users shall be able to generate a report of all documented events and data transactions attempted by users within the report creator’s administrative scope.
	M
	

	RPT-7
	Authorized users shall be able to generate a report of all data within the report creator’s administrative scope that is scheduled to expire within a user-defined period.
	M
	

	RPT-8
	All report generators shall include mechanisms to limit report content to a user-defined subset of data.
	M
	

	RPT-9
	Authorized users shall be able to view any type of report as a web page.
	M
	

	RPT-10
	Authorized users shall be able to export any type of report as a comma- separated values (CSV) file.
	M
	

	
RPT-11
	Authorized users should be able to create and store custom report definitions.
	O
	

	RPT-12
	Authorized users should be able to modify stored report definitions.
	O
	

	RPT-13
	Users should be able to add attributes to a report ad hoc without affecting the stored report definition.
	O
	

	
	Data Storage and Persistence
	
	

	DSP-1


	The solution shall store all data in a relational database that operates using Structured Query Language (SQL).
	M
	

	DSP-2
	The solution shall ensure all data transactions occur only if the properties of atomicity, consistency, isolation, and durability (ACID) have been guaranteed.
	M
	

	DSP-3
	The solution shall permanently store all data related to notification campaigns.
	M
	

	DSP-4
	The solution shall permanently store user directory and user profile data.
	M
	

	DSP-5
	The solution shall store role data for a minimum of 7 years following the creation of the data.
	M
	

	DSP-6
	The solution shall store event and transaction log data for a minimum of 7 years following the creation of the data.
	M
	

	DSP-7
	The solution shall archive expired data in a manner that can be restored into the solution if necessary.
	M
	

	DSP-8
	The solution will provide a method for setting an automated, Customized data extract for API interface access. Reference RBAC-13.
	M
	

	
	Availability and Resilience
	
	

	AR-1
	The solution shall be available 99.9% of the standard calendar year.
	M
	

	AR-2
	The solution’s environment shall be classifiable as a Type II datacenter according to the Statement on Auditing Standards (SAS) No. 70.
	M
	

	AR-3
	The solution’s environment shall be classifiable as a Tier 3 datacenter according to Uptime Institute certification requirements.
	M
	

	AR-4
	The solution shall tolerate load at least 50% in excess of the stated maximum thresholds without a catastrophic failure.
	M
	

	AR-5
	The solution shall be recoverable within 4 hours of an unplanned outage onset.
	M
	

	
	Professional Services
	
	

	PrS-1
	Any cost associated with additional professional service rates shall be listed as separate line items in the bid.
	M
	



